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I/BootReceiver( 357): Copying /data/tombstones/tombstone_02 to DropBox (SYSTEM_TOMBSTONE)
F/CRASH_LOGGER( 1085): SIGSEGV : .DS_Store

F/CRASH_LOGGER( 1092): SIGSEGV : sample@-0-137960.dex

E/dalvikvm( 1094): ERROR: Bad magic number (@xe@® ad 75 28)

F/CRASH_LOGGER( 1099): SIGSEGV : sample@-137960-275921.dex

W/dalvikvm( 1101): WARNING: Odd length: expected @, got 551843

F/libc ( 1101): Fatal signal 11 (SIGSEGV) at 0xb6f37000 (code=2), thread 1101 (dexdump)
I/DEBUG (  55): skkk siokk sokk sokk ok siokk ok slokk ok slokk ok iokk dokok dokck dokok okok
I/DEBUG ( 55): Build fingerprint: 'Android/aosp_arm/generic:4.4.4/KTU84P/eng.ant0.20160511.162155:eng/test-keys'
I/DEBUG ( 55): Revision: '0'

I/DEBUG ( 55): pid: 1101, tid: 1101, name: dexdump >>> /system/xbin/dexdump <<<
I/DEBUG ( 55): signal 11 (SIGSEGV), code 2 (SEGV_ACCERR), fault addr b6f37000
W/NativeCrashListener( 357): Couldn't find ProcessRecord for pid 1101

I/DEBUG ( Sl ro 00021821 rl1 00000000 r2 ffec5874 r3 b6f36ffc
I/DEBUG ( 55): AM write failure (32 / Broken pipe)
I/DEBUG ( 55): r4 00021821 r5 00021821 r6 13e7ab7e r7 b6f3778c
I/DEBUG ( 55): r8 80078071 r9 00000000 sl 000015af fp 00000003
I/DEBUG ( 55): ip 00000000 sp beaee96c 1r b6f573db pc b6f22cbc cpsr 80000010
I/DEBUG ( 55): d0 05f803ce0857f87d dl1 0000000000000000
I/DEBUG ( 55): d2 0000000000000000 d3 0000000000000000
I/DEBUG ( 55): d4 0000000000000000 d5 4ladaffdfa000000
I/DEBUG ( 55): d6 3f50624dd2fla9fc d7 4197e00f3bed5ald
I/DEBUG ( 55): d8 0000000000000000 d9 0000000000000000
I/DEBUG ( 55): d10 0000000000000000 d11 0000000000000000
I/DEBUG ( 55): d12 0000000000000000 d13 0000000000000000
I/DEBUG ( 55): d14 0000000000000000 d15 0000000000000000
I/DEBUG ( 55): scr 00000010
I/DEBUG ( SO
I/DEBUG ( 55): backtrace:
I/DEBUG ( 55): #00 pc 00001cbc /system/lib/libz.so (adler32+192)
I/DEBUG ( 55): #01 pc 000073d7 /system/xbin/dexdump
I/DEBUG ( 55): #02 pc 00003bf3 /system/xbin/dexdump
I/DEBUG ( 55): #03 pc 0000367b /system/xbin/dexdump
I/DEBUG ( 55): #04 pc 0000393b /system/xbin/dexdump
I/DEBUG ( 55): #05 pc 0000e23b /system/lib/libc.so (__libc_init+50)
I/DEBUG ( 55): #06 pc 00001774 /system/xbin/dexdump
I/DEBUG ( Sk
I/DEBUG ( 55): stack:
I/DEBUG ( 55): beaee92c b6eaaee2 /system/lib/libm.so
I/DEBUG ( 55): beaee930 b6f4e678 /system/bin/linker
{
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Build fingerprint: 'Android/aosp_arm/generic:4.4.4/KTU84P/eng.ant0.20160511.162155:eng/test-keys'

Revision: '@’

pid: 1388, tid: 1388, name: stagefrightsymb >>> ./stagefrightsymbol <<<
signal 6 (SIGABRT), code -6 (SI_TKILL), fault addr
rl 0000056c¢
r5 00000002
r9 00000001

ré 00000000
r4 00000006
ré 00000000

ip b6dc3fd8 sp beebl378

do
d2
d4
dé
ds
d1o
di2
di4
sCr

abc0a7eb00000000
0000000000000000
0000000000000000
3f50624dd2f1a9fc
0000000000000000
0000000000000000
0000000000000000
0000000000000000
20000010

backtrace:

#00
#01
#02
#03
#04
#05
#06
#07
#08

stack:

pc 00021e20 /system/lib/libc.so
pc 00012ea9 /system/lib/libc.so
pc 000130bd /system/lib/libc.so

dl
d3
d5
d7
d9
dil
di3
di5

r2 00000006 r3 00000000
ré 0000056c r7 0000010c
sl ffffffff fp 00000000

1r b6d8dead pc b6d9ce20 cpsr 00000010

0000000000000000
0000000000000000
41bdal9a25000000
3ecccccd3ecccced
0000000000000000
0000000000000000
0000000000000000
0000000000000000

pc 00011df3 /system/lib/libc.so

pc 000216d4 /system/lib/libc.so
pc 00006867 /system/lib/libcutils.so (__android_log_assert+86)
pc 0000528d /data/local/tmp/stagefrightsymbol (main+1036)

(abort+4)

(tgkill+12)
(pthread_kill1+48)
(raise+10)

pc 0000e23b /system/lib/libc.so (__libc_init+50)

pc 00004398 /data/local/tmp/stagefrightsymbol (_start+96)

beeb1338
beeb133c
beeb1340
beeb1344
beeb1348
beebl34c
beeb1350
beeb1354
beeb1358
beeb135c

00000000
00000000
00000000
000003ff
b6ef3120
b6e6ad7d
b6dc3fd8
00000000
00000001
ffffffff

/system/1lib/1libstagefright.so

/system/1lib/libstagefright.so (android::MPEG4Extractor
/system/lib/1libc.so

: :getMetaData())
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* (gdb) exploi’r& .

f ® (gdb ) Stack Corruption , Exploitable : True , Description : blah blah blah



xbin/dexdump crashl.dex

Process /system/xbin/dexdump created; p.

Listening on port 5039

Remote debugging from host 127.0.0.1

readchar: Got EOF

Remote side has terminated connection.

Listening on port 5039

Remote debugging from host 127.0.0.1
Processing 'crashl.dex'...

~C

Child terminated with signal = @xb (SIG!
GDBserver exiting
root@generic:/data/local/tmp # ./gdbsen
Process dexdump created; pid = 1542
Listening on port 5039

Remote debugging from host 127.0.0.1

Processing 'crashl.dex'...
Killing all inferiors

root@generic:/data/local/tmp # ./gdbsen

Process dexdump created; pid =
Listening on port 5039

Remote debugging from host 127.

Processing 'crashl.dex'...
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. \gap) source ../.
. exploitable/

__init__.py

/o /E€EXPLOLTAD LE/EXDLOLTGDLE
exploitable.egg-info/
../«./../exploitable/exploitable
exploitable.egg-info/
../../../exploitable/exploitable/
exploitable.py 1lib/ test
(gdb) source ../../../exploitable/exploitable/exploi
(gdb) target remote :5039
Remote debugging using :5039
Oxb6f6dad® in ?? ()
(gdb) c
Continuing.

(gdb) source
exploitable/
(gdb) source

Program received signal SIGSEGV, Segmentation fault.
Oxb6f51cbc in ?? ()

(gdb) exploitable

Description: Possible stack corruption

Short description: PossibleStackCorruption (7/22)
Hash: 985e1c0964c97d64b0cfflef2db5160f.985e1c0964c97
Exploitability Classification: EXPLOITABLE
Explanation: GDB generated an error while unwinding
at were not mapped in the inferior's process address
n outside the default stack region. These conditions
nsidered exploitable.

Other aags: SourceAv (19/22), AccessViolation (21/22
(gdb)
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* gdbserver > port 5039

® gdb connects ’rg b server and continues the execution of the binary until fault

f ® On fault signal , run exploitable and prints the result










