


Who are these guys?

~ Tony Trummer - Staff SeCurity Engineer aka “SecBro”

Tushar Dalvi - Sr. Security Engineer & Pool Hustler



H PI’IVEItB Little |.|.|EII’

Our: employer generally does not have prior
knowledge of, condone, support or otherW|se
endorse our researoh |




The menagerle

A Apps are mash -ups.of natlve and web code
A Java, Objectlve C, Swift, etc

- A Developers control SSL/TLS securlty
settlngs and warnlngs | |




Basics

This is probably not the site you are looking for!

TLS provides several security features

Encryption. s 3 | " AN
Authenticity | | Mm
A Integrity

In apps, unlike browsers, whether you.see a Certlflcate
warning is up to the app developer.



_ Tumurrulu IaHeateﬂIau

Before dlsmlssmg the |dea of Iarge scale
or supply-chain attacks... |

A Recent reports of pre- mstalled trojans on
Iow end Android devices -

Aln 2013 Nokia was found to be performlng
" MitM on customer traffic, reportedly for
performance reasons :

A'In.2013, reports surfaced clalmlng that the |
- NSA and GCHQ (“Flying Pig”) were B/
actually performlng real-world MitM attacks »%

A 2015, Lenovo laptops vulnerable due to |
querFlsh_ CA certificate pre-installed



llIlJIF n thB FIJI[I

A TLS is really.the ONLY protectlon against.
Man-in-the galfefellc (MitM) attacks

- A MitM is significantly easier to perform e
agalnst moblle devices |




Tné Imm’uhitu’ Eumltume

| Infosec folks often roII the|r eyes When they
- read. statements on sites or in apps that tout
TLS use and how blg the|r keys are




Journey to Bahel--‘d

One nlght after a few drlnks we demded to
| test some apps, startlng with proxylng their
| web requests |




Ll B
. . ' . . i
R ! o i ) :
i & : 3 M . i ¥ &
v . u i . 'R
. + i ! - # : ' .
v L] E { L 4
ik ; Wl . . s !
: i £ s
v 2 . " ¥
' . G ] . .
v & ? i ¢ i
|.- - o l- -' .-;




First aspect oF
certlFlcate valldatmn

The app or OS must verlfy the Certlflcate IS
- cryptographically signed by the private key |
| of a trusted Certlflcate Authorlty




~ Proper certificate
validation

Certificate is signed by the private key of a trusted CA?

Is this an intermediate certificate?

| Trusted Root CA | g




- Forget Eumetning?_

~ Tony —> <4— Tushar

- DOUBLE FACEPALM

FOR WHEN ONE FACEPALM DOESN'T CUT IT



Publications

The most dangerous code in the world: validating SSL certificates
in non-browser software

Authors: M. Georgiev, S. Iyengar, S. Jana, R. Anubhai, D. Boneh, and V. Shmatikov

Vulnerability Note VU#582497
Multiple Android applications fail to properly validate SSL certificates

Credit

This vulnerability was reported by Will Dogggs = R itional reporters of the concept of Android apps
that fail to validate SSL certificates inclugg Tony M , Tushar Dalvigand Kuo Chiang. Other individuals that publicly
reported this issue include: Sascha Fahl, Mari2 = n s viuders, Matthew Smith, Lars Baumgartner, and
Bernd Freisleben.

)
: . Contact Us:
. {-G‘b Fire Eye {a:lr] 34?-:393 Worldwide
Products Solutions Mandiant Consulting Current Threats

SSL Vulnerabilities in the Google Play 1,000 Most

Downloaded Applications



A Taste of Armageddon




" TheTrouble
‘ with Tribbles N




" The Trouble
‘ With ITritheal

Connect




Testing Fur
CR valltlatmn .

A Conflgure dewce to use proxy

A Conflgure BurpSmte S proxy Ilstener to
"Generate a CA-signed per-host IR V) N
certificate” o r

A DO NOT mstall the proxys CA
~ certificate on the test dewce it

A Verify you see a Certlflcate wai*nin_g in
the natlve moblle browser

A Step through each section of the app

A If you see HTTPS traffic, in Burpswte
the app falled | |



Gecond aspect
of validation

Does the Subject Common or
Alternatlve name match the hostname
of the S|te you re V|S|t|ng’? |




~ Proper certificate
validation

Does the Common or Subject Alternative Name Match the hostname?

: Traces back to Trusted Root CA '
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~The Apple

arT;
hashCOut ,
hashea [ 51




-And the Children
“Hhall Lead

AFNEtWOfking 1 3 4 + Change to use case sesitive compare when sorting keys in query string

Thompson)
« Change to use xcpretty instead of xctool for automated testing (Kyle Ful

+ Fix potential non-terminating loop in- connecti AFNetworking 299 I McDonald)
+ Fix SSL certficate Walidation to assertthatnoi gy mate ' '319 commits etouse @selector values as keys for associated objects (Matit

;‘ mattt 797 commits
]

Maximillian Dornseif g i : : .
( ) + Aukd uit st for checking conlent ype (Diego Torres) set ImageWithURL : placeholder: , et al. fo only set placeholder

» Fix SSL certificate validation to provide ahUmi  + Add boundary property to aeHTTPEOdyPart -copywitnzone: dro Martinez)

{MaximilHan DO[HSEH) « Add removesKeys»fitleLfllYa_llues _proper_ty_to AFJSONResponsSerializer to automatically 0 pmper’[y synthesis warnings {O”VBI’ Letterer]
remove NSNull values in dictionaries serialized from JSON (Mattt Thompson)

Change to accept id parameter type in HTTP manager convenience methods (Mattt alidation

« Fixtocall call SecTrustEvaluate before calli Thompson)

Change to deprecate setAuthorizationHeaderFieldWithToken: , in favor of users

+ Fix to add explicit cast to NsUInteger in form

certfcate valdation {JOSh Chung] specifying an Authorization header field value themselves (Mattt Thompson)

Change to use 1ong long type to prevent a difference in stream size caps on 32-bit and 64- Future CertS bemg treated as Va“d |n 251

bit architectures (Yung-Luen Lan, Cédric Luthi)
Fix calculation of Content-Length in taskpidsendBodyData (Christos Vasilakis)
Fix for comparison of image view request operations (Mattt Thompson) THURSDAY, MARCH 26, 2015 ABOUT MINDED SECURITY

SSL MiTM attack in AFNetworking 2.5.1 - Do NOT use it

. in production!
A F N Etw or k 1 g 2 - 5 - 2 | During a recent mabile application security analysis for one of our clients, we

g, mattt 4 commits identified a quite unobvious behaviour in apps that use the

library.
« Add guards for unsupported features in iOS 8 App Extensions Minded

« Add missing delegate callbacks to UlWebView category It turned out that because of a logic flaw in the latest version of the library, security
. SSL MITM attacks are feasible in apps using AFNetworking 2.5.1.




Amok Time

|IOActive

Black Box Analysis Results

The following tools were used for the black box analysis:
« otool (object file displaying tool)[1]
* Burp pro (proxy tool)[2]

* ssh (Secure Shell)
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'  Testing For proper
huatname valnlatmn

A Install PortSW|gger CA cert on devrce i
A Configure your device to use a proxy e

‘ AConﬁgure Proxy I|stener to Generate a CA— :
signed oert|f|oate W|th a spec:lflc hostname '

A Set the hostname to foobar oom

'AVerlfy you see a certificate warnlng |l
the native mobile browser

A Step through each section of
- the moblle app |

AIF you see HTTPS traffic, the app falled




~ Proper certificate
validation

Does the Common or Subject Alternative Name Match the DNS hostname?

Traces back to Trusted Root CA

bt Not expired? Not revoked?






The Naked Time
A Credit card numbers,

passwords, and/or session
COOkIeS




- Dagger of the mind

A Unencrypted credit -
card information -

Tier 1 PCl merchant. redbox.

10 million+ installations *

176 @wwwredborcom  POST  Japiccount/
I
4




' --[:_uurt _martial '
FTC.vs.
'Fandango & Credlt Karma

| A One of the major flaws cited in the ,' Wl m \
- suit was failure to validate SSL -+~ 34
certificates on mobile appllcatlons ___,__,# ‘

A Agreed to “establish - . . .g
comprehensive security programs "‘ L

A Agreed to “undergo mdependent
~ security assessments every other
‘year for 20 years’

|
R I |}
! Q
"
S

" A Scolded publicly for not keeplng “their
prlvacy promises to consumers’”
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EEL 5e85i0n cachmg

A Durlng the |n|t|al handshake g
the certificate is validated -~ = = o
- ASubseguent client requests
re-use the previous . . ° j_
. ~handshake and do not re- .
validate the certificate
~ ATOFU (Trust On First Use) %




 The Enemy Within

_ A Rdote-d‘de\zibes, or
~ A'Physical access = .
More likely-on mobile . ©




Patterns of Force
If have phyéi'cafl access,

couldn't I just... i
Install malicious app 76
Access -yQur' data [

T6 @ @DO = .4l 1507

< Lookout i
: O Scanning 178 installed apps
Checking for Malware, Viruses, and Spyware
@ Lookout successfully activated

Visit lookout.com to find your phane



Turnabout Intruder

A SSL session cachingonly. R
checks the certificate once - (] Trusted credentas

A'Install a CA, for the first
connection, then delete |t | it _
A V|eW|ng cache file V|a adb Or  PortSwigger '

another app requwes root B S
-dCCEesSS £ _ A Network monitoring

A third party is capable of
monitoring your network activity,
including emails, apps, and secure
websites.

. =]
]
-I O i O 8 WED, JANUARY 21 _— ]
A trusted credential installed on
your device is making this

A Network may be monitored ity
By an unknown third party

Check trusted credentials



 The City on the
,Etl-ge"uF Fnrever" ,

A Server demdes how Iong to
~accept the cached session.. 4
- (RFC-5077, section 5.6) . v Y/

" "A In other words, the bad Quy'
gets to decide how long.to
| accept the cached session..

- A'We refer to thls feature as
“EverPWN” |






ﬁhlelda I]|]I '

A Test pre release
A Traln devek)pers



ﬁhIBI[IE IJ|]|

In Android, mvestlgate these
A TrustManager

A SSLSocket T~
A SSLSocketFactory getlnsecure | i

) HostNameVerlfler - —

In |OS mvestlgate these areas: @ ¥

A Don't use AFNetworking < v. 2. 5 3

A AFNETWORKING ALLOW.
INVALID SSL CERTIFICATES .

A SetAIIowsAnyHTTPSCertlflcate '

A kCFStreamSSLAllowsAnyRoot




. ﬁhlelda IJ|1I
A Certlflcate Plnnlng

A Dev and prod S|gn|ng l-*

~ certificates are requwed e
to be different in both

-iOS andiAndroid . .

A Bund valldatlon mode ]
based on which Certlflcate
is used to S|gn the app




lee Lung antl Pruaper

Contact and testlng mstructlons
' http [IWwWw. secbro com

| Tony Trummer . ey
3 http /iwww._linkedin. com/m/tonytrummer

| @SecBro1

" Tushar Dalvi:

- hitp: [www. Imkedln com/m/tdalw

@TusharDaIw -.
| . RLP Reggie Destin -



