USB to serial: install the appropriate driver for your OS before connecting the convertor.
Drivers are in folder “2303 all driver” on the CD. Remark: does not work for Windows 8(.1).




Your laptop:
Assign static address Ethernet: 10.0.0.2/255.0.0.0

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask yvour netwark administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Usze the following IP address:

IP address: w.o .0 .2
subnet masgk: . 0o .0 .0
Default gateway:

Obtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DMNS server:

Alternative DNS server:

[ ]validate settings upon exit Advanced. ..

Carsl



Connect white network cable to FastEthernet 0/0 connector
Connect white network cable to your laptop's Ethernet port
Connect blue console cable to CONSOLE connector
Connect blue console cable to USB-to-serial adapter




Launch Putty, serial mode, select COM? Port (look in device manager)

iy PuTTY Configuration
Categorny:
= Sgssiun | Basic options for your PuTTY session |
&2 Ter I_.uglging Specify the destination you want to connect to
?Tﬂl‘é;afbnard Senal line Speed
el |COMS 9600
- Features Connection type:
= Window (JRaw () Telnet (O Rlogin (J55H (@) Seral
.gziea?—.:lnce Load, save or delete a stored session
- Behaviour
. Trarslation Saved Sessions
- Selection
- Colours :
Default Settings
= Connection Load
- Data Save
... Telnet Delete
- Rlagin
- 55H
- Sefial Close window on exit: a
() Aways () Mever (@ Only on clean exit

o Carce



& Computer Management

File Action View Help

e« |2 E HE & E %S

;EJ Computer Management (Local | 4 g2 RC2014

4 '[?% Systern Tools
B @ Task Scheduler
i fa Event Viewer
i+ @&/ Shared Folders
[> @ Performance
i=n Device Manager
Fi E Storage
i=F Disk Management
[+ _-?3 Services and Applications

& Audic inputs and outputs
[ % Batteries
& |2 Biometric devices
B Bluetooth
(M Computer
Cisk drives
Display adapters
DVD/CD-ROM drives
Human Interface Devices
IDE ATASATAPI controllers
Imaging devices
Keyboards
Mernory technology devices
Mice and other pointing devices
Maonitors
LY Metwork adapters
2 Ports (COM & LPT)
F? Prolific U5B-to-5Serial Comm Port I[CDM5]||

@ Print queues
Processars

Sensors
| Software devices
% Sound, video and game controllers
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sl cEl [ el &0 B[

(:— Storage controllers
(M Systemn devices
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i Universal 5erial Bus contrallers
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You will then be able to type the RETURN-key and see Router> prompt.

Wait a couple of minutes (3:06) until the router is up and running.

Power on the router.




S COMS - PuTTY

With Putty, telnet into 10.0.0.1

ey PUTTY Configuration
Category:
= Sgssiun Basic options for your PUTTY session
Ter I..Dglging Specify the destination you want to connect to
= Temina ]
. Kevboard Hu:;si rjame (or IP address) F"qu:';rt
- Bell 1u.u.u.1| A
- Features C_u:unneu:tiu:un type: _ _ _
= Window ( JRaw (@ Telnet ()Rlogn (JS5H () Seral
- Appearance
PP ) Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
C':'l':'!"rs Default Seftings Load
—I- Connection
- Data Save
- Proxy
- Telnat Delete
Rlogin
+- 55H
----- Serial

Close window on exit: ]
() Mways () MNewer () Only on clean exit

About Cpen Cancel



10.0.0.1 - PuTTY

Type password cisco

Type enable

Type the wrong password: kriek

Type the correct password: cisco

show region

show version (+ space)

show processes (+ couple of spaces)

show running-config (+ couple of spaces)

show memory (+ couple of spaces, then CTRL-C, CTRL-C)
ping 10.0.0.1

ping 10.0.0.2

firewall

ping 10.0.0.2

start tftpd32

write core

10.0.0.2

<RETURN>

This will take around 19:58. Use this time to install Python (if not yet installed).

move files Router-coreiomem and Router-core to workshop folder.
naft-gfe.py Router-coreiomem.pcap Router-coreiomem
naft-gfe.py Router-core.pcap Router-core

windump -r Router-core.pcap

windump -r Router-coreiomem.pcap

naft-icd.py cwstrings Router-core

naft-icd.py regions Router-core

naft-icd.py heap Router-core

naft-icd.py -r heap Router-core



naft-icd.py frames Router-core Router-coreiomem Router-coreiomem-2.pcap
naft-icd.py history Router-core

naft-icd.py events Router-core

naft-icd.py -rf “TTY data” heap Router-core

naft-icd.py -rsf “TTY data” heap Router-core

show flash

copy flash:c2600-ipbasek9-mz.124-17a.bin tftp
10.0.0.2
<RETURN>

move c2600-ipbasek9-mz.124-17a.bin to workhop folder
copy flash:c2600-ipbasek9-mz.124-17a-verify.bin tftp
10.0.0.2

<RETURN>

move c2600-ipbasek9-mz.124-17a-verify.bin to workhop folder

naft-icd.py checktext Router-core ¢2600-ipbasek9-mz.124-17a.bin
naft-icd.py checktext Router-core c2600-ipbasek9-mz.124-17a-verify.bin

naft-ii.py ¢2600-ipbasek9-mz.124-17a.bin
naft-ii.py c2600-ipbasek9-mz.124-17a-verify.bin



