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_ HLR/AuC
Ki

SIM-Card authenticates a user / his contract

Provider AuC and SIM-Card share a secret key Ki

B Challenge-Response Network-Authentication between
Mobile-Equipment (ME) and Network

B Users have no access to K;

1Source: UMTS Security, Valtteri, Niemi and Kaisa Nyberg
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P1 (Algorithm)

CLA (Class) Lc (Length of Payload)

P2 (Key Reference
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SRES

APDU Result Code

. 4

+CSIM: 32, "04799AFC|13083F18786C33995BB8|9000"

Mobile Authentication Subspace Travel
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USB or Bluetooth
Works via AT-Commands
Exposes a serial device

What could possibly go wrong?

Mobile Authentication Subspace Travel

Present on millions of older mobile phones
Often exposed without user notification and interaction
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