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Shodan is the world's fir

Create a Free Account

Explore the Internet of Things

Use Shodan to discover which of your devices are cannectad to the Interpet, where Websites are Just one part of the Internet. There are power plants, Smart TVs,
they are located and wha is using them refrigeratars an-:! much mare that can be "r::_r:i \.l'f". Shodan!

Monitor Network Security g, Get a Competitive Advantage
[Keep track of all the computers an your netwaork that are directly accessible from ‘m )LT}I ¥ Who s using your product? Where are they located? Use Shodan to perform

the Internet. Shodan lets you understand your digital foctprint

empirical market intel lscm_z

The Washington
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O Pakistan, We Stand on Guard for Thee
%anada-based Netsweeper’s Role in Pakistan
egime

An Analysis of
's Censorship

June 20 2012

Tagasd: Natsweepet, Pakistan

Categories: Nsws and Announcements, Repofis and Brigfings, Resagrch News
BOORE =

Downlaaif PLIF

O Pakistan, We Stand on Guard for Thee:’
An Analysis of Canada-based Netsweeper's Role in Pakistan's Censorship Regime

Summary of Key Findings

« Netswesperfiltering products have peen Installed on Pakistan Telecommunication Company Limited (PTCL)'s network
PTCL is Fakistan's largesiielecommunlcations company and also operates the Pakistan Internet Exchangs Point.

« Netsweepertechnology Is beina Implementad in Fakistan on PTCL for the purposes of political and sacialfiltering
including webgites relafing ta human rights. sensifive teliginus topics. and iIndependent media.

« [n addifion e using Netswegpar technology to block websiies, ISPs also use alher |ess transparen! miethads, such as

DNS tampering =

Introduction



SUMMARY INFORMATION

Total Hosts LOW HOST COUNT MEDIUM HOST COUNT HIGH HOST COUNT

223,260

FOFP SERVICES

LOW OCCURRENCE MEDIUM OCCURRENCE HIGH OCCURRENCE
HTTPS 188,869
HTTPS (8443) 23707 [
POP3 + S5L 264

IMAP « SSL 25
SYNOLOGY
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’. SHODAN title: "hacked by" country nl

¥ Exploits ¥ Maps & Downioad Results

Ha‘cked'By Hdla'Ko

HIETEST T - 289 UK
DigitalOcean
‘ Date: Thu, 28 May 20135 0@:58:21 GMI
mm Metherdands, Amsterdam Seryer: Apache/2 4.6 (CentOs) jpod_fegid/2.3. 8 PHP/AS 5,22 Phus)
Details A-Fowvred-By PHP/S. 5. 22
Contept-Lenpgth: &1
Content-lype: toxt/himl: charset=lI¥F-3
Natheriands 17
Malden ! Hacked by Team_CC
Dordrecht 1 HTTRZ1.1 200 0K
3 . b W / May 2014 2 S:14 Gk
Humsterdam 1 XL Internet Services B.V. ate; Hed, £/ May 201y Z2:12713 LK)
2eryey Apache/2. 214 Dbhum )
m— MNetheriands x~Powered-fy: PHPZS. 3. 2-1ubuntud 38

Details Vary: Accepl-Ehcoding
HTTP 14 RTRALE Aol 140
HTTPS 2 |

Lannecy Lyl L

as

8081 1 Contept-lype: text/html

Digital Ocean 4

3d BV. . Hacked By Lou sh

XSAALL Internet BY 1
XL Int=rnet Services BV 1 XS4ALL Internet BY
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GHoST61: 57

OxFoRD & Omis Exe: 54
Kuroi'SH: 41

Oum99: 40
Oussamagii: 37

Best Cracker: 35
root—x: 31

Prodigy TN: 25
TechnicalL: 25

koat_halk_palesten: 24
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Universities Needing Toner

#1 Minnesota 89
#2 Hawaii 75
#3 Austin 60
#4 San Francisco 60
#5 Toronto 56
#6 Santa Cruz 55
#7 South Florida 55
#8 Boston 55
#9 Washington 54

#10 Pennsylvania 48










1. Physical Device
2. Vendor Network
3. Maintenance

4. Privacy
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# telnet 192.168.1.50
Password:



urman ,:‘Qr 13

ANGCREN URMAN

Teinet is oniy thers nght now for debugging en our end-and will eventually not even be compiled Inta the hub
firmware. Kris for now Encis nighi, email us at suppot@smartthings.com and well give you specific instructions
en now 1o remove a z-wave device. Right now when you remove a z-wave device, the hub goes inte "zwave
exclude mode' for 10 seconds, anc we are working on adding a zwave remove button in the mobile 2pp.



Connect with us

Reviews News Video How To Games @ US Edition

Appliances Smart Home Qultky needs your Wink Hub back aftel a boiched secumy update

Quirky needs your Wink Hub back
after a botched security update

After a failed security update, Quirky asks Wink Hub owners to send their units in for a repair.

by Rich Brown W @rh_brown / April 19. 2015 6:01 AM PDT

THIS WEEK'S MUST READS /

BECOME A CNET MEMBER FOR FREE!

Share your ideas with the
community, receive exclusive offers
for sweeps and events, and get the
latest news. reviews and how-tos in

Commry | Ll
2IMo Home

Google Glass is still
- misunderstood, says the guy
who wore them in the shower

Tech Industry

your inbox.

GET STARTED NOW MNO, thanks 'S

Mary Meeker sees messaging
3 hecoming the heart of mobile
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) mongoDB

rramazon +
é redis

“" webservices™




redis —: &€3759> monitoxr
OK

1396153823.250101 [0
1399153823.250183 [0
1386153823.250216 [0
1386153823.250237 [0
1389153823.250277 [0
1399153823.2350238 [0
1389153823.250363 [0
1399153823.250383 [0
1386153823.250714 [0
1399153823.250788 [0
13861353823.250940 [0
1386153823.250983 [0
1386153823.251054 [0

10.134.9.33:56020] "RPOP"™ "conf:provider™

10.134.9.33:56046] "REOCE"™ "conf:provider™

10.134.9.33:56024] "RPOP" "conf:provider™

10.134.9.33:56021) "RPOP"™ "conf:provider™

10.134.9.33:56023] "RPOP" "conf:providexr™

10.134.9.33:559948] "RECE™ "FUL:"

10.134.9.33:56015] "RPECOP"™ "conf:providexr™

10.134.9.33:56022] "RPOP" "conf:providexr™

10.134.9.33:56037] "RECE™ "conf:tagimage"

10.134.9.33:56034] "RECE"™ "conf:tagimage"

10.134.9.33:55998] "RECE" "conf:CONTENTIMEORT:"

10.134.9.33:56032] "REOE" "conf:tagimage"

10.134.9.33:56047] "RECE"™ "conf:tagimage"

1399153823.251156 [0 10.134.9.33:54214] "RFOCE" "conf:banimage"

1399153823.251202 [0 10.134.9.33:56039] "REOP" "conf:tagimage"

1388153823.251223 [0 10.134.9.33:56038] "REOE" "conf:tagimage"

1389153823.251240 [0 10.134.9.33:54209] "RECE" "conf:banimage"

1399153823.2351289 [0 10.134.9.33:56033] "REOCE" "conf:tagimage"

1399153823.251451 [0 10.134.9.33:55998] "HGET" "conf:5T:" "crawler.status.numitems-10.134.95.33-7553@Prism-QA6-2"

1388153823.251544 [0 10.134.95.33:54212] "RECE" "conf:banimage"

1388153823.251612 [0 10.134.9.33:54213] "REOCPF" "conf:banimage"

1399153823.251684 [0 10.134.9.33:54215] "RECE" "conf:banimage"

1399153823.251737 [0 10.134.9.33:54219] "REOP" "conf:disicon"

1388153823.251763 [0 10.134.9.33:54211] "RECE"™ "conf:banimage"

1399153823.251781 [0 10.134.9.33:54222] "REOE" "conf:disicon"

1388153823.251825 [0 10.134.5.33:54216] "REOCP" "conf:banimage"

1389153823.251934 [0 10.134.9.33:55998] "HGET" "conf:ST:" "crawler.status.bytesmedia-10.134.9.33-7553@Prism-QA6-2"

1399153823.252031 [0 1

1386153823.252076 [0 1

1386153823.252155 [0 1
1
1

1369153823.252206 [0
1160152992,9§7777 o

0.134.9.33:54218] "RPOP" "conf:disicon"
0.134.9.33:54221] "RPOP" "conf:disicon"
0.134.5.33:54225] "RPOP" "conf:disimage"
0.134.5.33:54235] "RPOP" "conf:disimage"
O 124 0 2T ATTA MOIOADN N aarmFTeards ad msam



ES node REST endpoint it/ 2200 Refresh every |2sec v| Keep|5min v | history | Disconnect |

Cluster elasticsearch

Nurnber of hodes. 2

Status. yellow

Experimental cluster Pack diagram:




75% 73% 74%
40% |
37%
I 31% I

All Images (n=16%94)  Created in 2015 (n=1163) Tagged "latest" (n=811)

% of images

m High Priority  w High or Medium Priority

HTTP://WWW.BANYANOPS.COM/BLOG/ANALYZING-DOCKER-HUB/
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34% of Vendors
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Top stories

Israel calls up 16,000
reservists NEW

Fridge sends spam emails as attack hits
smart gadgets

? - Leaders meet to discuss MH'17 access
M&‘u 5 TESSAQRSE N (‘uea' Race to find India landslide missing
Ces ' e - S — Argentina defaults for second time
_ 5* mm \\3"h‘ﬂ) U@i"y “"Jf$234 Y., :\"t( Liberia shuts schools over Ebola
Soame Amazeives with your toy - Frove ber thial o
= - ' = Features & Analysis
St Email Hadfing Opinion Needed <.t smeitinag
e Clisat snswersd, mall 10 this: - WebMD Diaily T

= § VWhy the Tiki bar became an

p : ; ‘ American phensmenen
e | forqtto feavs you Huiher - s 1y,
. :’;w‘ ~ Cinstomer Receipt Pilichase Coy

8 P S

Black trailblazer

US Vegue's first Afnican American
cover girl 40 years on

The fridge was one of 100,000 devices used as part of the spam attack
B Mystery woman

The figure clad in black, walking
geross the US

A fridge has been discovered sending out spam after a web Related Stori
attack managed to compromise smart gadgets. ol e
The fridge was one of more than 100.000 devices used to take part Inthe  Connected tech sparks
spam campaign privacy fears

Information spread

Just what are the dangers. of the

LG promises fix for Streisand effect?

Uncovered by security firm Proofpaint the attack compromised computers

'spying’ TVs
home routers, media PCs and smart TV sets
Food bytes: The
. kitch es digital
The attack is believed to be one of the first to exploit the lax security o SAl R Most Popular
devices thaf are part of the "intermet of things"

Shared Read Video/Audio
Poor protection

Israel calls up 16,000 reservists
The spam attack took place between 23 December 2013 and 6 January
this year, said Preofpeint in a statement In total it said, about
750,000 messages were sent as part of the Junk mail campaign. The
emails were routed through the compromised gadgets

House votes to sue President Obama

Nato ‘unprepared for Russia threat'
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— € Q EUROPE | France Wants Companiss to Makes Appliances That Last Longer

France Wants Companies to Make Appliances
That Last Longer

By THE ASSOCIATED PRESS MARCH 2 2015, 1137 AM EST

PARIS — France is ordering manufacturers to inform consumers how

N long they can expect their TV, cell phone or other appliance to last —
before they buy it.

n Share
A new French government decree that came into effect this week aims at

W Tweet fighting so-called planned obsolescence. That is when companies design
strategies to limit the life span of appliances, so that consumers will

B sawe have to replace them.

e The measure requires manufacturers to inform vendors how long spare

parts for an appliance will continue to be produced. The vendor is then
required to inform the buyer, in writing. Violators face up to 13,000
euros ($16.800) in fines.

A similar French measure coming into effect next year will require
manufacturers to replace or repair faulty appliances for free for the first
two vears after purchase.

WEXTIN.ERREE David Cameron Sets Course for Britain Amid

Pageantry of Queen's Speech



CCTV cameras secretly being switched off by
cash-strapped councils
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Distance

3.5
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. TODAY

NOVEMBER 21ST

HEALTH

ROUTINE PLEASURE

©

<
©
43

DAYS RECORDED

9520

DAYS LIVED

James

., TODAY

NOVEMBER 21ST

HEALTH STATUS

100%

WEIGHT
158.51b

GLASSES OF WATER STRESS LEVEL

7 20%

CALORIES

562cal




EXAMPLE: LICENSE PLATES



TECHNOLOEH

Main Menu

System

Update

Preferances

Monttor

Configuration

A

Diagnosfics

Contact us

Legal

Copyright 2006

PIPS Technorogy Inc,,
PIPS Technology Lid.

Buiid ref:28

Gain/Shurtter: 2/11
Plate: VOBS39
Width: 720
Confidence: 86:1824

Gain/Shutter: 2/9
Plate: DBGF177
Width: 720
Confidence: 81:1773

Gain/Shutter: 2/11
Plate: X289102
Width: 720
Confidence: 84:1853

Display Type

Any camera

; Data transfer Stop

SVUUZ200 1w oy

MPA279: 51ims 1

1019.1741051.1, MPA279.91.00005914,148629092
ves: Image set recvd after 1126 mS on camil. lane 0
ves_head using 980 next i1s 981

ves_create_er slot D

p:1ims, £0ms, ¢:558ms

ves image. evidential record overall size; 51136 bytes
Inc 15 padding creif63a

ves_image: jpeg:S69ms, hmac.OmsS, encrypr.Oms, cre
18ms

ves_image: recvd slot 0

open_link 10000 servers 0

udp_ping: (36 mS) recvd 98,172 63,195 98.175.128.190
5081#513:01315155 00000211 5791 881 O
ves_Image: cap 1o host (ER) 1793mS, req to host: 79ms.
i 7ms

ves_clear_siot: O

ves tall sgtto 981

VES_IXC scan pass

ves_del: periodic delete

vas_tx - servers found

ves_tx scanning for BSRs

ves D BSR scan compiete

PSRRI IO SSTRANSESSON SN
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O, NS &=
fotal Results: 75 9 e, Y _ North . L 5
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ATET Wireless Idahao Falls e Wyoming ! o
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ST > 0 Missouri -
g}jlhiﬂg o . X - J Wichita e Kentucky Virglnla
California = 5t. George '
/ i
°LasVegas oS Oklahoma - Tennessee oKnoxville  North
* Albuquerque Oklahoma Arkansas *Memphis Carolina
Arizona New Maxico o] . South
«Phoenix - Atlanta e "Carolina
20 s Dallas Mississippi Alabama
aTucson ¢ Jackson Georzia
 En —a@{?aso Texas
\v
\ * Austin

o Hermosillo ' .
e Chinuahua

Tarredn e
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0000000 377 330 377 340 000 020 112 106
111 106 000 001 001 000 000 001 377 330
377 340 \0 020 J FIF\OOO1 001 \O \0 001
0000020 000 001 000 000 377 376 000 015
122 106 066 061 113 126 114 040 \O 001
\O \O 377 376 \O \r

0000040 071 064 012 377 333 000 103 000
020013014016 014012020016 9 4 \n
377 333 \0 C \0 020 \v \f 016 \f \n 020
016 0000060 015 016 022 021 020 023 030
050 032 030 026 026 030 061 043 045 \r
016 022 021 020 023 030 ( 032 030 026 026
030 1 # %



|"] License Plate Datal

C [ localhost:4200

*

=

License Plates DB

CEREEER

..P

RFBXXXX

Camera IP:
87.83.239.83

Plate:
RFEXXXX

Camera IP:
87.83.239.83

Plate:
LE7XXXX

Camera IP:
97.89.219.198

Plate:
RFBXXXX

Camera IP:
87.83.239.83

Plate:
YOBXXXX

Camera IP:
97.89.219.214

Plate:
WA7XXXX

Camera IP:
68.14.195.119

Plate:
RFBXXXX

Camera IP:
87.83.239.83

Plate:
RFBXXXX

Camera IP:
87.83.239.83

Plate:

REBXXXX

Camera IP:
87.83.239.83

Plate:

RFEXXXX

Camera IP:
§7.83.239.83

Plate:

RFEEXXXX

Camera IP:
87.83.239.83

Plate:
BJBXXXX

Camera IP:
128.125.166.144

YO061280

REEXXXX

Camera IP:
87.83.239.83

Plate:
TKVXXXX

Camera IP:
68.181.160.18%

Plate:
RFEXXXX

Camera IP:
87.83.239.83

Plate:
YOBXXXX

Camera IP:
97.89.219.226

Plate:
X18XXXX

Camera IP:
97.89.219.182

Plate:
AB2XXXX

Camera IP:
98.172.57.195

Plate:
XB1XXXX

Camera IP:
97.89.213.90

Plate:
J22XXXX

Camera IP:
166.161.36.47




100 Cameras
5 Days
62,857 Unique License Plates



SEWTHIS
EMBALMR
CUISINE
GOODDAY



1.3% Novelty Plates



i %@ QD Protecting Officers, Families and Communities
TI1 0N S ANPR / LPR * Analytics ® Facial Recognition

' Products Contact Vigilant

System Specifications

National Vehicle Location Service (NVLS)

o Securs and hosted LPR data for law
nforcement only
Private LPR data collection of over

70 million records per month

=
Hotlist matching and alerting

capabilities

System Application & Benefits

e Improved investigative data set
® |ocate vehicles of interest

® Increase Investigative leads

(-DI"II'” 1)!
" Mevie |
Mexico Mexico
Technical Datasheets NVLS

Califomia

The National Vehicie Location Service (NVLS) is a national data sharing initiative started by e LEARN Datasheet
— PNy o o
Vigiiant in 2008, The data in NVLS is made up from two primary sources: 1) data shared fo

a 1309 TYSeabw 720100 =\ ™ Nabwl A b




@ BuildltSecure.ly GOALS VENDORS BUGCROWD RESEARCHERS RESOURCES PARTNERS JOIN US

Our Goals for the "Internet of Things"

© FOCUS effort towards crowd-funded, small commercial and bootstrapped vendors

W BUILD partnerships and goodwill between loT vendors and the security community
v COORDINATE efforts to incentivize security researchers for reporting vulnerabilities

[#] CURATE informational resources to help educate vendors on security best practices

& PRESENT research at relevant events and be a point of contact for press inquiries Bu I LDI S u RE é I.Y

Vendors Participating With BuildltSecure.ly
oINS CCIO 0 dropcam

Pmnoccio 15 3 (:on]p[e[e toolki for nl“[dmg the Internet of Tnmgs pMakers. Sofiware L—)fopcam IS a cloud-pased video mOﬂltOme service wiih fres live HD streaming, two-
Developers, and Product Designers can use the finy microcontrolier 1o quickly protatype way lalk and mobile apps Ihal makes il easy lo-stay connected to piaces, people and
ideas. It has mesh networking and wireless web connectivity baked night in. Pair that pets, no maller where you are. Featuring automatic updales, stream sharing, location
with the REST API and web app and vou have an end-to-end sysiem that works nght awareness and OptiOnal Cloudd ReCDrdln(} iJI’Up«;am has redefined home monﬂorlﬂg
out of the baox. and do-i-yourself secunty

zendo @ B 5P

Zendo 1s a South Florida-based technology company that creates. designs. and Dipdar Is the firsi-ever tip jar and donation box for credit and debit cards, 2
manufaciures simple devices for custom home maonitoring and conlrol, as well as biest- hardware/sofiware solution for one-step collection and seamiess disbursement of

1 e e vt mrarmieraes Toammde seresrtionrte 1dll s stimilsmwtles =2 1IasaMimms ratailsee P T iy, T R A T



README.md

Internet of Things Nmap Fingerprints

A repository of Nmap scans for various |oT devices. The following command was run to perform the
scan:

nmap -Pn -p- -A -oX <name> <ip>

Where name is a descriptive name for the device (ex: "wink-hub") and ip is the IP address the device
has on your local network.

To have your Nmap scan results added to this repository either submit a pull request or send your XML
file to support@shodan.io

github.com/shodan-labs/iotdb



g "l Questions?




