HITB2014KUL AGENDA - CONFERENCE DAY 1 - 15TH OCTOBER 2014

e i _
7:30 AM REGISTRATION / MORNING COFFEE
9:00 AM The Next Crypto Wars, Or How We Never Learned to Stop Regulating Exports
Nate Cardozo (Staff Attorney, Electronic Frontier Foundation)
09:45 AM COFFEE BREAK
Exploiting ECDSA Failures in the Bitcoin | ARM Wrestling a Printer: How to Mod
Blockchain - Filippo Valsorda Firmware - Michael Jordon (Researcher,
(CloudFlare Systems Engineer) Context Information Security)
10:30 AM
Abusing JSONP with Rosetta Flash - It Just (Net)Works: The Truth About Apple’s
Michele Spagnuolo (Information Mutlpeer Connectivity Framework - Alban
Security Engineer, Google) Diquet (Head of iOS Research, Data Theorem)
11:30 AM
12:30 PM LUNCH BREAK
Hardcore Photography - How | Hacked | Fuzzing and Patch Analysis: SAGEly Advice -
1:30 PM My DSLR - Ross ‘shodan’ Bevington Richard Johnson (Manager of Vulnerability
' (Principal Consultant, Multinational Development, Cisco)
Defence Contractor)
SENTER Sandman: Using Intel TXT to Automatic, scalable extraction of malicious
Attack BIOSes - Xeno Kovah, Corey behaviors from large malware datasets -
Kallenberg, John Butterworth & Sam Stefano Zanero (Assistant Professor,
2:30PM Cornwell (The MITRE Corporation) Politechnico di Milano)
3:30PM COFFEE BREAK
OPSEC for the Age of Egotistical Giraffe | Forging the USB Armory - Andrea Barisani
The Grugq & Emmanuel Gadaix (Inverse Path)
(Founder, TSTF)
4:00 PM
How a Helpful Man in the Middle Can Watching the Watcher: Extreme Privilege
Help You Evade Monitoring - Ryan Escalation on Windows 8/UEFI Systems -
Lackey & Marc Rogers (CloudFlare) Corey Kallenberg, Xeno Kovah, John
5:00 PM Butterworth & Sam Cornwell (The MITRE
Corporation)
6:00 PM END OF DAY 1

PRESENTATION MATERIALS WILL BE PUBLISHED ON-THE-FLY IMMEDIATELY AFTER EACH TALK
FOLLOW @HITBSECCONF ON TWITTER FOR LINKS AS THEY GO LIVE


http://conference.hitb.org/hitbsecconf2014kul/sessions/keynote-1/
http://conference.hitb.org/hitbsecconf2014kul/sessions/exploiting-ecdsa-failures-in-the-bitcoin-blockchain/
http://conference.hitb.org/hitbsecconf2014kul/sessions/arm-wrestling-a-printer-how-to-mod-firmware/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hitb-lab-irma-an-open-source-incident-response-malware-analysis-platform/
http://conference.hitb.org/hitbsecconf2014kul/sessions/abusing-jsonp-with-rosetta-flash/
http://conference.hitb.org/hitbsecconf2014kul/sessions/it-just-networks-the-truth-about-apples-multipeer-connectivity-framework/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hardcore-photography-how-i-hacked-my-dslr/
http://conference.hitb.org/hitbsecconf2014kul/sessions/fuzzing-and-patch-analysis-sagely-advice/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hitb-lab-multi-user-encrypted-communication-with-no-trust-in-the-server/
http://conference.hitb.org/hitbsecconf2014kul/sessions/senter-sandman-using-intel-txt-to-attack-bioses/
http://conference.hitb.org/hitbsecconf2014kul/sessions/automatic-scalable-extraction-of-malicious-behavior-from-large-datasets/
http://conference.hitb.org/hitbsecconf2014kul/sessions/opsec-for-the-age-of-egotistical-giraffe/
http://conference.hitb.org/hitbsecconf2014kul/sessions/forging-the-usb-armory/
http://conference.hitb.org/hitbsecconf2014kul/sessions/you-forgot-your-wallet-tracing-bits-of-coins-in-disk-and-memory/
http://conference.hitb.org/hitbsecconf2014kul/sessions/how-a-helpful-man-in-the-middle-can-help-you-evade-monitoring/
http://conference.hitb.org/hitbsecconf2014kul/sessions/watching-the-watcher-extreme-privilege-escalation-on-windows-8uefi-systems/
http://twitter.com/%23!/hitbsecconf
http://twitter.com/%23!/hitbsecconf

HITB2014KUL AGENDA - CONFERENCE DAY 2 - 16TH OCTOBER 2014

8:00 AM MORNING COFFEE
9:00 AM Into the Dark Ages or on to the Renaissance?
Katie Moussouris (Chief Policy Officer, HackerOne)
09:45 AM COFFEE / TEA BREAK
Giving ApplePay the Finger: Hacking Image Hoster Diving: Examining the Web’s
TouchlID on the iPhone 6 - Marc Rogers Dumpster - Paul S. Ziegler (Founder, Reflare)
(Principal Security Researcher,
10:30 AM | CloudFlare)
Breaking “Secure” Mobile Applications - | Browser Fuzzing in 2014: Where to Throw
Dominic Chell (Director, MDSec) Your Stones - Rosario Valotta (IT Security
Professional)
11:30 AM
12:30 PM LUNCH BREAK
ALPC Fuzzing Toolkit - Ben Nagy TackyDroid - Pentesting Android in Style -
(Independent Security Researcher) Chris Liu & Matthew Lionetti (Rakuten
Security Team)
1:30 PM
Weapons of Mass Distraction: Sock Citing possible legal ramifications, Sunhun
Puppetry for Fun and Profit - Haroon Kim has cancelled his talk
Meer, Marco Slaviero & Azhar Desai
2:30PM (Thinkst) When the Sand is Leaking: How | Found Five
IE Sandbox Escapes in Two Weeks
3:30PM COFFEE / TEA BREAK
A Dangerous ‘Pyrotechnic Composition’: | The NSA Playset: Bluetooth Smart Attack
4:00 PM Fireworks, Embedded Wireless and Tools - Mike Ryan (Senior Security
' Insecurity-by-Design - Andrei Costin Consultant, iSEC Partners)
(Author of MiFare Classic Universal
Toolkit [MFCUK])
5:00 PM Hacking as Practice for Transplanetary Life in the 21st Century
How Hackers Frame the Pictures in Which Others Live
Richard Thieme (Founder, ThiemeWorks) - via Skype
5:45 PM
Dhillon ‘L33tdawg’ Kannabhiran (Founder / Chief Executive Officer, Hack In The Box)
6:00PM CTF PRIZE GIVING + HACKWEEKDAY WINNER ANNOUNCEMENTS + CLOSING CEREMONY
Post Conference Party @ Pisco Bar (29, Jalan Mesui) from 21:30 onwards
Tickets are on sale at the HITB Booth



http://conference.hitb.org/hitbsecconf2014kul/sessions/keynote-2/
http://conference.hitb.org/hitbsecconf2014kul/sessions/giving-applepay-the-finger-hacking-touchid-on-the-iphone-6/
http://conference.hitb.org/hitbsecconf2014kul/sessions/image-hoster-diving-examining-the-webs-dumpster/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hitb-lab-identifying-threats-in-raw-data-events-part-1/
http://conference.hitb.org/hitbsecconf2014kul/sessions/breaking-secure-mobile-applications/
http://conference.hitb.org/hitbsecconf2014kul/sessions/browser-fuzzing-in-2014-david-vs-goliath-a-k-a-learn-where-to-throw-your-stones/
http://conference.hitb.org/hitbsecconf2014kul/sessions/alpc-fuzzing-toolkit/
http://conference.hitb.org/hitbsecconf2014kul/sessions/tackydroid-pentesting-android-in-style/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hitb-lab-identifying-threats-in-raw-data-events-part-2/
http://conference.hitb.org/hitbsecconf2014kul/sessions/weapons-of-mass-distraction-sock-puppetry-for-fun-profit/
http://conference.hitb.org/hitbsecconf2014kul/sessions/when-the-sand-is-leaking/
http://conference.hitb.org/hitbsecconf2014kul/sessions/a-pyrotechnic-composition-fireworks-embedded-wireless-and-insecurity-by-design/
http://conference.hitb.org/hitbsecconf2014kul/sessions/bluetooth-smart-attack-tools/
http://conference.hitb.org/hitbsecconf2014kul/sessions/closing-keynote/
http://conference.hitb.org/hitbsecconf2014kul/sessions/closing-keynote/
http://conference.hitb.org/hitbsecconf2014kul/sessions/hitbsecwhat-gsec-secconf-haxpo-the-why-what-when-where/

