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AWho we are & why we are giving this talk

A The what, why & who - GRX

A GRX architecture & protocols

A GRX landscape i what we found & why it is interesting

A Vulnerabilities, attack vectors & techniques interesting to spy agencies
A Mitigation & best practises

A Conclusions

A Q&A
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Who we are & why this talk

A Stephen Kho & Rob Kuiters

AKPN CISO Team

AKPN-CERT & REDteam

A Penetration Testing & Incident Response

A Overview of GRX & why the interest (from spy agencies)

A Provide understanding of components, protocols, vulnerabilities
& attack vectors
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This Talk?
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Why this talk?

TOP SECRET STRAP 2
One Month Later — OP SOCIALIST

« Scoping session conducted — main focus to be on enabling CNE
access to BELGACOM GRX Operator

« Ultimate Goal — enable CNE access to BELGACOM Core
GRX Routers from which we can undertake MiTM
operations against targets roaming using Smart Phones.

« Secondary focus — breadth of knowledge on GRX Operators
« Operations Manager assigned, team assembles

a;% bics
a belgacom company



Why this talk?
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Why this talk?

THERE ARE SOME
- QUESTIONS THAT
GOOGLE

CANNOT ANSWER
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The Concept
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The Concept

Death by abbreviations
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Mobility identifiers

Cell Identifier - Cl
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Routing Area Code i R .
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Mobile Country Code 1 Mé{?
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W Isy

MCC MNC ISO Country Network

Code
204 14 nl  Netherlands 31 6GMOBILE BV
204 23 nl  Netherlands 31 Aspider Solutions
204 05 nl  Netherlands 31 Elephant Talk Communications Premium Rate Services Netherlands BV
204 17 nl  Netherlands 31 Intercity Mobile Communications BY
204 10 nl  Netherlands 31 KPN Telecom B.V.
204 08 nl  Netherlands 31 KPN Telecom B.V.
204 69 nl  Netherlands 31 KPN Telecom B.V.
204 12 nl  Netherlands 31 KPN/Telfort
204 28 nl  Netherlands 31 Lancelot BV
204 09 nl  Netherlands 31 Lycamobile Ltd
204 06 nl  Netherlands 31 Mundio/Vectone Mobile
204 21 nl  Netherlands 31 NS Railinfrabeheer B.V.
204 24 nl  Netherlands 31 Private Mobility Nederland BV
204 98 nl  Netherlands 31 T-Mobile B.V.
204 16 nl  Netherlands 31 T-Mobile B.V.
204 20 nl  Netherlands 31 Orange/T-mobile
204 02 nl  Netherlands 31 Tele2
204 07 nl  Netherlands 31 Teleena Holding BV
204 68 nl  Netherlands 31 Unify Mobile
204 18 nl  Netherlands 31 UPC Nederland BV
204 04 nl  Netherlands 31 Vodafone Libertel
204 03 nl  Netherlands 31 Voiceworks Mobile BV

204 15 nl  Netherlands 31 Ziggo BV



The Concept KPN NL = 21117 89% )

£ Terug Mobiele data

Death by Abbreviations

MOBIELE DATA

APN internet
Access Point Name i APN

Gebruikersnaam

International Mobile Subscriber Identity i IMSI Wachtwoord
Universal Integrated Circuit Card i UICC e
APN portalmmm.nl
Packet Data Protocol Context i PDP Context Gebruikersnaam
Wachtwoord

internet.mncO08.mcc204.gprs
internet.mnc008.mcc204.3gppnetworks.org MMSC  http://mp.mobielkpn/mmsc

Mms-proxy 10.10.100.20:5080

mobile network

Maximale mms-grootte 307200

any packet data network

Gateway
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The Concept

= EERS

(52) Radio (BTS / nodeB)

Home Location Register

Serving GPRS support node

The Element

of Surprise!
¢ Gateway GPRS support node

Domain Name Server
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The Concept

Elements

Networks

Protocols

Data Link
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Connecting the Dots
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Packet Data Network

SGSN / S-GW

DNS
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GPRS Tunneling Protocol
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—— Mobile Network Operator
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GPRS Tunneling Protocol

GTPVO GPRS

AUDP 3386

GTPvl GPRS/UMTS

>  AUDP 2123/ 2152

GTPv2 LTE

F AUDP 2123

Data Link

15 On Her Majesty's Secret Service - GRX & A spy @ k p n

agency



GPRS Tunneling protocol

Header

GTPV1

+ 0-2 3 4 5 6 7 8-15 16-23 24-31
Extension| Sequence| N-PDU
. Protocol
0 Version tvpe Reserved| Header | Number |Number Message Type Total length
Ve Flag Flag | Flag
32 TEID
64 Sequence number N-PDU number Next extension header type

GTP or GTPO

GTP tunnel end point
Should be 1

Create
Update
Delete
And 20 more
3GPP 29060
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GPRS Tunneling protocol

Information Elements in a Create PDP Context

A APN

A IMSI

A End User Address

A User Location Information
A IMEI
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