
On Her Majesty's Secret Service - GRX & A spy 

agency  

On Her Majesty's Secret Service - GRX & A spy 

agency  

On Her Majesty's Secret Service - GRX & A spy 
agency  

HITB Amsterdam 2014  

0 

29 May 2014 

Stephen Kho/ Rob Kuiters  



On Her Majesty's Secret Service - GRX & A spy 

agency  

Agenda    

ÅWho we are & why we are giving this talk 

 

ÅThe what, why & who - GRX 

 

ÅGRX architecture & protocols 

 

ÅGRX landscape ï what we found & why it is interesting 

 

ÅVulnerabilities, attack vectors & techniques interesting to spy agencies 

 

ÅMitigation & best practises 

 

ÅConclusions 

 

ÅQ&A 
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Who we are & why this talk  

 

ÅStephen Kho & Rob Kuiters 

 

ÅKPN CISO Team 

 

ÅKPN-CERT & REDteam 

 

ÅPenetration Testing & Incident Response 

 

ÅOverview of GRX & why the interest (from spy agencies) 

 

ÅProvide understanding of components, protocols, vulnerabilities 

& attack vectors 
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Kammensmeer 
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Guess What? 
makes you wonderé 

donôt it? 
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What is the interest? 

 

Why did they do it? 

 

How would you get in? 
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The Concept  

Death by abbreviations  
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Cell Identifier - CI 

 

Routing Area Code ï RAC 

 

Mobile Country Code ï MCC 

 

Mobile Network Code ï MNC 

 

114801 

114802 

114803 

48201 

mnc 008 

mcc 204 

Mobility identifiers 



On Her Majesty's Secret Service - GRX & A spy 

agency  

The Concept  

9 



On Her Majesty's Secret Service - GRX & A spy 

agency  

The Concept  

Death by Abbreviations  

10 

Access Point Name ï APN  

 

International Mobile Subscriber Identity ï IMSI 

 

Universal Integrated Circuit Card ï UICC 

 

Packet Data Protocol Context ï PDP Context 

internet 

internet 

Gateway 

mobile network any packet data network  

.mnc008.mcc204.gprs 

.mnc008.mcc204.3gppnetworks.org 
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Elements  
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Radio (BTS / nodeB) 

Home Location Register 

Serving GPRS support node 

Gateway GPRS support node 

Domain Name Server 
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Elements  
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Networks 

Protocols 
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Connecting the Dots  
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Gn / S5 

Gr / S11 

Packet Data Network 

HLR / HSS 

SGSN / S-GW 

DNS 

GGSN / P-GW 

11001100101000101 
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GPRS Tunneling Protocol  
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Mobile Network Operator 

End User Data 



On Her Majesty's Secret Service - GRX & A spy 

agency  

GPRS Tunneling Protocol  
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ÅUDP 3386 

GTPv0  GPRS GTPv0  GPRS 

ÅUDP 2123 / 2152 

GTPv1  GPRS/UMTS GTPv1  GPRS/UMTS 

ÅUDP 2123 

GTPv2  LTE GTPv2  LTE 
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GPRS Tunneling protocol  

Header  
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GTPv1 

Should be 1 

GTP or GTPô 

Create 

Update 

Delete 

And 20 more  

3GPP 29060 

GTP tunnel end point 
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Information Elements in a Create PDP Context 

Å APN 

Å IMSI 

Å End User Address 

ÅUser Location Information 

Å IMEI 


