SNIFFING THE AIRWAVES
WITH RTL-SDR

Y ASHIN MEHABOOBE
ARCANUMX



#WHOAMI?

A SECURITY RESEARCHER, OPENSECURITY
A ORGANISER, DEFCON KERALA
A LIKES HARDWARE HACKING, MALWARE ANALYSIS AND CTFS

A INVITED TO KASPERSKY CYBERCONFERENCE, NULLCON, CcOCON, TOORCON SAN DIEGO
AND DEFCON KERALA AND BANGALORE



RADIO 101

A YOU HAVE A TRANSMITTER AND RECEIVER

A SIGNALS ARE ENCODED INTO A SINE WAVE

A FREQUENCY OF THE SINE WAVE IS DIFFERENT FOR DIFFERENT TRANSMITTERS
A ANTENNAS USED FOR EXTENDING THE RANGE
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A TRANSMITTING POWER
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A PHASE MODULATION



STATUS OF SECURITY IN RADIO

A SECURITY IS LOW

A ENCRYPTION SUPPORT EXISTS BUT IS NOT UTILIZED
A EASILY SNIFFABLE

A HARDWARE FOR SNIFFING USUALLY EXPENSIVE
A SECURITY THROUGH OBSCURITY



BEFORE SDRS

A MIXERS, FILTERS WERE ALL IMPLEMENTED IN HARDWARE
A DIFFERENT RADIOS FOR DIFFERENT FREQUENCIES

A SINGULAR PURPOSE




ENTER THE SDR

A MOST COMPONENTS IMPLEMENTED IN SOFTWARE.

A ALLOWS YOU TO CHOOSE THE FILTER, AMPLIFIERS AND DETECTORS
A USE SOUNDCARD AS ADC.

A RANGES FROM CHEAP (RTL-SDR) TO EXPENSIVE (USRP)
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ENTER THE RTL-SDR

A DISCOVERED BY ERIC FRY

A FOUND THAT RTL2832U GIVES RAW I/Q

A CHEAP ($14-$20)

A GOOD FREQUENCY RANGE (~25MHz TO ~1700MHz)
A CURRENTLY COMPATIBLE WITH A LOT OF SOFTWARE



RTL SDR TYPES
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A MAINLY TWO TYPES: 0 earuses i il e s R
A ELONICS E4000 CHIPSET (RARE) ' Tuner 7bit Analog to Digital samples out
A BEST FOR RECEPTION
A 64-1700MHz
A SLIGHTLY MORE EXPENSIVE
A REALTEK R280T CHIPSET
A EASIER TO FIND
A 24MHz 1O 1850 MHz
A CHEAPER
A SLIGHTLY LESS SENSITIVE

RTL2832U




WHAT CAN YOU DO WITH IT¢

A LISTEN TO ANYTHING IN THE COMPATIBLE FREQUENCY RANGE
A USE UPCONVERTERS AND DOWNCONVERTERS TO RECEIVE ABOVE AND BELOW
A LISTEN TO GSM, GPS, NOAA SATELLITE IMAGES, TIRE PRESSURE MONITORS AND MORE

A EASY ACCESS TO THE WORLD OF SDR



"SOFTWARE"™ DEFINED RADIO

A LOT OF SOFTWARE POPPED UP AFTER RTLSDR

A MANY PREEXISTING ONES WERE PATCHED WITH SUPPORT

A SOME ARE REALLY DIFFICULT TO SET UP (*COUGH*GNUraoio*COUGH*)
A KALI >1.05 / PENTOO

A WOULD STILL NEED TO REINSTALL RTLSDR LIBRARY
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Mark Peaks

A WINDOWS ONLY

Input

Output

A EASY TO USE

A ZADIG DRIVERS
A PLUGIN FRIENDLY
A RECOMMENEDED: USE THE INSTALL SCRIPT

97.680MHz

97,980,000

97.865MHz 98.050MHz

98.235MHz 98.420MHz 98.605MHz 98.790MHz 98.975MHz 99.160MHz




ADSB

A AUTOMATIC DEPENDENT SURVEILLANCE-BROADCAST

A 1090 MHz

A USE DUMP1090,ADSBSHARP OR SIMILAR

A TRANMITS LOCATION,ALTITUDE, SPEED, HEADING ETC

A COLLINEAR,DISCONE, VERTICALLY POLARIZED ANTENNA, GROUND PLANE, J POLE



ADSBSHARP

@ ~DsB#v10.11.1

. Stop . Port

Hast |sdrsharp.com

Decoder
Confidence Timeout (sec) Frames/sec
4= 1201% 3

- w

RTL-SDR Control
Device

RTL AGC

V| Tuner AGC
RF Gain

Frequency correction (ppm)




ADSB SCOPE

by sbSCOPE 2.6 by sprut (small)
File View Colors load Maps Config MNavigation other decoder

vA[<>[ale] @ #|aa =

42 ATS-points loaded
114761 Rircrafts loaded
289 Groundsites loaded
185 AR24-areas loaded

0& points loaded

&6 Towns loaded
Client: connected

TC-JDL. THY7CD 6325 52.48 4

Short-air-sourv. Turkey LC:6500£ft
* Extended-squitt. Turkey HD=121 Va
* Short-air-sourv. Turkey ! crosslink
* Extended-sgquitt. Turkey
* Extended-squitt. Turkey
ComB-alt-reply Turkey
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A WALKIE TALKIE

A P25 RADIOS
A E1C

Digital Speech Decoder 1.6.0 beta with Auto P25 & DMR Filter

mbelib version 1.2.4

Audio In/O0ut Device: /deu/dsp

Sync: -X2-TDMA mod: QPSK inlul: 74 filt: 0 src: 0 tg: 0 [slotO]
slot1 Unknouwn burst type: 1101



DSD RUNNING ON WINDOWS

94% slot® [SLOT1] F=0 UDICE e:

[slot®] SLOT1 F=1 UOICE e:

Sync: no sync

Sync: -X2-TDMA mod: QPSK inlul: 87% filt: © src: 0 tg: 0 [sloto]
slot1 Unknown burst type: 1101

Sync: ho sync

Sync: -X2-TDMA mod: QPSK inlul: 94% filt: O src: 0 tg: 0 slotd [[§
SLOT1] UOICE e:====R===z==zR=z=z==z=z=zzzR==z==zz=zzz=zzz=zR===z=z=z:=R=z==z2:=R I
Sync: (-X2-TDMA) mod: QPSK inlul: 84% filt: O src: 0 tg: 0 [slotO]
SLOT1 UQICE @:=======z=z=z=zR=z=z==z=z=z=zz=z=z=z=zz:=z=z=z=zz=z=z:zR===z=z==z=zz=z=z=z=z=z=R===z=::

Sync: no sync

Sync: +P25p1 mod: QPSK inlul: 88% filt: 1 nac: 12 src: 0 tg: 0

duid:21 =xUnknown DUIDx
Sync: no sync
Sync: -X2-TDMA mod: QPSK inlul: 86% filt: O src: 0 tg: 0 [sletd]
slot Unknown burst type: 1111
Sync: no sync

Sync: +NXDN96 mod: QPSK inlul: 92% UOICE e:====z=z===z=:=zR
Sync: no sync
Sync: +P25p1 mod: QPSK inlul: 98% filt: 1 nac: 8A8 src: 0 tg: 0

duid:20 xUnknown DUIDx
Sync: ho sync




1090.000 MHz

ICRAOD C/5 ALT. MCE V/5 G5 TT S5E G*45&~ 5C MSGES
4CASB0 AZRl1Z]1 FOT7ex030 +25 ZB1 0B& 3173 *__._ 7 57

| uist | Tabie | stats | wst |

00 x20 x40 =80 120 130 UDFP B3 TCF HTTF
Tédms 1fsec THR: -78db [8] Port:31001 AJC: 1 RE20T-00000001 .I




GNU RADIO

A DIFFICULT TO INSTALL AND CONFIGURE

A VERSATILE AND ONE OF THE MOST POWERFUL

A BLOCK ARCHITECTURE

A SOURCES PRODUCE DATA

A SINKS ALLOW YOU TO SAVE OR DISPLAY OUTPUTS
A USING GR3.6.5



RTL_SDR CODEBASE

A TESTING THE PRESENCE AND PERFORM BASIC SDR OUTPUT/TRANSFER
A RTL_FM (BASIC FM RECEIVER)

A RTL_TEST (TESTS IF THE DEVICE IS ATTACHED)

A RTL_SDR (RAW I/Q DATA)

A RTL_TCP (TO TRANSMIT RAW 1/Q)

A KALIS RTL-SDR WILL NEED TO BE REINSTALLED
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URADIO

A ALLOWS REMOTE CONTROL



AlS

A AUTOMATIC IDENTIFICATION SYSTEM WWMW%WM
)

A TWO CHANNELS : CHANNEL 87 (161. 975 MHz) AND CHANNEL 88 (162.025 MHz
A HEARD AS BLIPS

A CAN BE FED VIA VIRTUALAUDIO CABLE TO AISMON OR SHIPPLOTTER

161.8125MHz 152.000MHz 1¢

A SOUND HEARD AS BLIPS




ACARS

A AIRCRAFT COMMUNICATIONS ADDRESSING AND REPORTING SYSTEM

A ~133 MHZ. VARIES REGIONWISE

A USUALLY DON'T CONTAIN LOCATION INFORMATION (UNLIKE ADS-B)

A USED IN AVIONICS SYSTEMS (SEEMS GIBBERISH)

A AUDIO PIPING METHOD TO DECODE

A ANTENNA: J POLE, DISCONE, COLINEAR 4

00[]‘\



NOAA SATELLITES

A WEATHER IMAGE SATELLITES

A CIRCULARLY POLARIZED ANTENNA REQUIRED

A WORKS AT 137 MHZ

A SOFTWARE: ORBITRON, WXTOIMG, VB-CABLE, SDRSHARP
A ANTENNAES: GROUND PLANE, TURNSTILE,QFH



GP ANTENNA USED




NOAA IMAGE




GSM

e |vo O 950 550 . 000

Radio
@) NFM AM
WFM DsSB
Shift
Filter type Blackman-Harris

Filter bandwidth Filter order

Squelch CW/ Shift WMWWMWMM\MWWW WWMMWMMMWWWMMWNW

g
Snap to grid 125kHz

Swapl & Q

Mark Peaks

120
949.6875MHz

949.875MHz 950.0625MHz 950.250MHz 950.4375MHz 950.625MHz 950.8125MHz 951.000MHz 951.1875MHz

=" Audio

AF Gain

Samplerate

Input

Qutput [MME]
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A FREQUENCY TELLS YOU A LOT

A ALSO STRENGTH OF THE SIGNAL
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