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whois luiz-eduardo

B " Head of SpiderLabs LAC

= Knows a thing or two about WiFi
™ = NOC @ DEF CON

B¢ = Conference Organizer

g8 = Amateur Photographer

= |e /at/ trustwave /dot/ com
@effffn
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whois Joaquim Espinhara

| - Security Consultant Spiderlabs (LAC)
g = Network Penetration Tester

. jespinhara/at/trustwave/dot/com

= @jespinhara
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®

Trustwave SpiderLabs

Trustwave SpiderLabs uses real-world and innovative security research to improve
Trustwave products, and provides unmatched expertise and intelligence to customers.

THREATS PROTECTIONS

s | K Trustwave | PP g o |

SpiderLabs

Discovered } } } } } } Products
Response and Investigation (R&lI)

Analysis and Testing (A&T)

Research and Development (R&D)
Learned } } } } } } Partners

»a Trustwave-



Goals of this presentation
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The English Language

http://en.wikipedia.org/wiki/List_of_countries_where_English_is_an_official_language
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Why people buy security solutions?

| need this security
solution because
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Security Assessment Tools (or services) why?

M " To test their environment?
Bl - To attack someone else if you're an attacker?

= Or you hire a pentest?
— ... is it really a pentest?
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THE Fundamental Problem




So... how things should work?
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Wrong... wrong? What do you mean?

 seclect @@version_wrong
g Msg 137, Level 15, State 2, Line 1

Must declare the scalar variable "@@version_wrong".

Set Language 'Portuguese’
select @@version_wrong

Msg 137, Level 1b, State 2, Line 1
E necessario declarar a variavel escalar "@@version_wrong".

»a Trustwave-
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The Basic Scenario

B " Broken WebApp
= MySQL backend DB
™ « Scanners

»a Trustwave-
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A simple web app scan...

Error SQL Injection

gl = \w3af Scanner
\ — EN: [+] Found
— RU: [-] Not Found
— PT: [-] Not Found

= Paid Scanner

— EN: [+] Found

— RU: [-] Not Found
— PT: [-] Not Found

»a Trustwave-
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= “filters” or “matches”
= Only english

3 w3af (~/Desktop/w3af)

(=1 core

S extlib

[l locales

[ plugins

» [Datack

v [audit

» [fileUpload

» [CssiCertificate
[& _init__.py
[ blindSqli.py
[ buffoverflow.py
[4 dav.py
[ eval.py
|4 fileUpload.py
[ 4 formatString.py
[ frontpage.py
[4 generic.py
|4 globalRedirect.py
[& htaccessMethods.py
[ LDAPi.py
[4 localFilelnclude.py
[ mxinjection.py
[2 osCommanding.py
[ 4 phishingVector.py
[4 preg_replace.py
[4 redos.py
|4 remoteFilelnclude.py
[4 responseSplitting.py
# sqli.py
(4 ssi.py
[& ssICertificate.py
[ 4 unSSL.py
[4 xpath.py
[& xsrf.py
[4 xss.py
[4 xst.py

[Jauth

[ bruteforce

[“1 discovery

[Z1 evasion

[“1grep

[Z1mangle

[=7 output

[FItests

[& _init__.py

»_Clinrofiles
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Find SQL injection bugs.
@author: Andres Riancho ( andres.rianchoggmail.com )

SQL_ERRORS = (
# ASP / MSSQL
(r'System\.Data\.OleDb\.0OleDbException', dbms.MSSQL),
(r'\[sQL Server\]', dbms.MSSQL),
(r'\[Microsoft\]\[QDBC SQL Server Driver\]', dbms.MSSQL),
(r'\[SQLServer JDBC Driver\]', dbms.MSSQL),
(r'\[SqlException', dbms.MSSQL),
(r'System.Data.SqlClient.SqlException', dbms.MSSQL),
(r'Unclosed quotation mark after the character string', dbms.MSSQL),
(r"'80e40eld'", dbms.MSSQL),
(r'mssql_query\(\)', dbms.MSSQL),
(r'odbc_exec\(\)', dbms.MSSQL),
(r'Microsoft OLE DB Provider for ODBC Drivers', dbms.MSSQL),
(r'Microsoft OLE DB Provider for SQL Server', dbms.MSSQL),
(r'Incorrect syntax near', dbms.MSSQL),
(r'sintaxis incorrecta cerca de', dbms.MSSQL),
(r'Syntax error in string in query expression', dbms.MSSQL),
(r'ADODB\.Field \(8x800A@BCD\)<br>', dbms.MSSQL),
(r"Procedure '[~']+' requires parameter '[~']+'", dbms.MSSQL),
(r"ADODB\ .Recordset'", dbms.MSSQL),
(r"Unclosed quotation mark before the character string", dbms.MSSQL),
(r"'80040e07'", dbms.MSSQL),
(r'Microsoft SQL Native Client error', dbms.MSSQL),
# DB2
(r'SQLCODE', dbms.DB2),
(r'DB2 SQL error:', dbms.DB2),
(r'SQLSTATE', dbms.DB2),
(r'\[CLI Driver\]', dbms.DB2),
(r'\[DB2/6000\]", dbms.DB2),
# Sybase,
(r"Sybase message:", dbms.SYBASE),
(r"Sybase Driver", dbms.SYBASE),
(r"\[SYBASE\]", dbms.SYBASE),
# Access
(r'Syntax error in query expression', dbms.ACCESS),
(r'Data type mismatch in criteria expression.', dbms.ACCESS),
(r'Microsoft JET Database Engine', dbms.ACCESS),
(r'\[Microsoft\]\[0DBC Microsoft Access Driver\]', dbms.ACCESS),
# ORACLE
(r'(PLS|ORA)-[@-9][@-9][@-9]1[0-9]", dbms.ORACLE),
# POSTGRE
(r'PostgresqQL query failed:', dbms.POSTGRE),
(r'supplied argument is not a valid PostgreSQL result', dbms.POSTGRE),
(r'pg_query\(\) \[:', dbms.POSTGRE),
(r'pg_exec\(\) \[:', dbms.POSTGRE),
# MYSQL
(r'supplied argument is not a valid MySQL', dbms.MYSQL),
(r'Column count doesn\'t match value count at row', dbms.MYSQL) ,
(r'mysql_fetch_array\(\)', dbms.MYSQL),
(r'mysql_', dbms.MYSQL),
(r'on MySQL result index', dbms.MYSQL),
(r'You have an error in your SQL syntax;', dbms.MYSQL),
(r'You have an error in your SQL syntax near', dbms.MYSQL),
T Server version for the rignt svntax to use . S+
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A simple web app scan... w3af case

| how to solve this?

g = Add specific matches strings for each language
B . File: plugins/audit/sqli.py

= Manual Penetration Test! ©

»a Trustwave-
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Another web app scan... Scanner 2

| = 2 Broken Web Apps
g = 3 Different Languages
e and...

= 3 Different Results

»a Trustwave-
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Another web app scan... Scanner 2

i " Web App |
= Web App I

= Error SQL Injection - Only in EN

»a Trustwave-
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Another web app scan... Scanner 2

AR b ! sﬂl“Tlou?
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What are the possibilities/ consequences?

‘ l = Evil attacker !
| — Error SQL Injection previously known
— Set Error Message Language

= mysqld —language=portuguese
= mysqld —-language=/usr/local/share/portuguese
= Results
— Scan automatized show less results

— Kids won’t find the bug
= how about an “evil admin”?

»a Trustwave-
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Demo 1 - The usual suspect

My Awesome Photoblog

Home | test | ruxcon | 2010 | All pictures | Admin

last picture:

- SNNNN NN S Y, 5 A0 (SN e, A0 )

AR B
AR N2}

l"-:."-;g
| "E?;\%‘ﬁ
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sl oo lart 4 £ N I
ERROR 1064 (42000):

mysql

mu<nnl cplect 4 frn m
ERROR 1064 (42000) :
LJ,{'I"E:.L\J,IHLL':.
line 1
muysql

L0 o ure
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and the error codes...

| = mysql_errno()

* s U EEOE ERTTRR——— - [ ™ T, SN

6 0 192.168.64.146/ cat.phplid=1'

My Awesome Photoblog

I 1064 : Vocé tem um erro de sintaxe no seu SQL proximo a \" na linha 1 |

No Copyright

»a Trustwave- -



Wrong... wrong? What do you mean?

PR [T—— - s, ™ T L R Ty T

€& @ 19216864146/ cat.php?id=1"

My Awesome Photoblog

Home | tes

1064 : You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near \" at line 1

No Copyright

26



The Attack Tool Problem

= File: lib/rex/post/meterpreter/ui/console/
command_dispatcher/mimikatz.rb

def system_check

unless (client.sys.config.getuid == "NT AUTHORITY\\SYSTEM")
print_warning("Not currently running as SYSTEM")
return false

end

»a Trustwave-
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Takeaways...

= We demonstrated *just a couple* of cases where
this could be a problem. What else could be in
your environment taking advantage of this?

= How to fix this? Some behavior based solution
that does not rely on signatures AT ALL?

= How about all the other solutions?

= At this point... you should be asking yourself...
— Am | (really) secure? Or...
— Do | want to be secure? ©

»a Trustwave- 28
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THANKS!

Joaquim Espinhara @jespinhara blog.spiderlabs.com
Luiz Eduardo @effffn J ~ @spiderlabs
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