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WHO: ERIC MICHAUD

« CO/FOUNDER OF TOOOL.US/HACDC/PS:ONE/RIFT RECON

e SELF-TAUGHT ENGINEER/MACHINIST/HACKER/CEQO

e BREAKER OF SYSTEMS W/ A PHYSICAL COMPONENT AND ORGANIZATIONS
e BROKE MANY HIGH SECURITY LOCKING SYSTEMS AND A VOTING MACHINE
« DIRECTOR OF HARDWARE CURATION @ EXPLOITHUB.COM

e PREVIOUSLY OF ARGONNE NATIONAL LABORATORY — VULNERABILITY ASSESSMENT TEAM
e BROUGHT LOCKSPORT TO MALAYSIA — HOPEFULLY SERBIA?




WHO: RYAN LACKEY

« CO-FOUNDER OF HAVENCO, WORLD'S FIRST OFFSHORE DATAHAVEN, IN 2000.

« WORKED ON SEVERAL ANONYMOUS BLINDED ECASH SYSTEMS

e SECURITY CONSULTANT IN PAYMENTS, HW KEY MANAGEMENT, AND OTHER CLIENTS

« FOUNDED AND RAN A SATELLITE/WIRELESS NETWORKING STARTUP IN IRAQ/AFGHANISTAN
« OPERATED US MILITARY MEDICAL IMAGING COMMUNICATIONS IN IRAQ/AFGHANISTAN
e CO-FOUNDER OF CRYPTOSEAL, A TRUSTED COMPUTING STARTUP IN SILICON VALLEY




THE PROBLEM:
PHYSICAL ATTACKS SUBVERT HIGHER LAYERS




THE PROBLEM:
PHYSICAL ATTACKS SUBVERT HIGHER LAYERS

Lemmelborrowgsome scissors.




HOW [T WORKED BEFORE PERVASIVE COMPUTING




HOW IT WORKED BEFORE PERVASIVE COMPUTING
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HOW IT WORKED BEFORE PERVASIVE COMPUTING
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THREAT MODEL




BEST PRACTICE: FULL DISK ENCRYPTION




BEST PRACTICE: VPN AND MDM




BEST PRACTICE: TRAVEL CLEAN




BEST PRACTICE: DEDICATED TRAVEL POOL




BEST PRACTICE: SEALS

Mifirui




BEST PRACTICE: FORENSIC TEARDOWN

0111101001100101
1001100111010100
1010100110011110




A STATIC SOLUTION:
USE-TIME REMOTE-VERIFIED PHYSICAL SEALS






















THREAIS TO USE TII\AE STATIC SEALS
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NEWEST IMPROVEMENT: DYNAMIC SEALS







DYNAMIC SEALS: TIME

VISITOR
John Whitman
ABC Corp

Valid

VISITOR
John Whitman
ABC Corp

Expired

Adhesive Backing

Standard
Clip-on Backing
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DYNAMIC SEALS: POSITION




DYNAMIC SEALS: LAYERS

 SERIES LOY SEQUENCE
B 0972-29-5188

DRAWING DATE




DYNAMIC SEALS: VERIFIER APPLICATION

Work In progress:
https://github.com/cryptoseal/verifier
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OPEN QUESTIONS
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CONCLUSION/SUMMARY

e |INCREASING NEED
e COOL NEW TECHNOLOGY
e OPEN SOURCE IS THE BEST MODEL
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