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Speed, Altitude

Target discovery/mapping
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System enumeration
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How Is THaT useFulL?

SEC-T_Demol-2 Open with QuickTime Player -~

ARINC Direct + htesoBnexo:~/sect-demo$ |_|

A RINC Direct

Username:

telephone & high-speed internet
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ARINCDirect

Username: Password:

MOBILE VERSION | RESET PASSWORD | QUESTIONS? +1 (410) 266-2266

“ WHO WE ARE WHAT WE DO ACTIVATE SERVICE CONTACT US ARINC.COM

Activations

/General Information
/ Guides & Manuals

| \

' Request an AMI Disk |

. . f
Service Onder Form Training Calendar /

/
/

General Information
Guides & Manuals
Request an AMI Disk

Training Calendar FEIUFF ID r'-'||:'-'

activations@arinc.com

4= return to menu

€ 2013, n.oruns Professionals - Security Besearch Team HugoTeso @@®




n

DISCCVER

NETWORK




n

profrdonals

Do YOU Have an aIRCRAFT
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What the Fuck
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Modifying system
functionality with new
software instead of
with new hardware...

 All Boeing
 All Airbus

e Etc ...
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LSP (Loadable Software Parts)

AMI
»-Airline

* Operational program Software/Configuration




profrndgnals

LSP (Loadable Software Parts)

« The operating system of a Line Replaceable Unit (LRU)

» Specialized DB that determines the LRU configuration
Database
« FMC NDB, Engine, Performance, takeoffs, ACARS, etc.

e Supplies information to the OPS
* Include logic units, which are high-level program code

| LOADABLE

. 5| SOFTWARE

»
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LSP (Loadable Software Parts)

ATTacK VecToRr?

\ corrware | IO Digital storage media (typically 3.5-in disks)

LISTING:



& 2013, nuoruns Professionals - Security Research Team



Stubborn as | am..:

le

Espana

GO« \)8

AMI Wireless data loader

Buscar con Google Voy a tener suerte

Google.es también en: catala galego euskara

i« Wil
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TELEDYNE TECHNOLOGIESm

Teledyne LoadStar Server Enterprise

Eliminate media (floppy disks, CDs)

Web-based distribution instantly transfers Software Parts to data loaders and
directly to the aircraft via

' This integrated solution makes it possible to electronically distribute Software
| Parts from desktop to data loaders

' g &4
v &
- . s
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TELEDYNE TECHNOLOGIES ’!\

} Eliminate floppy disks
N

-
AIRLINE NETWORK

_..".\*

Flight Operation

A reliable and cost effective way to move data on and off the aircraft

Simultaneous use of cellular radios using enhanced HSPA

Requires a in or near the cockpit.



Boeing 787, 747-8, A380 and A350
Airbus EFB and Boeing EFBs

All legacy aircraft A320, A330, B737, B747, etc. '
Boeing 777 and Embraer ER] 170/190 -



'FELEDYNE TECHNOLOGIES n

I Load Conﬁguratlons

Fight Management Systems (FMS)

Integrated Display System (IDS)

Aircraft Condition Monitoring System (ACMS)

Advanced Cabin Entertainment and Service System
(ACESS)

Central Management System (CMS)

Automatic Flight System (AFS)

Centralized Fault Display System (CFDS)

Aircraft System Controller (ASC)

Flight Management Computer System (FMCS)

Electronic Display System (EDS)

Aircraft Data Acquisition System (ADAS)

' FMS: NZ 2000/ Marx Il CMU?

- e
HugoTeso @@
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Used by over 100 operators




Finding targets... Help me?

AirAsia X selects Teledyne Controls' Wireless GroundLink / Industry ... | LSE. “We migrated to LSE to eliminate

evaint.com » Industry News ~ Traducir esta pagina the time-consuming and cumbersome
21/12/2009 - Teledyne's Wireless GroundLink QAR is designed to provide operators

with an immediate, reliable and cost-effective solution for transmitting ... process of manually updating our fleet’s

Gulf Air to reinforce its flight data retrieval software databases and to avoid future

www.iasa.com.aulfolders/Safety.../dataready.html ~ Traducir esta pagina ; : i
Teledyne Controls' Wireless GroundLink (Wireless Quick Access Recorder ... carrier obsolescence issues with flﬂpp‘f disks

with an end-to-end autormated solution for data retrieval and analysis. and other media," said Marco HWikkE!I"S,
irlines Select Teledyne Controls' End-to-End Wireless Solution ... KLM avionics engineer. “Teledyne’s

www.teledyne-controls.com/newscenter/.../011613.a... = Traducir esta pagina * AIRASIA X SELECTS TELEDYNE CONTROLS'
16/01/2013 - News Releases. TUI Airlines Select Teledyne Controls' End-to-End

Wireless Solution for their Next Generation 737 Aircraft. El Segundo, CA ... WIRELESS GROUNDLINK
News Releases

TUI Airlines Select Teledyne Controls’ End-to-End Wireless Solution for their NMext Generation 737
Aircraft

NAS Saves With Teledyne Data Loader

PARIS AIR SHOW » 2013

Norwegian Air Shuttle officials say that the airline’s adoption of the Teledyne Controls
enhanced airborne data loader (eADL) for updating the navigation databases of its 42
Boeing 737s is saving it approximately $11,700 per month.

Hainan Airlines selects Teledyne Controls’ Solution for Automated Flight Data Downloading and Software

Distribution
El Segundo, C& - May 02, 2012- Teledyne Controls, a business unit of Teledyne Techrnologies Incorporated (MY SE: TO

& 2013, nuoruns Professionals - Security Research Team HugoTeso @0 @
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How to get the code?

Either...
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- Parse flight plan file

-~ Functions return values, procedures do not
procedure Flight_Planner is

Line_Count : Natural := @;

File : Ada.Text_I0.File_Type;

-- Associgtive array creation for flight plan fields

package Associative_str is new Ada.Containers.Ordered Maps(Integer, Upbounded_String);
use Ass@fiative_str;

Fields_Map U r‘ e 0 e

Fp_Curs P c,,rtwl

Success. : Boolean;
Value ; Unbounded_String;
Buff : Unbounded_String;
Fp_Hash : Unbounded_String;
Hash : Unbounded_String;

Training SW System SW

iror m . [ e e
4w BE E B e

\ 1 s

WIND RIVER
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ﬁlﬁ / ACT RTE LEGS

000
: —J copes —
-- Parse flight plan file — COPES =
— 1| EYROD —

-- Functions return values, procedures do not
procedure Flight_Planner is

-
— DATA> li—
Line_Count : Natural := @; I I l ]
File : Ada,Text_I0. File_Type; M

-- Associative array creation for flight plan fields 24

e
package Associative_str is new Ada,Containers,Ordered Maps(Tnteger, Unbounded_String); o 1
use Assfffiative_str; ¢ r
. o
C e e | =
Fields Map Q U r 0 r
Fp_Cursms - | i

Success : Boolean;

Value : Unbounded_String;
BUFf @ Unbounded_String;
Fp_Hash : Unbounded_String;
Hash @ Unbounded_String;

QNE: constant Integer = 1013;
fc : String 1= "0";

e ——

v
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D :
{,E / ACT RTE LEGS :]
000
: — | copes —
-- Parse flight plan file —M cores FL33 st
— 1| BYROD —
-- Functions return values, procedures do not F
procedure Flight_Planner is = pata> B—
Line_Count : Natural := 0 ' ' l 'I
File : Ada.Text_I0.File_Type; h
-- Associative array creation for flight plan fields D | g f ‘ E l I
g L]
] ) )

n

5

package Associative_str is new Ada,Containers,Ordered Maps(Integer, Wbounded_String); b |

use Assffiative_str; € 17

i ”Q u rC e 0 e '-
P curted

Fp_Cur:
Success : Boolean;

Value : Unbounded_String;
BUFf @ Unbounded_String;
Fp_Hash : Unbounded_String;
Hash @ Unbounded_String;

Ee

#

QNE: constant Integer = 1013;
fc : String 1= "0";

e
=
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2. vim

-- Parse flight plan file

-~ Functions return values, procedures do not
procedure Flight_Planner is

Line_Count : Natural := 0;

File : Ada,Text_T0.File_Type;

-- Associative array creation for flight plan fields

package Associative_str is new Ada,Containers,Ordered Maps(Integer, Wbounded_String);
use Assffiative_str;

H i @ U rc e 0 e
Fp_CursSm® cyrtud?

Success : Boolean;

Value : Unbounded_String;
BUFf @ Unbounded_String;
Fp_Hash : Unbounded_String;
Hash @ Unbounded_String;

QNE: constant Integer = 1013;
fc : String 1= "0";

Compile

ACT RTE

LEGS
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WIND RIVER

ACT RTELEGS

000

-- Parse flight plan file

-- Functions return values, procedures do not

-
procedure Flight_Planner is - pATA> —
Line_Count : Natural := 0; \
File : Ada,Text_I0.File Tvpe; )
-~ Associative array creation 1= fligh pl n fells

package Associative_str is new | do| cuie 1in rs.Jrg re Maps(Integer, Unbounded_String); e
use Associative_str; “« |F

Hash @ Unbounded_String;

QNE: constant Integer = 1013;

)
)
Fp_Hash : Unbounded_String; f
fc : String 1= "0"; ’

|
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WIND RIVER

000 2 7 i
-- Parse flight plan file s I FL330
-- Functions return values, procedures do not = i
procedure Flight_Planner is ATA >
Line_Count : Natural := 0;
File : Ada,Text_T0.File Tupe; h
-~ Associative array creation 1= fligh pl n fells )
package Associative_str is new ' do' Cuiw 1in rs.Jrd re Maps(Integer, Unbounded_String); —
use Associative_str; 4 I y ' I l U a e

ource Code

Fp_Hash : Unbounded_String;
Hash @ Unbounded_String;

QNE: constant Integer = 1013;
fc : String 1= "0";

~p (O
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VxWorks

An embedded, RTOS developed by Wind River Systems

Multitasking kernel

* Preemptive and round-robin scheduling

* Fastinterrupt response

User-mode applications ("Real-Time Processes", or RTP)

* Isolated from other user-mode applications as well as the kernel via memory
protection mechanisms.

SMP and AMP support

Error handling framework

Binary, counting, and mutual exclusion semaphores with priority inheritance

Local and distributed message queues
POSIX certified
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Really...?

* All "applications”
run as kernel threads
* Little memory protection

between apps

 Everything runs with the
highest privileges

* ...but not necessarily
the highest priority.

VxWorks

VxWorks System Memory Layout (ARM)

Vectors

Reserved For FIQ code

Exception pointers

Boot Line

Exception Message

Initial Stack

System Image

WDB Memory Pool

Address

+0x0000 LOCAL_MEM_LOCAL_ADRS
+0x0020

+0x0100
+0x0120

+0x0700

+0x0800

+0x0900

+0x1000

end

RAM_LOW_ADRS

KEY

1 =Available

= Reserved

Fun with VxWorks (H D Moore)
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- Shell yasim@wnxp

Buid Spes |5|MNTgnu SIEES SASEE SSEAS SAAS S
FAESS SRS AIASS SAAS AT
FEEES AESSE SAESS SASES SESAS
=|-ff Workspacel P T S R P
=G FALEEE FELLES AIIISS FEIIEE FEEAAS
(z] A429Intfc. o SEIESS SIIEES FIIESS SISESS SIS T O R H 4 D 0
(2] Ad29iniich PEELS LSS PIAAS SASAS SAASS
i s P Y Y S
[=] AircraftSimulation.c P R Y P Developnent Systen
[z] AircraftSimulation. b SEET SEEL Vol SELT SELT
(z] Aschintfc o SIS SIS S P s
(z] Aschintic h SAAS S S AL S Host Based  Shell
. S S S SAES SIS
& F"“&""‘F'f-c s s s SEES oy
[z] Fmsdpih L B S L Verzion 2.2
[z] ProcesstdotProsy.c
[z] ProcesstdotPrany.h
[z] SimFES.
[z] SimFBS.h

[z] SimTimerSync.c
(2] SimTimerSync.h Copvright 1995-2003 Wind River Systems., Inc.
[z] arincE104pi
[Z] arincE104pih
[z] avionic.c —» version
E| avionic.h VaWorks (for V=Sim for Windows) wersion VeWorks5. 5.1,
[Z] cltintte.c Kernsl: WIND wersion 2.6
E|c|tintfch Hade on May & 2003, 15:29:17.

' Boot line:
[z] databasedMl_poc.abs nt(0, 0 host :C: »Tornado? . 2-target/config /zimpo welorks exe u=user.
[z] elec.c value = 0 = 0z0
[Z] =lec.h -» startFHS
E| ena.c Avionics Simulator w0.1

C++ Constructors-Destructors Strategy is AUTOMATIC

(] enah Starting avionic svstem 1. ..
E| fos.c Starting Emulated subsystems. ..
E| fozh Loading AMI file. ..
(z] flaps.c ) * databas=aHI  abs
=. . Far=ing AMI Database. ..
<| wvalus = 0 = 0=x0
-

Files | Wobwiorks | Builds . W.IERSEY ECOUR




profrdonals




n . I
i .~

SCSFE

H

SEcEENFR2RILS

]]UG— Hmﬂfu ﬁ ffﬂf‘f;gg!rf

THE ELEVENTH ANNUAL HITB SECURITY CONFERENCE IN ASIA -

= @hteso
¢ http://www.commandercat.com L
http://blog.nruns.com _. L L &th hudil teso@nruns o

|-i'|



http://www.commandercat.com/

	Página 1
	Página 2
	Página 3
	Página 4
	Página 5
	Página 6
	Página 7
	Página 8
	Página 9
	Página 10
	Página 11
	Página 12
	Página 13
	Página 14
	Página 15
	Página 16
	Página 17
	Página 18
	Página 19
	Página 20
	Página 21
	Página 22
	Página 23
	Página 24
	Página 25
	Página 26
	Página 27
	Página 28
	Página 29
	Página 30
	Página 31
	Página 32
	Página 33
	Página 34
	Página 35
	Página 36
	Página 37
	Página 38
	Página 39
	Página 40
	Página 41
	Página 42
	Página 43
	Página 44
	Página 45
	Página 46
	Página 47
	Página 48
	Página 49

