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FINGERPRINTS TO CREATE ABETTER SPEAR
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Joaquim Espinhara & Ulisses Albuquerque
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M " Introduction
gl = Motivation
il Background
= HowStuffWorks
= pphisher

= Demo

= Future Work
= Conclusion

PA Trustwave*



About Us

= Joaquim Espinhara
— Security Consultant at Trustwave Spiderlabs

= Ulisses Albuquerque

— Coder for offense & defense... as long as it’s fun!

— Lab Manager at Trustwave Spiderlabs

PA Trustwave*
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Our Motivation

= Why?
= Tools available

PA Trustwave*
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Background

Social Networks
g = Social Engineering
= Data Pre-processing

Natural Language Processing (NLP)

PA Trustwave*



Background

Social Networks

Facebook

Others Twitter

Linkedin

PA Trustwave*



Background

Social Networks

B = Communication channel for keeping in touch with
someone (Facebook, Twitter)

= Media sharing (Instagram)

= Specialized networks (GetGlue, Triplt, LastFM, Linkedin)

PA Trustwave*
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Background

= Phishing

PA Trustwave*

Social Engineering

-

tr:\\ "/90r Bank.

Password?

http://www.dOOmed.net/uploads/0d832¢77559a2070a766f899e7eg783.png
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Background

Data Pre-processing

= Whatis it?
= How do we use it?

PA Trustwave*
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Background

Data Pre-processing

= Data Pre-processing Flow

Data cleaning

N
L

"Had lunch with

@urma and @urma and

@jespinhara today @jespinhara
#1gif #lunch" today"

"Had lunch with

PA Trustwave*

Data integration

"Had lunch with
@urma and
@jespinhara

today"

"Had lunch with
@urma and

@jespinhara today
(2013-06-05)"
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HOWSTUFFWORKS

. R our Approach

|dentifying Collecting
the subject social
to profile network data

PA Trustwave*



HOWSTUFFWORKS - Our Approach

‘ l The Unknown Subject (Unsub)

@jespinhara
(Twitter)

Joaquim : | _
Espinhara joaquim.espinhara

(Facebook)

(Target)

uid=12345
(LinkedIn)

Pa Trustwave:
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HOWSTUFFWORKS - Our Approach

Data Collection

B = Social Network IDs
S = Official APIs

= Web Scraping

= (OAuth

PA Trustwave*
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HOWSTUFFWORKS - Our Approach

Data Collection - Twitter

Application ID
(Mphisher)

User ID
(@jespinhara)

PA Trustwave*
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uphisher

Reference implementation

= Goals
— Validate potential unsub content (Defense)
— Assisted textual content input (Attack)

PA Trustwave*
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uphisher

Reference implementation
Pl = \Web Application
%8 = Console Application

= Twitter only (for now)
= QOpen Source (GPLv3)

PA Trustwave*
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uphisher

MongoDB
+ Mongoid

Pa Trustwave:



Unsub Registration Demo

@ Chrome File Edit View History Bookmarks Window Help B stop Recording [ @& B O = < (=D 96% Tuel4:37 @& Q
enO

phisher

€& = C [] localhost:3000 w & =

uphisher Home Unsubs

Home

Please login with Twitter




uphisher

Authentication

Pa Trustwave:

Unsub
Registration

Reference implementation

Data Source
Registration

Data Collection

Work Set
Definition

Work Set
Analysis

24
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® QuickTime Player File Edit View Share Window Help M stop Recording [ @& & O . 4 (=D (96%) Tue 15:34 &

phisher X

&~ C [ localhost:3000/unknown_subjects/51f83254451097163d000005/data_sources/51f832614510971e26000007

uphisher Home  Unsubs  Logout

Unknown Subjects > Nicholas Percoco > c7five
cT7five
Status complete
Twitter Profile c7five
Posts Indexed 3281
Earliest Post 12 months

Latest Post 1 day

PA Trustwave*



QuickTime Player File Edit View Share Window Help M stop Recording [J @ & O = <4 (=D 96% Tuel8:19 @ Q

phisher x

« > C [ localhost:3000/unknown_subjects/51f83254451097163d000005/profiles/51f84842451097081b00000c

uphisher Home  Unsubs  Logout

Unknown Subjects > Nicholas Percoco > Tweets from iPhone

Tweets from iPhone 7 Forge Input il Delete
Anything sent from the iPhone Twitter Client

Status complete
Twitter Sources c7five

Tweet Selector {"data_source_id"=>{"$in'\->[ "51£832614510971e26000007" ]}, "source"=>{"$all"=>[/Twitter for
iPhone/ ]}, "text"=>{"$all"=>[/RT/]}}

Tweet Count 681 tweets

Average Words Per 17
Tweet

Top 10 Words epic, win, tag, karma, prime, hashtag, feel, certs, immunisation, deceitful

A NLP Parsing Tree (slow!)

;|

1.
N

PA Trustwave*




uphisher

= How to use forged content?

SpiderLabs (@SpiderLabs) mentioned you on Twitter! Inbox  x

n |
[~

SpiderLabs (Twitter) Aug 16 (5 days ago) LN
tome |~

4

Ulisses Albuquerque, | \ g
You were mentioned in a Tweet!

. Spsidgmlibg

@SpiderLabs

The SpiderLabs Weekly is out!
paper.li/spiderlabs/spi... » Top stories
today via @antisnatchor @johnnycannuk
@urma

4~ Reply to @SpiderLabs [l x Z IV @G

Forgot your Twitter password? Get instructions on how to reset it.

You can also unsubscribe from these emalls or change your notification settings. Need help?
If you received this message in error and did not sign up for Twitter, click not my account.
Twitter, Inc. 1355 Market St., Suite 900 San Francisco, CA 84103

'] TrUStWHVG B‘ Personal email screenshot



uphisher - Future Work

Coming Soon

Bl = Support for additional data sources

= Topic clustering customized per data source

= More metrics and feedback for assisted input
= Usability (UX help very much needed)

PA Trustwave*
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HTTPS: //GITHUB COI\/I/URI\/IA/
MICROPHISHER

Download, test, & contribute - any feedback is welcome
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Thank You!
Trustwave

N




