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Who are we?

o Aperture labs:
www.aperturelabs.com
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Who are we?

e Zac Franken

* Chip Monkey
*Scary Chemicals

e Bad Smells
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Who are we?

* Adam Laurie Plloenith —-
 Code Monkey

 Convert scary
analogue
Magic .
Moonbeams to >
lovely Digital
Bits & Bytes
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What?

* RFIDIler
e Software Defined RFID
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Why?

 Many systems totally insecure
 Manufacturers know it
* Existing tools expensive / complicated
* Proxmark3
*Very good but 'fragile' & expensive
* Vendor specific dev kits
* Locked in to one tag type
* Disrupt the market
 Change threat landscape
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Why?

* RFID is confusing
* Proliferation of standards
* Proprietary systems
* Analogue
* Inductive Coupling / NFC
* Magic Moonbeams

* Digital only after ALL
decoding/demodulation
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Software Defined Radio

 RF front-end in hardware
* Everything else in software
 Modulation
* Filtering
* MiXing
e etc.
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Software Defined Radio

* FUNcube Dongle

—
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Software Defined Radio

 GNU Radio Companion
 Works with any supported hardware
* Creates python code to drive GNU Radio

File Edit View Build Help

Options
ID: top_block
Generate Options: WX GUI aesn Ecwie Sures
Device Name: hw:2 Audio Sink
Fregquency (Hz): 433.92M _b-IE Sample Rate: 95k
Verisbis LNA Gain (dB): 20
. Mixer Gain (dB): 12
ID: samp_rate > Complex to Real [5uf]
Value: 96k Frequency corr. (ppm): -120
DC | offset: 0 Wav File Sink
DC Q offset: 0 _."IE File: ftmp/ftest.wav
1Q phase balance: 0 Sample Rate: 96k
1Q gain balance: 1 Bits per Sample: &
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Software Defined Radio

« Raw data capture
* Saved as WAV file

File Edit View Transport Tracks

Generate Effect Analyze Help

i . - E T -E"" i E I BT TS A
"./ L{:/‘ S mj HH/ ./)3’|H % |- v 24 0 Pv| 24 0|5 ALsA 2| 4 | surrc

3.00 3.10 3.20 3.30 3.40 3.50 3.60 3.70 3.80 3.20 4.00 4.10

x|FUNCube-R w| 1,0
Mono, 96000Hz
32-hit float 0.5-
Mute | Solo

. + | 0.0

.... ]:I. ol

L oo R |-05-
| s | =1.0
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Software Defined Radio

 Raw data
* AM - Amplitude Modulation
* OOK - On / Off Keying
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Software Defined Radio

 GNU Radio Companion
* Pre-defined modulators / de-modulators

File Edit View Build Help

Options
ID: top block
Generate Options: WX GUI| Funcube Dongle Source
Device Name: hw:2 Audio Sink

i
_.'E Sample Rate: 96k

g s A emos
Variable : Channel Rate: 96k
ID: samp_rate

Mixer Gain (dB): 12 H A E'—
Value: 936k Freguency corr. (ppm): -120

Audio Pass: 5k

i : W;:;_DD Audio Step: 5.5k Wav File Sink
0o : — File: tmp/test.wav
1Q phase balance: 0 _F-IE Sample Rate: 96k
10 gain balance: 1 Bits per Sample: 8
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Software Defined Radio

 AM data capture
 Saved as WAV file

4E i) w| -24 0 ﬁﬂ -24 0 ||z ALSA 2| 4 | surroun d51 - ﬁ pulse 2|l 1(Monol| >

1.2230 1.2240 1.2250 1.2260 1.2270 1.2280 .'h.2290 1.2300 1.2310 1.2320 1.2330 1.2340 1.2350
| 1 | 1 1 1 1 [ 1 [ 1 [ 1 [ | [ | 1 | 1 1 1 1 [ 1

M M MM M ML e e e e A
RSV VI VO AV O VY W 5 A W A W A W AV A VOV I VOO
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Software Defined Radio

 AM data capture
 Convert to square wave

ke Effect Analyze Help
E e £|L E T i : i b

AT = §R| R : T IR o B TR S S =) RS = P i

4w 24 0 S| -24 0|5 ALSA | 4| surround51 : | | pulse 2 || 1(Mono]| 2 H

0.0020 0.0030 0.0040 0.0050 0.0060 0.0070 0.0080 0.0090 0.0100 0.0110 0.0120 0.0130 0.0140 0.0150 0.

@ Aperture Labs www.aperturelabs.com|



Software Defined Radio

 Decode to binary
* HIGH is 1
c LOWIis O

* Smallest pulse is single bit length
« 10110010010010010010010110110110

110010

0

0

0

1

1

11 0 11|0/11 00|10
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RFID Basics

* TAG and READER are inductively
coupled

* READER generates CARRIER (in this
case 125KHz) to energise TAG

 TAG takes power from its coill
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RFID Basics

* TAG communicates to READER by
grounding its coil, thereby inducing a
voltage drop in the inductively
coupled READER coill
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RFID Basics

« Reader communicates to TAG by
interrupting the CARRIER

I % | |
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RFID Basics

* Modulation:
* ASK - Amplitude Shift Keying

- OOK - On / Off Keying
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RFID Basics

* Modulation:
* ASK - Amplitude Shift Keying
- OOK - On / Off Keying
* READER ENERGISING coil
_IONn
-or not 'OFF'
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RFID Basics

* Modulation:
* ASK - Amplitude Shift Keying
- OOK - On / Off Keying

* READER ENERGISING coil
_IONn
-or not 'OFF'

* TAG GROUNDING coll
_ION|
-or not 'OFF' (DAMPING)
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RFID Basics

e Modulation schemes
* ASK - Amplitude Shift Keying

- O0OK - On / Off Keying

@ Aperture Labs www.aperturelabs.com|



RFID Basics

e Modulation schemes
* ASK - Amplitude Shift Keying

- O0OK - On / Off Keying
* That's all she wrote!
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RFID Basics

e Modulation schemes
* ASK - Amplitude Shift Keying

- O0OK - On / Off Keying
* PWM - Pulse Width Modulation
* FSK - Frequency Shift Keying
* PSK - Phase Shift Keying
* Manchester / BiPhase Encoding
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RFID Basics

*ASK / OOK

1
Data rate =
«16 Field Clocks (FC)

8FC 8FC

—  —>

Data stream

Inverted modulator
signal

- L |
12 819 16 i 1611 16
i 5 ; i i : , .
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RFID Basics

* ASK/ OOK
* DAMPED fora O

* UN-DAMPED foral

B ﬂﬂ Wﬂﬂw FF

\ \
JJJ tUJ Jt UL
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RFID Basics

 ASK - Amplitude Shift Keying
* OOK - On [/ Off Keying

-11010010101010101100101010
11001100101101010101010101
0011010
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RFID Basics

* Manchester encoding

1 0 ! 0 1 1 0
Data rate =
«—16 Field Clocks (FC)
8FC 8FC

Data stream

Inverted modulator
signal
Manchester coded

R L. A R S R ..
12 8 9 16 1611 8 12 8 9 16
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RFID Basics

* Manchester encoding:

* 1101001010101010110010101011
0011001011010101010101010011

010
* 10 ="1"
* 01 ='0
* 11 = Inva
* 00 = Inva

A Aperture Labs
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RFID Basics

« Manchester encoding:
* Two baseband pulse widths

- '00'or'll' = long
- '01'or'10' = 2 x short
* Two pulse periods per bit

- 11010010101010101100101010110011001011010101
01010101001 1010

* Automatic error detection
- 11 == Invalid!

* Self clocking
- Skip Y2 bit:

- 10100101010101011001010101100110010110101010
101010100110 10

* 11000000100001010011111111011
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RFID Basics

 Manchester encoding:

* Self-Clocking
* Error-Detection

* Ability to transmit ASK 'O’
* Distinguish from silence
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RFID Basics

* BiPhase encoding

0 5 0 1 i 1 : 0
Data rate = i } |
< 16 field Clocks (FC) !

i< 8 FC ¢§< 8FC ti

Data stream

Inverted modulator
signal
Biphase coded __| |
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RFID Basics

e Modulation schemes
* FSK - Frequency Shift Keying

Data rate=

Data stream

Inverted modulator

f= RF/5

RF-field

A\ Aperture Labs
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RFID Basics

* Modulation schemes
* FSK - Frequency Shift Keying
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RFID Basics

 ASK / FSK - Frequency Shift Keying
- DAMPING creates secondary
pulses by allowing bursts of
carrier

- Frequency of pulses over fixed
period determines '0' or '1’
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RFID Basics

« ASK / FSK - Frequency Shift Keying
* 6 short ="'0'

* 5long ="'1"
* This message' 100101
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RFID Basics

e Modulation schemes
* PSK - Phase Shift Keying
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RFID Basics

e Modulation schemes
* PSK - Phase Shift Keying
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RFID Basics

« ASK/ PSK - Phase Shift Keying
* 50% DAMPING creates secondary CARRIER

* Phase shift allows single burst of original CARRIER to break
through

- (2 x 50% = 100%)
- High pulse is UN-DAMPED
- Low pulse is DAMPED

FNR
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RFID Basics
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RFID Basics

e Modulation schemes
* PWM - Pulse Width Modulation

* '1"Is a long pulse, '0' a short
* This message is '11000'
- Hitag2 'START AUTH'
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Passive TAGS

* One-way communication:
* TAG -» READER

* Fixed ID
* Plaintext

- Even 'encrypted' is fixed - i.e. no session key
* About as secure as a barcode!

- EM4102

- HID Prox (plaintext content)

- Indala (encrypted content)
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Active TAGS

 Two-way communication:
* READER -» TAG & TAG -» READER

* Fixed or Random ID
* May be encrypted

- Session key
- Two-Way Authentication
* As secure as underlying crypto
- Hitag2 (broken)
- DESFire (DES, 3DES, AES)
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RFIDler LF (125/134 KHz)

* Very low cost
* Standard: Full device with processor

*USB / TTL CLI / APl & GPIO

- £30.00
* Lite: RFID Coil & ASK mod/demod only

* GPIO

- £20
* Kickstarter project
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RFIDler LF (125/134 KHz)

* Utilise ANY modulation scheme, including bi-directional protocols
*  Write data to tag

* Read data from tag

Emulate tag

*  Sniff conversations between external reader & tag
* Provide raw as well as decoded data

*  Built-in antenna

* External antenna connection

* USB power and user interface

* TTL interface

* GPIO interface

* JTAG interface for programming

USB Bootloader for easy firmware updating
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RFIDler LF (125/134 KHz)

- EM4102 / Unique
- Hitag 1/2/S
- FDX-B (ISO 11784/5 Animal Standard)

- Q5
* T55xx

* Indala

* Noralsy
* HID Prox

* NXP PCF7931
* Texas Instruments
* VeriChip

* FlexPass
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RFIDler LF (125/134 KHz)

How SD is it?

* Hardware Modulate / Demodulate:
* ASK

* Software Modulate / Demodulate:
* CARRIER
* FSK / PSK
* Manchester / BiPhase
 PWM
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RFIDIler LF (125/134 KHz)
Reading PSK

I e b o L O e — T — 3
i T - e ]
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RFIDler LF (125/134 KHz)

Emulation / Commands
* Measure in Field Clocks

*] second / Frequency == 1 Field
Clock

*e.g.1/125KHz == 8 uS
* Baseband timings from datasheets
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RFIDler LF (125/134 KHz)
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RFIDler LF (125/134 KHz)
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RFIDler LF (125/134 KHz)
_Emulating FSK_
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RFIDler LF (125/134 KHz)

@ Aperture Labs www.aperturelabs.com|



RFIDler LF (125/134 KHz)
Prototype 1

@ Aperture Labs www.aperturelabs.com|



RFIDler LF (125/134 KHz)
Prototype 2

N5

e )
o« S aad I
3% 1 |

P\ Aperture Labs www.aperturelabs.com|
i



RFIDler LF (125/134 KHz)

DEMO
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RFIDler LF (125/134 KHz)

Questions?
https://github.com/ApertureLabsLtd/RFIDler

http://www.kickstarter.com/projects/170844
4109/rfidler-a-software-defined-rfid-reader-w
riter-emul
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