System Shock:
The Shodan computer
search engine

I’'m Viss. | do security
research.

I’ve presented at:
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Time for some
RESPECT.

| am here because of ' someone elses misfortune.

It’s great for me, but horrible for them.

| jJust want to acknowledge that.




Credentials:

Aaaaahahahahhahahaha
‘HHAHAHAhahahAHAhaha!

omg rofl lolz hahaha seriously

] can’t seriously do this slide with a straight face
] read an nmap book:once

| totally stole this idea from zfasel and | owe him
booze for Iit.

‘my CISSP code of ethics mandates | report you




Who here has NOT heard
of Shodan?




Who here knows
what TCP Banners
are?




Any python coders In
here?

You guys are gonna love this :D




Shodan is like google
but for tcp banners.

It also has a python API
You can bridge that APl to tools

... like metasploit. Or armitage and cortana

Or you can just screenshot the entire net




Find an interesting
query.

Selieve me = thereiis enough-absuraity:on the
internet - its VERY: EASY: TO-EIND:

2-3 Steps:of refinement =-goldmines




My first forray into this:

TONS AND TONS OF W:BCAI\/IS




Webcams! .. speaking of goldmines..
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Who vvatches the vvatchers?




Who watches the watchers?
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Now for more meta
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Scada gear on webcams!
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Other stuff on webcams!
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http://194.42.42.247/
http://194.42.42.247/

But most cameras are oleldiale
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1his thing!
... (NO I0ea
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Aum.. |-2000° ! ..

.. whats a [-20007.. relion?

et A |




ts a hydrogen fuel ce
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| ooks Industrial!

Thursday, April 11, 13

Field Trnial Prototype

« Helion's modular cartridge approach normally operates with

six cartndges connected to a common BUS. Each cartridge
supplies a nominal power of 200W.

« In case a cartridge is damaged, the replacement procedure

can be periormed in a few seconds while the fuel cell
continues to provide power to the load

 Figure 2 =Helion’s T-1000 hydrogen fuel cell




(Gets used a lot In .ml

DOE/DOD Back-Up Power
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1his Is how you use It

Fig 3-Typical Back-up Power
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SO Where do you
find these things In
meatspace?




Site Details - Continue
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Lighting, HVAC, Alarms
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More hvac/lighting
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Power meters’/
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eatl pumps

Heat Pump 2
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er heat pumps
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REALLY REALLY big heat pumps
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Private residences?!




... with trending data’!




VWater heaters

Solar System Monitoring
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Familiar displays!
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L arger industrial systems

SIEMENS

3 1 L A

e e e
.QON‘!'!’O/‘r !

Central communication unit OZW775 V2.0

with integrated web server function

- B e »
1 ' rn 22 B ©: 14 : 22 B
PRI INSITULCLIONS

Thursday, April 11, 13



Contents under presure
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Overall, security Is a joke.
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Overall, security Is a joke.
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SO what can one do with
these sorts of findings™

it's like a fountain of
iINnformation aisclosure.




| evel One:

Simple recon




What details can we see?
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Quick observations..

Newburypon
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We've got their scent!

el & - ﬂ.x.i.-




They smell all the way
{o google maps!




| evel IWo:

INteractions




DISCLAIMER:

| didn’'t have any 10ea this
happened until someone
showed

me a gallery of screencaps...




Simple social engineering







Vlassive coolers
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Vassive coolers with detaills!

Atons
.
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Some scada keeps logs!

Opered: 165 <- 0 :; Whippiet [ouest ] @ Owner£C
7:23:07 AM MDT X Opered: 166 <« 0 :: WhAppiet [ adven ] @ Denniss-MacBook-#ro. local

 2:24: 40 AM MDY " Opered: 167 <- 0 :: Whippiet [admn ] 8 Danriss-Macliook-#ro. local

-~ )
-
v

S 19 A MDT X Cosed: 166 <+ 0 2 Whappiet [ adesn | D Dennss-MacBook-Proocy
7120:09 AM MD1 Cloged: 167 <- 0 11 Whappiet [admin] @ Denness-MacBook-Pro.joc
73153 AMMDT o Closed: 165 < 0 :: Whappiet [guest] @ OwewnrPC
131:54 A MODT Opened: 168 <- | :: Whiappiet [guest | & Owner#C
' 7:56:51 AM MDT . COosed: 168 <« 1 :: Whappiet [guest | @ Owenr P
137 AMMOT  fox Opernead: 169 <- 0 11 Whippiet [ admin ] @ Denniss-MacBook-Fro, local
3:22:55 AM MDD Closed: 169 <- 0 Whappiet [adein | © Denvress-MacBook-Projocy
102 AM MDT \ Saving stabon..

04 AM MDY , Saved Matory scheen (49408 )
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Massive power/UPS gear.

L_J_lzj_e.be it

Comprehensive View

& Vo Vo 'lrl.-’--
Nover — e ol ey \.P.

1oV

(L IR

(" RLAL AL

Thursday, April 11, 13



e

VNC Touchpan
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| evel | hree:

Stuff that can be abused
and Is actually kind of
scary
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its stackable! | ike devo hats!
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GIGANTIUM
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ESEEEE  wWelcome to Hedebo Strandcamping | Colwndar |

Hedebo Strandcamging 26-05-2012
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| HOLIDAY HOMES & PMRUCES | ACTIVITIES | WELLNESS | FOOD B DRNIS | TOURSY CUDE | CONFERENCE | FAQ |
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So | can control the:
oower, lights, hvac
ice skating rink, garage doors
water pressure and bollers

Of something like 36
DUSINESSES
all iIn one town?




What about phones?

Phones Indexed by shodan!

Android webcam server




Stoplights.

Escape character is 'A]'.
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AUTOPLAIE.
Not red-light cameras..
something else




PIPS: The company that
Mmakes autop\ate




PIPS:
want license plates?
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Dak [ronics.

Fraeord s el
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Podats Aoplaatons  Servoes  Acchiben Resources  Photo Galleyy  Video Gallen

Vanguard® v4 Professional Software
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Ruggedcom!

NEDLC

FPasswords

Auth Type
Guast Usermmame
GCues! Password

Lo Guast Password

Operalor Usermnmame

Oparator Fassworg
Confirm Operslor Password

Admin Usemama

Admin Password

Confirm Admin Passworg
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Ruggedcom!

N4&-DLC

Auth Type

Guast Usermama;

Guesl Password
Confirm Guast Password
Oparalor Usermame

Oparator Passworg

Confimm Opearalor Password

Admin Usemama:
Admin Password

Confirm Admin Passworg
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Malware on safari?
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| put that on twitter.

A day later DHS
called my cellphone.




Also, that Ul was
bullt 1IN
frontpage.




YES,
FRONTPAGE.

ON SCADA.




SOMEONE




THEN PUT IT
ON THE
INTERNEtkajel]
Kalsjknbflkajbe
gkbja







You’d think they’d
LEARN.




.. but they dont.
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.. they really dont.

WILSENCs

179,7 N 0.0

vea

WANCS ~lal vanne LHarrage
AUTO | [RRETN | a0 | EiEmenEmee
“JUISSENCE '

Noraire
"l'l'.'r—‘lll = W l'f +1B,011 A
+929 mm +%00 mm MARCHE
Jitterence iffsrences

actyes & actue ¢

+£.1 mm #1478.5 mim

Thursday, April 11, 13



Mewe ate  Weste =
193348 26MIAANLD  Sveker 2 - Conactewr 96 pukssanes ol 200,

9721 26MALT  Sheter 1 - CORAeUr 38 (USR0S COOLIeUr SC1 0.
19:43:1% 2013 Swiber 3 - Cortactawr de putssarce orchder 901 oy, ..
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Satellite systems
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NAS storage arrays
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HuMIdifiers

DRISTEEM
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Connect dlrectly to the board
B 4 2 -
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Emergency lelco gear

?
aztek &4
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Emergency lelco gear

Aztek 5000S
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walt what?
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.. .Speakers?
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A massive wine cooler
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A massive wine cooler

Hotel Wine Cooler
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Sclence!

s monitoring page
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Sclence!
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Sclence!
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clence!

e —

US LHCNet
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Science!
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Sclence!

Running jobs: 244545
Transfer rate: 8.65 GiB/sec

N
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Almost all of those
are offline now.

THANK YOU CERN
B
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\Vlassive solar arrays
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Viassive solar arrays
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\Vlassive solar arrays
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\Vlassive solar arrays
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Home Automation

Status
Occupancy
Upstairs Temp
Upstairs Setpoint
Downstairs Temp

Downstairs Setpoint

Garage Door

Alarm State

Securnty

Weather
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.gov 0opsies




.gov 0opsies

't TR-49 Series

imagas

T N

Features:

it or Dest mocies

LAttt rmivere reases Bave oot f'or 5. LD K 20 MM chanrel Sarcnw s

Thursday, April 11, 13



.gov 0opsies

Overview:

Tranzeo Wireless Technologies has received FCC approval on the TR-49 Series of product which is designed specifically for
Homeland Security use in the 4.9 GHz frequency band. This spectrum has been allocated by the Federal Communications
Commission for the exclusive use of Municipal, State and Federal Agencies.

Tranzeo Wireless Technologies products in this spectrum allow for the rapid deploymnet of Wireless Networks facilitating

such vaned uses as Video Conferencing; rapid intemet and database access to vital data such as maps, building layouts,
medical files and Missing person images; Voice over IP (VoIP) communication; and audio/video surveiliance.

These product lines represent a monumental shift in Tranzeo's product offerings, as all previous products operated on
unlicensed frequencies.
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... a fishery?

HAYMANS FISHERIES RIOT

List

Input
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Uy Frodech Y auk
1O R U Dol Cabdeet )
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a fishery?

&N
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’Mm 1IN your scadas..
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Wait, no, lobster chillmode




Cant forget the champagne!




Swimming pools!
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Swimming pools!
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Swimming pools!

1 Aca@®Pump:1 D agnoatic
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.. really?
An acid pump?

Installation Guide

ProMinent” DCM 200 series

Aquatic Water Quality Controller




.. really?
An acid pump?
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SO 80s style
horror ﬂlck scenanO
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(these are actually defcon goons in a pile..)




SO |ason VOrhees
SNOWS Up...
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But nis victims
are soup.
e o . P

3 -
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He's gonna be
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So, Say you find stuff
on your banjo dinosaur
Knitting adventure

A lot of stuff.

50,000+ results...wat do?

h/t @travisgoodspeed




Screenshot
All
THE THINGS!

‘D




50k sites by hand sucks

| et —————————
_\) j
- 1IS7
EE— -

screenshots are
WAY faster! :D




| had help too

https://github.com/PaulMcMillan/eagleeye?2



https://github.com/PaulMcMillan/eagleeye2
https://github.com/PaulMcMillan/eagleeye2

you can do this with vn
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Maybe you want to pwn

Plpe output to metasploitZarmitage/teamserver!

- L
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The best defense is a
good offense, right?

Run this stuff-on:yourselt: khe attackers already do.




Spot outliers.

Does your staff setup EC2 Instances: without
approval from the business? Other: Sites™?

What else Is connected: 1o theinternet, with
YOUR COMPANIES NAME on:it, that you don’t

Know:about?

Who actually: LIKES random, unknown liability?




Some cool new features:

YOU can search oy::::
Org:

CIty:

country:

state:

Net:




You guys are awesome
Thank you for letting me

rant!
github.com/Viss/Eagleeye

github.com/PaulMcMillan/eagleeye?2

Twitter: @Viss
atenlabs.com




