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DCCrime-2012: Brief Introduction

» Bots and Botnets — still popular :)
* Monetization schemes vary.
 DbD is one of the most common attack vectors

- We also have email
- We also have stupid users downloading sh*t

- Mobile is lucrative target (all your money are
there)




BROWSERS
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DCCrime-2012: Introduction

75397

3976

2166

3622

11374

2012

10

HOSTS LOADS

32122

2415

797

3720

7700

0

780

a0

i}

10

34

42

Tl

3.00

2.75

1.27

0.92

0.35

0.00

0.00

0s

"ﬂ Windows 2000
& Windows XP
9 Windows Vista
I

= Windows 2003

E] Windows 8

THREADS

-deleted-

EXPLOITS
& MDAC
ﬁ PDF LIBTIFF

“& Java Pack

“Traffic” - is still an important component in the process :)
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Main “components” to deal with

» Callback nodes (aka C&C)
 Traffic:

- Compromised machines/or manipulated content
- Banner networks
- SEO (doorways)



What's new this year? =

E

* Automated detection gets difficult. (anti-
sandboxing, anti-crawler tricks) "
function() { .

var url = 'http://yyzola.gpbbsdhmjm.shacknet.nu/g/';

;i(;cument.onmousemove = function() {
* |n some cases of idiocy, human interaction is a

must..

* Mobile phone as the most common means of
funds transfer  fis it s hesss FIOSTETIGONE  faidho 1000 dodkat
addr value="http://124ffsaf.com/sms/gate.php"/> | .

addr value="http://124ff42.com/sms/gate.php"/>
addr value="http://124ffdfsaf.com/sms/gate.php"/>

addr value="http://124sfafsaffa.com/sms/gate.php"/>
/http>



Mobile scams

O praera miml -0 24023400 A Sarmsunss

SS2S0/S5233T /ASS230/55260/S7T230 /55330 / cxadvaTe
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* Fake apps are still big
* Android apps avalil :)

}qleJUEk e "5"-
String str = jglbejusk.jglbejusk("XL/P.kX"};
Class[] array0fClass = new Class[1];

array0fClass[08] = Class.forNameljglbejusk. jglbejus
Method localMethod = localClass.getMethod(str, arr

YcTtaHoBKa
Bel cornacHel ¢ ycnoeuamK 3arpyaki Opera Mini 6.5.

[nA npogonxeHWa 3arpy3ku HaxmuTe kHonky Janee.
=div style="bottom:5px;position:absolute;width:1

HNanee
<a href="gxit html" style="color:#999999; fon

<div align="center" style="color:#999999; font-size:13px;"=¥cnyra nnaTHaA, He Gonee 354p ¢ HOC.</div=
<div align="center" =<a href="javascript: oferta()" style="color:#999229; font-size:13px; ">MonL30BaTENECKOE CcOrNaweHne-/a></div=
</div=



So really, how easy it is to get pwned
In Russia? :)

IN SOVIET RUSSIA




 So the focus of this research:

- ldentifying “bad kids” playground — mapping
infrastructure, identifying potential targets,
attempting to fix the problems, before “things hit
hard”



Detecting malicious network
infrastructure



DNS: (did u see this morning
passive DNS talk? ;-))

With a spike of generative domain botnets, this
seems like interesting research project

DGAs produce very specific pattern in DNS
traffic



Is this the only method to call back?

Nop..



Alternatives...

n zero_fifty five hfmorpdtmgrsiryuiycuftibwkikeh n zero_fifty five rsavsfigyyxsmdwubtldposqgffisr |1 u zero fi

n zero fifty five pjfmsshxsrmupchbtvckdilrdykpwu

u zero_fifty_five [ jeq Mbctfemﬁrmexhtmtmebeq

12pm llam 10am 9am 6Gam Sam-Ye-s-terdaylzpm 1lpm 2pm lpm 12pm 1lam

Friends Fans Block user
Add zero_fif.. as friend Follow fif.. plurks

all friends (1) ow all fans (0)

No fans yet.

13



Domain generative bots

» C&C is not hardcoded to maintain flexibility in
cases when C&C is taken down.

 Some sort of algorithm is used to generate
domain names

 Domains are tested for validity. IP address is
obtained.

« Sometimes obfuscation involved. (for example:
manipulations applied to resolved IP address)



How It looks on the wire

Protocal  Length  Info

-

DR S 161 standard gquery response, Mo such name

MEMNS 92 Mame guery ME SANYCYVHYWER . EU<003

DR = 127 standard gquery response, Mo such name

DS 161 standard query response, MO such name

MEMNS 92 Mame guery ME DIGEGAZOLARM. EU-<O0:-

DR 161 standard query response, Mo sUuch name

MEMNS 92 Mame guery MNE KEZAPYIOLEK. EU<00:

DR S S50 Standard query A Jewezexigalt. eu. HOmeazat eway
DS 161 standard query response, MO such name

MEMS S92 Mame guery NE =UKOWORUPUT . EU<O0

DS 127 standard query response, MO such name

DR 16l standard guery response, Mo such name

MEMS S92 Mame guery NE DISAFUWORIS. EU<00:

DM 127 standard guery response, MO such name

DR S S50 Standard query A Jenokirifux. eu. HOmezat eway

DS 127 standard query response, MO such name



C&C/generative domains and
pattern mining

 Generative-domain name based domains
generate very specific voluminous DNS traffic

* Our research is primarily focused on picking up
these patterns. Example Carberp (details
provided by Vladimir Kropotov)



Carberp

» Bot Infection: Drive-By-HTTP

 Payload and intermediate malware domains: normal,
recent registration dates or DynDNS

 Distributed via: Many many compromised web-sites, top
score > 100 compromised resources detected during 1
week.

« C&C domains usually generated, but some special cases
below ;-).

« C&C and Malware domains located on the same AS (from
bot point of view). Easy to detect.

 Typical bot activity: Mass HT TP Post



<script type="text/javascript" src=...

kEF¥E*Dress.ru

>

Live user?

beatshine.is-saved.org
IP:46.161.42.129

Yep, I'm not crawler . :
— activatedreplacing.
Not Bot » ac pracing
— is-very-evil.org
o, CXPlOIL Payload 1P:46.161.42.129
[ —
" ' — T
nef90woiheflen.org HTTP POST T—_a
IP:46.161.42.66 (C&C) — BOT
Mo timeout
Size Payload Referrer URL Domain
9414 javascript wWww.*****press.ru /9/18418362672595167.js  beatshine.is-
saved.org
45443  html www.*****press.ru /index.php? activatedreplacing.
28d9000e56c2a63080ff89¢c is-very-evil.org
6f5357591
4135 application/x /limages/r/785cee8be7f1da activatedreplacing.
-jar 9a9d60820cbf8b1840.jar is-very-evil.org
155529 application/e /server_privileges.php? activatedreplacing.

xecutable

91370f5f009a815950578cb
539f28b58=3

is-very-evil.org



<iframe src=ftp://3645455029/1/s.html...

. - ftp server
infected site
| | 1p:217.73.58.181
java.com/js/| deployjava.|s
Not Bot ,
— ol | .
-~ -~ Java.com
--.___ IP:137.254.16.66
hander.be (64.120.141.126) e
aratecti.be {453?18598} {_HTI'F' POST - '}
- BOT
C&C (Just expamples) No timeout
Size Payload Referrer URL Domain
997 html Infected site [1/s.html 3645455029
4923 javascript 3645455029 /js/deployJava.js Java.com
18046  application/x [1/exp.jar 3645455029
-jar
138352 application/e /file1.dat 3645455029

xecutable



Detection: related works

From Throw-Away Traffic to Bots: Detecting
Rise of DGA-Based Malware (Manos
Antonakakis, Roberto Redisci et al) (2012)

L. Bilge, E. Kirda, C. Kruegel, and M. Balduzzi.
EXPOSURE: Finding malicious domains using
passive dns analysis. In Proceedings of NDSS,
2011
etc..



What we do differently:

* “lazy” WHOIS lookups, team cymru |IP to ASN
lookups

e Our own passive DNS index

« Sandbox farm (mainly to detect compromised
websites automagically and study behavior)



Dealing with false positives: filtering
» Generated sequences: n-gram analysis

Wi w, bigram
w, W, W, trigram

« WHOIS ¢

* |ps belong to Malicious ASN

* Public domain lists (alexa top 100k) works well
as whitelist



Cat and mouse game

* Of course all of this is easy to evade. Once you
know the method. But security is always about
'cat-n-mouse' game ;-)




Architecture

« \What we are building ;)

DNS resolver

DNS resolver

@ime cluste@

dispatch engine

DNS resolver

Redis tracker

Lucene/SOLR index

packet collector

Mal. domain feeds

Mal. IP tracker



?
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>
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 But we maintain patterns for suspicious whois
data (registration date, registrar, emaill, ..)

* Historical DNS and AS association (bad IP)

» Generic patterns for generative domains (high,
similarly distributed pattern of failed lookups
within the same zone)



A walk through automated detection

* |n this example we will show how automated
detection works step by step. We will show
redis queries in form of interactive session:

WD _BE-EINSTEINCOM



Detection starting point: rcode: 3
Non-existing domains)

'foxehehywef.eu",16, "ganazywutes.eu",16, " jenujc

jug.eu”
‘lygivejynow.eu”,16, " lykonurymex.eu",16, " lyvitexemod.eu”
‘novugukupap.eu”,16,"pufyjulogih.eu”,16,"qedixogazen.eu”

11} 11} - 1
&

1] -
viglBUPCHAdBAY x.org  SLAVGLYE0R

e hRihcerl-248367582.eu-west-1.elb.amazonaws.com

= sippointm.voipexchange.ru
WWW.Proxy_ server.com

KASSA 01.home.local
o EEUpE S
_Idap._tep.dc ._msdcs.ﬂ%cllDﬁ. local

novagidef.eu
f%lrllxoho iz.eu
tucakaqalav.eu
78.eu-west-1.elb.amazonaws.com
rydurevohed.eu
exukochgdar.eu
vopycyfutoc.eu

hdtracker.ru.local
tupibevecev.eu
ryhuneqevyv.eu

TeBolIotyE Sl

-prioksky.ssmp.loc.ssmp.loc
pujepigeviz.eu
lyxilunogem.eu
ryhekoputag.eu

mavefyk: 1j.eu
kepolonavit.eu
lyxemoxyquf.eu
ex-prioksky.ssmp.loc

nofexekakuk.eu
WWW.Proxy_server.ru

g H}éﬁ}!% eg?’;yhpfuu

rylicepyryf.eu
lysumedalik.eu

novugukupap.eu
gaciduwifuh.eu

_ldap. tcp.51eb3922-8b2b-44¢
tufozequwyd.eu
isatap.Dlink

denis.stalker.n3g.com

cicucifokym.eu
_ldap._tcp.Default-First-Site.
tujegoqybar.eu

kejywajazok.eu
purowuqokuqg.eu

www.abbyycommunity.com

disisizazim.eu
X.alfarooog.com

noretekyvuy.eu @ :
Foxly %savo‘ﬁeu gedixogazen.eu
kerygin )Eu.eu
ciganu s.eu
agofubakeh.eu

........... k_banktehnika yotaaccessinterface

rycefelelys.e o
i -
kemimojitir.eu
econel200s2.UT] WWW.proxy Server.org
nomggideyghi g
]

____ ﬁm&%ﬁﬁgﬁgfﬁrﬁg@g&—l.elb.amazonaws.com




yndjosuncdufinenc.org”,1995," jebena. ananikolic.su”, 1017, "victorytowers.con” 768, "npeduufhiefes. 0|;

meNumﬁzﬂ“éﬁi ﬁw“# 42 "wen9fuhascnweiuchd. co
ffwoeuntfnij.org”,3 ﬁ gwnutjgm in mmwlqu

mvﬂMWwKﬁalﬁeﬂm @WM@ﬁ@y n,

g, 166, "voworemoziv. e puftluqudic.eu”,136,"Jectjyjuden.eu’, JWWWM MW

[rcode:2 domain distrib]

new89fyujd9uhenvufirhv.org
rAwafhuisdc89wehc.com

n80qeyfjefofujehgji.org
m8hefj98ohdjvrehg.org

npe9wufhiefe8.org

pufiluqudic.eu
jecijyjudew.eu

me089fojd8oihfuihkdc.org

17/ 8ywfeofj90eiokfojic.org n94eufhewo8ic.org

tucygugaciqg.eu
ne08fwoeuhifnij.org

pumadypyruv.eu
lerygacic.eu
nrnf80iohduihe.ru
mamixikusah.eu

B, i . -
; o me9f8oyhdjo8uhcdufjhenc.or
wehofuhascrygiideBH FAWen piof. ru el : g



Sample analysis (step by step)

» Start Iooklng for afalldpatternand cluster id:

¥
=4l
2L
=4l
=4l
2L
=4l
=4l
2L
4
=4l

|_:I 1 |"[| |"[| |'-[| |"[| |"[|




Sample analysis (two)

* Get the cluster ID: (eu_11_14)

Clustering is based on domain similarity. Currently used characteristics:

- f(zone, pattern (length, depth))

- additional characteristics (building up): natural language domain vs. generated string
(occurrence of two-character sequences - n-grams)

- domain registration parameters (obtained via WHOIS [ problematic! | )

- cross-reference with existing malicious IP and AS reputation database (incrementally
built by us)



Sample analysis

 Get other members of the cluster

957) "cilynitiseg.eu:

958) "kezubaxemor.e

959) "jeledajifor.e
'foguhosecib.e
'‘xuderade
'jecadw

'tufecagemyl.eu:eu 11 14:Z
'‘pufiluqudic.eu:eu 11 14:2Z
'maxyjofytyt.eu:eu 11 14:2

'jeluzydyqej.
‘'volebatijub.e
'‘puzubovafik.e
'mavyvomugal. .
'magetyfisus.eu:
‘gedogyvoguq.e
‘dirojubusux.e
'fodutazenaf.
‘lyrefanyril.

977) "jejajaduwok.e
978) "xuxehajexuw.e
979) "rytonovejof.e
aem) Vs e 0 = F




Sample analysis

* Find common members (notice avatarmaker.eu
could be a false positive, easily filtered out
through common denominator filering (IP,
WHOIS information)

~.eu:eu 11 14:0 count

Ueu

11 14:0 query



Sample analysis

* So we have C&C IP 66.175.210.173

* we can continue mining to see if we get any
other domain names:




Sample analysis




Sample analysis

e Palevo:

scovered: January 19, 2010

dated: January 19, 2010 5:21:37 PM S el [ el
;0 Known As: P2P-Worm. Win32.Palevo.bpji [Kaspersky] Palevo Tracker
pe: Worm

ection Length: 142 848 bytes
stems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Win

Palevo Botnet C&C IP address :: 66.175.210.173

: A : C&C IP address: 66.175.210.173

03, Windows Vista, Windows XP
Hostname: [i307-173.members.linode.com

en the worm is executed, it creates the following files: __
 SystemDrive %\RECYCLERSID\nissan.exe AS number: ASB001
e b AS name: NET-ACCESS-CORP - Net Access Corporation
: i % lll .II WCS o "n'“ ﬁ. .
l:Dr!‘.eLetter.?lREC‘r'CI..ER [SID[csmox.exe (W32.IRCBot) Country: B United States (us)
DriveLetteria\SLATK O'torta.exe i
DriveLetter?\SLATKO\Deskiop.ini Firstseen (UTC):  2012-07-20 20:00:06
,DriveLetter¥\autorun.inf Lastseen (UTC): 2012-07-22 14:30:06

C&Cs on this IP: 2

en creates the following registry entry, so that it starts when Windows starts: Palevo Command&Control servers hosted on this IP address
EY_LOCAL_MACHINENSOFTWAREWicrosoftWindows NT\CurrentVersionWinlogon\ Taskr
Tq; S i o ' o Below is a list of Palevo Command&Contral servers that are hosted on this ip address (66.175.210.173):
Palevo CRC domain IP address Firstseen (UTC)
: worm th s a back door and cts to the following domains on UDP port 25000:
B R AT R AT 11FE S g R elcrazyfrog.com 66.175.210.173 2012-07-20 20:00:06

andra.prichaonica.com
ica.banjalucke-ljepotice.ru
i3t.brand-clothes.net

# of Palevo C&C domains: 1




Mapping C&C (easily automated)

http://cihunemyror.eu/login.php
http://foxivusozuc.eu/login.php
http://ryqecolijet.eu/login.php
http://xugohyxeqak.eu/login.php
http://fogagehacew.eu/login.php
http://jecijyjudew.eu/login.php
http://voworemoziv.eu/login.php
http://mamixikusah.eu/login.php
http://gebahilojam.eu/login.php
http://fogagehacew.eu/search.php
http://fogagehacew.eu/search.php
http://foqagehacew.eu/LMvg9Ng1d.php



Sample analysis

e Finding more relevant domains:

redls 6l> keys
”1?3.21@.1?5.66,f0kyxazmlar.eu
"173.210.175.66; jefapexytar.eu”
"173.210.175.66;voworemoziv.eu"
"173.210.175.66; lyruxyxaxaw.eu"
"173.210.175.66;stolovka.us”
"173.210.175.66;133t.brand-clothes.net”
"173.210.175.66;rygecolijet.eu”
"173.210.175.66; pumadypyruv.eu”
"173.210.175.66:0"
”1?3.218.1?5.66'cihunemyrmr eu”

1) "173 _210_175 _66:xunahvxeaak _enn”
redis 172.16.185.9:6381> hmget ligitimltd.in:in l@ 13 0 query firstseen lastseen count
1) "{\"id\":\"9b9627168e88cc2056d5ed039684577682dfcO84\",\ "type\":33168,\"qr\":1,\"opcode\":0,\"aa\":0,\"tc\":0,\"rd\":0,\"ra\":1,\"rcode\":0,\"qdcount\"
:1,\"ancount\":1,\"nscount\":2,\"arcount\":1,\"query\": [\"ligitimltd.in\"],\"dom\" : [\"ligitimltd.in\"],\"response\":[\"173.210.175.66\"],\"response ttl\"
[128@] \"cluster\":[\"in 10 13\"]}"
) "Wed Sep 05 2012 00:38:08 GMT-0400 (EDT)"
3) "Wed Sep 05 2012 00:59:57 GMT-0400 (EDT)"
1) "14"
~~die 177 16 10C 06307
pRcimaltd.in:in 7_10:0”
redis 172.16.185.9:6381> hmget dimaltd.in:in 7 10:0 query firstseen lastseen count
1) "{\"id\":\"d18f237efc5fd8e280468e7160e4f3a56c73df15\",\"type\":33168,\"qr\":1,\"opcode\":0,\"aa\":0,\"tc\":0,\"rd
":0,\"ra\":1,\"rcode\":0,\"gdcount\":1,\"ancount\":1,\"nscount\":2,\"arcount\":1,\"query\": [\"dimaltd.in\"],\"dom\": [
\"dimaltd.in\"],\"response\":[\"173.210.175.66\"],\"response ttl\":[1280],\"cluster\":[\"in 7 10\"]}"
2) "Wed Sep 05 2012 00:31:53 GMT-0400 (EDT)"
3) "Wed Sep 05 2012 00:49:42 GMT-0400 (EDT)"

=
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Automation
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Zoom In...

Timestamp Source IP Destination IP Severity

2012-06-07 22:48:12 | ==88.85.93.100 | urQueryClient | 0 |ET RBN Known Russian Business Network IP

(402)

o bk

Y
kW

A A _‘!It!!!;l & wﬂ'i\
and

o.com )

\\ largelydi.com govereign.com tolic




Performance

* On single machine (32Gb RAM) we run up to
2000 pkt/sec without significant performance
loss

* Average load:

2.4k

22k
20k
1.8k
16k
1.4k
1.2k
1.0k
0.8 k
0.6k
0.4k
0.2k

0.0
Wed 00:00 W d 12:00 Th oo: EIEI

throughput




Other Interesting numbers

Packets per day: ~130M filtered.
Mal. Domains/day: ~30k DNS queries (varies)
Avg. 30-50 reg/minute for single domain



Uses of the data

* Obvious: blacklists
» Botnet take overs (costs 11USD or less ;)
» Sinkholing




Detection

BLACK OPS 2

YUNODEMO?




What could be more flux than
fastflux? ;-)

« WHOIS fastflux . HOW’7'

Domain ID:D166393631-LROR

Domain Name:FOOTBALL-SECURITY-
WETRLSGPIEO.ORG

Created On:21-Aug-2012 01:23:52 UTC

Last Updated On:21-Aug-2012 01:23:53 UTC
Expiration Date:21-Aug-2013 01:23:52 UTC
Sponsoring Registrar:Click Registrar, Inc. d/b/a
publicdomainregistry.com (R1935-LROR)
Status:CLIENT TRANSFER PROHIBITED

Registrant Name Domaln Admin

Registrant Organization:PrivacyProtect.org

Registrant Street1:ID#10760, PO Box 16

Registrant Street2:Note - All Postal Mails Rejected, visit

Privacyprotect.org
DAaAnictramt C+rAant-



Moving ahead:
Finding easy targets before they do :)



In short, it is all about quick ways of finding idiots
having no clue of what they are doing with
wordpress, oscommerce, openx, [put yer fave]
And forcing them to update before they get owned

)

And hmm.. doing it country-wide

TV HIPNTING HIPS TERS



disclaimer

Just another “small data” project we play with.
Around 4 machines solr cluster.

Largely inspired by “Fruit: why so low”?” by Adam
MetlStorm (hack.lu 2011)



Scanning internet is not new..
but pretty much realistic

Demystifying Service Discovery: Implementing an
Internet-Wide Scanner

Derek Leonard and Dmitri Loguinov
Department of Computer Science and Engineering
Texas A&M University, College Station, TX 77843 USA

{dleonard,dmitri}@cse.tamu.edu

canner | Scope | Permutation | Servers | Protocol | Port | Timeout | Duration | Blacklist | .0/.255 | Exclude |
Pryadkin [43] T uniform 3 ICMP/TCP 10s 123d ves no no
Benoit [5] NR uniform 25 TCP 80 30s 92d no ves no
Dagon [13] T uniform UDP 53 30d ves US Gov
Heidemann [17] T RIS 8 ICMP echo bs 52d ves no no

Table 1: Large-scale service discovery in the literature (dashes represent unreported values).

Low-Load Server Crawler: Design and Evaluation

Katsuko T. Nakahira Tetsuya Hoshino Yoshiki Mikami
Nagaoka University of Nagaoka University of Nagaoka University of
Technology Technology Technology
1603-1 Kamitomiokamachi, 1603-1 Kamitomiokamachi, 1603-1 Kamitomiokamachi,
Nagaoka Nagaoka Nagaoka
Niigata, Japan Niigata, Japan Niigata, Japan
katsuko@vos.nagaokaut. 065365@mis.nagaokaut. mikami@kjs.nagaokaut.

ac.jp ac.jp ac.jp



Architecture

Network port discovery (agents)
Banner collection (agents)

Backend Store: SOLR
Collectibles: services and ports, OS fingerprints,

« ASN/OWNER/netblock/Country, geographical

location/App data



Architecture(2)

* Roughly something like that

User Interface|| | passive data collectors | | active data collectors

Geo IP Mapping vulnerability mapper

Store and Rrocessitig Cloud l

# ;
: @ributed Data CollecD

Knowledge Base

d|st|rbuted store

correlator

SO LR Indexes

Data mmmg



Approach

» Scan slow (avoid abuse reports)
* [ndex time

» Passive "mapper’ (simple sniffer + browser
fingerprinting at the moment)

» Larger range of ports (account port numbers, which
are actively being scanned from firewall log
analysis, honeypot machines etc)

* For web apps — (wafp fingerprinting) + index banner
(noisy, cause of most of the abuse complaints)



How you use this shit...

ftp AND ccTW Search

Type in a query string to search i.e. src:12.12.12 AND message:foo

id:af573947-4a14-4613-90cc-8688158613daltime:2012-04-07T10:35:50.012Z

Service: ftp

ASN: 9919 CC:TW NCIC-TW New Century InfoComm Tech Co., Ltd.
Prefix:220.229.96.0/19
Geohash:23.500000024214387,120.99999999627471

id:fdfe0dd6-bcf5-433e-8c18-2e0db0fBb Y03 [time:2012-04-07T08:39:09.134Z

Service: ftp

ASN: 3462 CC:TW HINET Data Communication Business Group
Prefix:114.34.0.0/16
Geohash:24.98690036125481,121.30560318008065

id:f9860e74-953e-40f4-9163-38c0addfeadB|time:2012-04-01T14:37:52.009Z

Service: ftp 2.3.2

ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16
Geohash:25.03919974900782,121.52500150725245

id:e9af2dB8-fd80-42e6-aB02-bB0cad562b50|time:2012-04-01T14:37:39.1032

Service: ftp 2.3.2

ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16
Geohash:25.03919974900782,121.52500150725245

id: 3dadc3ff-85d8-4693-bdde-042a2d263e1a(time:2012-04-01T14:37:26. 1412

Service: ftp 2.3.2

ASN: 9264 CC:TW ASNET Academic Sinica Network
Prefix:140.109.0.0/16
Geohash:25.03919974900782,121.52500150725245




Features

» Scriptable via restful API (think of solr) (cuz Ul
IS for sissies ;-))

e Query by any combination of:
- software version/banner regex (solr/lucene style)
— geospatial search (via geohash)

- ASN or regex on ASN owner
- Country code



Uses

CERT team: automated notifications of idiots
running old wordpress within particular range,
geographic location or organization is a one
liner script

TOO MANY FUNCTIONS?

B

M emizne rakoe

JUST ROLEIS]




Questions

@fygrave
@vbkropotov
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