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Laws vary 

Vendors vary 
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Compensation 

Recognition 

Pursuit of 

Intellectual 

Happiness 

• Traditional Pen Testing  

• Selling to vuln brokers/other 

entities 

• Collecting bug bounties from 

vendors who offer them 

• Dropping 0-day 

• Winning pwn2own contest 

• Bulletin/Advisory Credit 

• Vuln/tool/technique sharing 

with peers 

• Occasional cross-pollination of 

ideas with product engineers 

• Access to elites 
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• Vendor Bug Bounties and brokers who share vulns with vendors 

• Info used for defense 

• Prices in the range of $500 - $60,000 
White Market 

• Brokers who don’t share vulns with vendors 

• Info used for defense and offense 

• Prices in the range of > $20,000 
Grey Market 

• Governments and Organized Crime buyers 

• Info used for offense 

• Prices reported as great as >$1M 
Black Market 

The White Market Does Not Compete With the Other Markets 

The Price Increases Depending on the Vulnerability’s Intended Use 
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1H06 2H06 1H07 2H07 1H08 2H08 1H09 2H09 1H10

Full Disclosure 100 169 164 82 110 128 80 101 86

Vulnerability Broker Cases 25 24 17 30 71 43 41 45 30

Other Coordinated Disclosure 208 241 217 247 323 264 270 377 295
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Other
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• Have other motivations besides  

money 
Researchers in general 

• Over 90% of private reports are made 

directly to Microsoft 

Researchers who report 

vulnerabilities to 

Microsoft 
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Design a novel runtime mitigation technology that is capable of 
preventing the exploitation of memory safety vulnerabilities 

IP remains the property of the inventor

• $200,000 in cash Grand Prize:  

• $50,000 in cash  Second Prize:  

• $10,000 in cash Third Prize:  



Attacker’s Gain 

increased by: 

Attacker’s Cost 

increased by: 

Short window of 

vulnerability 

Difficulty in 

developing reliable 

exploits 

Difficulty in finding 

usable 

vulnerabilities 

Long window to 

recover investment 

Low exploit 

development cost 

Low vulnerability 

discovery cost 

• Remove entire classes of vulnerabilities 

where possible 

• Focus on automation to scale human 

efforts 

Increase 

investment to 

find 

vulnerabilities 

• Build mitigations that add brittleness 

to exploits 

• Make exploits impossible to write 

completely reliably 

Increase 

investment to 

write exploits 

• Shrink window of vulnerability 

• Fewer opportunities via artificial 

diversity 

• Work on rapid detection & 

suppression of exploit usage 

Decrease 

opportunity 

to recover 

investment 



Compensation 

Recognition 

Pursuit of 

Intellectual 

Happiness 

• The BlueHat Prize 
• Traditional Pen Testing  

• Selling to vuln brokers/other 

entities 

• Collecting bug bounties 

• Pwn2own and pwnium 

• The BlueHat Prize 
• Dropping 0-day 

• Winning pwn2own or 

pwnium contest 

• Bulletin/Advisory Credit 

• The BlueHat Prize 
• Vuln/tool/technique sharing 

with peers 

• Occasional cross-pollination of 

ideas with product engineers 

• Access to elites 
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not required 
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www.bluehatprize.com
http://blogs.technet.com/msrc

http://blogs.technet.com/ecostrat/
http://blogs.technet.com/srd

http://careers.microsoft.com

@k8em0 and  

@MSFTSecResponse 

http://www.bluehatprize.com/
http://blogs.technet.com/msrc
http://blogs.technet.com/ecostrat/
http://blogs.technet.com/srd
http://careers.microsoft.com/
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