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Anything else?
ASK

Feeling stalkerish?
Nttp://observed.de



http://observed.de
http://observed.de

Before we begin
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Hate




Well then...
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hree Wise Monkeys
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See No Evil




See No Evil
Hear No Evil




See No Evil
Hear No Evil

Speak No Evil
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“I humbly apologize, but
| must ask you to kindly
leave this
establishment.”




(A_A) /
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Exploitation Vector:
Nvest your time INto
Nteligence gathering or
exploitation - Not covert
operation.
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ORIGINAL PRICI

The
Invisibility
Cloak
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NINJAS

There are four in this picture.
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| O &

® OO ' a Amazon.com: Cloak of Invi: \_,
= C [ www.amazon.com/Harry-Potter-883516-Cloak-Invisibility/dp/B00421ASFS
amazon Reflare's Amazon.com Today's Deals GiftCards Help
\__/7
Shop by .
Department ~ Search Toys &Games v
Toys & Games BestSelers Now Releases  Preschool Toys  Boys' Toys  Girls’ Toys

Click for larger Image and other views

()

rel

Product Features

Officially licensed
Made from authentic materials true to the movie

Screen accurate
Hand finished silk screened design, no two are alike

Lo SHoY Al

The All-New

kindle fire 1o

Hello, Reflare Join 0 Wish
Your Account~ Prime ~ s Cart~v List ~
Games & Puzzles Hobby, Models & Trains  Toys Outlet
EVERYTHING YOU NEED, e

FROM COSTUMES TO CANDY.

Cloak of Invisibility

by Harry Potter

Fodcdee Ve @ (6 customer reviews) | () Like | (18)
List Price: $395-80

price: $389.00 & this item ships for FREE with Super Saver Shipping. Details
You Save: $6.00 (2%)

Only 2 left in stock (more on the way).
Ships from and sold by Amazon.com. Gift-wrap available.

Want it delivered Tuesday, October 9? Order it in the next 11 hours and 6 minutes, and choose
One-Day Shipping at checkout. Details

3 new from $389.00

Hot New Toys for Fall

Shop a wide selection of all-new toys from top brands for kids of all
ages. Learn more

Quantity: (1 ¢ ]

|| Yes, 1 want FREE Two-Day
Shipping with Amazon Prime

@ Mdwen )

or
Sign in to turn on 1-Click ordering.

| AddtoWishlist |

More Buying Choices

SwordsandSw.. | AddtoCart |

$389.00 + $11.00 shipping

Comic Book Culture (_AddtoCart |

$416.95 + Free Shipping
3 new from $389.00
Have one to sell? [ Sellon Amazon |

snare ¥ B
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25 of 47 people found the following review helpful
iy A Bit Disappointed., March 4, 2011
By Austin Jennings - See all my reviews

= Durability: Yor'ol'edelr = Fun: Yolol ot = Educational: Yool
This review Is from: Cloak of Invisibility (Toy)

Well, it didn't work. Otherwise nice looking, but... well, I'd prefer no one be able to see it at all.

Help other customers find the most helpful reviews Report abuse Permalink
Was this review helpful to you? [ Yes | [ No | Comment
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Invisible Cloak You Say?

® Obliterates badge requirements (even

better when talking on a cellphone in
English)

® Reduces random police ID checks from
once a2 month to never

® | ets you get away with virtually any social
violation
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Works differently in
South Korea




Honor Cloak

Gets you service in restaurants as a
foreigner

Triples native’s willingness to communicate
in English / Japanese / Signs

Strangers will walk you to the location you
search for and randomly carry your stuff
instead of running away or screaming

Taxi acquisition time reduced to less than
60 seconds
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Honor Cloak

Taxi drivers actually drop you off at your
door instead of kicking you out at the
nearest intersection

In short: If you're a foreign male, putting on
a suit in Korea teleports you into a
different country

Wednesday, October 10, 12



Swarm Effect
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Class Effect




The three classes of
foreigners




The three classes of
foreigners




The three classes of
foreigners

English Teachers




The three classes of
foreigners

Military

English Teachers




The three classes of
foreigners

Military

English Teachers

e
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Also Works in
Hong Kong

ey ook - its another banker!”




Exploitation Vector
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If all else fails, use the
“dumb foreigner” card.




Home Insecurity
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“Apartment”
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¢

ansion’
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“Apartment”

® Cheap (rent & construction)
® VWood and Paper

® Not guaranteed to withstand a strong
earthquake

® The concept of security just doesn’t apply
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“To prevent crime, you are prohibited by national law to

create a copy of your key.”
-- AMMS Estate Rental Agreement (2008)
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“Mansion’

® You'll need to sell a kidney to afford one
® Sturdy construction

® Farthquake resistant

® Central lock

® (Often) Including security services
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Safe!
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Damn it!
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Reducing Lock
Efficiency to basically
Zero

In 4 easy steps




Entropy:

2018




|. Legally prohibit mail
locks with more than 3
digit combinations




Entropy:

2073




2. Legally force all locks
to open in a clockwise-
clockwise-
counterclockwise
pattern




Entropy:




3. Legally force the first
two digits of the
combination to be the
same




Entropy:




4. Don’t integrate a
separate opening
crank, but simply open
once the correct
combination is entered




Time per attempt:

| .5 seconds




50% unlock chance
/5 Seconds

| 00% unlock chance
150 Seconds




Jumping to Korea...




Wednesday, October 10, 12



Entropy:




VVell, albeit not a law,
most locks only take up
to 4 digits...




Entropy:




And the majority of
them are not wired to
any monitoring...




Or block you out after
numerous attempts...




Time per attempt:

0.85 seconds




50% unlock chance
00 MINUtes

38 Seconds

| 00% unlock chance
1338 Minutes

10 Secongs




Wednesday, October 10, 12



foltlolfnl N
H= olffo) W)

-

GUANGYUN

NIGOS 44D24RS

Wednesday, October 10, 12



Counter Exploitation:
VVOrk from the
assumption that If
soMmeone wants 1o get
Nto your place - they
Wl




Corporate Insecurity




“Lifetime Employment”

® (et a mediocre wage
® Guaranteed mediocre raises
® You can not be fired or laid off

® |f you survive to retirement, the company
pays you around /5% of your last wage
until you die

® |f you die, it pays your spouse until their
death
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“Bonus’

e Officially rewards good work
® Unofficially often dependent on overtime
® Can contribute up to 50% to annual wage

® Fasy tool to keep employees in line
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Don’t fuck up




Requires Action
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Make a judgement call
that could potentially
save the company a lot
and seems very clear.
Incur a small loss




Make a judgement call
that could potentially
save the company a lot
and seems very clear.
Incur a small loss

You fucked up.




Pedantically stick to
protocol even though it
is wrong for the
current case and cost
the company millions.




Pedantically stick to
protocol even though it
is wrong for the
current case and cost
the company millions.

Promotion secured.




Also, don’t work too
fast and stay until lam
to secure that bonus.




Also, don’t work too
fast and stay until lam
to secure that bonus.

(Alternatively become a
contractor.)




Example A




|) Run nmap on customer network
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|) Run nmap on customer network

2) Find Windows NT4 box
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|) Run nmap on customer network

2) Find Windows NT4 box
3) Find IRC server running on NT4 box
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|) Run nmap on customer network

2) Find Windows NT4 box
3) Find IRC server running on NT4 box
4) Find it runs on port 31337
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|) Run nmap on customer network

2) Find Windows NT4 box
3) Find IRC server running on NT4 box
4) Find it runs on port 31337

How do you react!




“We'll check into it.’




2 Weeks Pass




“VWWe have decided

against shutting down
or altering the affected

machine...’




“Because the guy who
set it up no longer
works here...”




“And we have no idea
what it does...”

FFFFFFF

FFFFFFF
. FFFFFF
FFFUU

Uuuu

[ UuUuu
; "\ yuuu
“/ 4 UUUU

\ ~ UUUU-
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“But it might be
important, so we'll just
leave it running.”




Checklist

| didn’t touch it

It is not obviously horribly broken from
a middle management PoV

If we get hacked, someone else “did it”

S e 8E

| still get my raise and keep my job
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Example B




Setting
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Client operates an Saa$
APl that integrates into
their dashboarad.




Japanese company
integrates their product
with it.




If the APl isn’t called for
24 hours, an error

message is displayed.




Of 25 possible causes,
number 22 names
“there may be issues
with your encryption
certificate”.




What do you do?




Company Client
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@ 1
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@ 1

Wednesday, October 10, 12



@ 1
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@ 1
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@ 1
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@ 1
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@ 1
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@ 1
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@ 1
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@ 1
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@ 1
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Solution?




2 months in, | suggested
the client removed the
SSL warning, then call
the company and say
they fixed the problem.




Product was launched
within 24 hours.




Checklist

I It says it may be the certificate

[ 1didn’t put my neck out and escalated it

o
o

o
o

No one put their neck out

The entire operation delayed launch by
2 months and cost hundreds of
thousands of dollars

Client took responsibility

| still get my raise and keep my job

Wednesday, October 10, 12



Exploitation Vectors




1) Stuff won't be fixed.




2) Create a
responsibility setting
and no one disturbs

you.




1 am nere on penalt ol
“unreacnable nign
‘anNKiNg manager™

W YOU be responsidle
when ne nds out you
disturoed my work'?”




Wires? Where we’re
going we don’t need
wires!




il SoftBank 3G 12:23 P 100%

WifiTrak
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— SoftBank

Cellphone hotspots
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Access filtered by a mix
of Mac Address and
User-Agent sent to

Gateway




Absolutely Secure

SECURITY NOTICE

THIS USER MAY USE

SARCASM AND CYNICISM
INA WAY YOU ARE NOT
ACCUSTOMED TO.
YOU MIGHT SUFFER
SEVERE MENTAL DAMAGE
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However Korea takes
the Cake here




-21ll KOR... 15:48 71 % &

WifiTrak

THEMARIUM 5
Strength: -70 Channel: 6 Open
ZI0 5
Strength: -78 Channel: 6 Open
_ Iptime 5
~—  Strength: -78 Channel: 1 Open
¢ unicorn >
" Strength: -78 Channel: 11 Open
¢ hpsetup 5
" Strength: -82 Channel: 6 Open
. anygate >
—  Strength: -85 Channel: 1 Open
anygate >
Strength: -85 Channel: 6 Open
unicorn 5

Strength: -87 Channel: 11 Open
. llnicorn 00000000 .

Updated 09/12/06 15:48 (7]
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Exploitation Vector:
Yean, gee, | wonaer
whnat anyone could ever
Ao With anonymous
open INtemet access.




Speaking of Korea




Taking all guesses -
what’s the browser
market share for IE in
Korea.
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Ninety-Seven-Percent




StatCounter Global Stats
Top 12 Browser Versions in South Korea from Dec 2008 to Jan 2010

50%

40% | '

30% | | , g
- e
et

20% |
=

i = \\Q 0=
O
10% | j
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Adaption of SSL
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SEED

Published in 1998 by the Korean
Information Security Agency

|28-bit Block Cypher
Alternative to SSL

Required for online banking, online
shopping, government transactions, etc

Works as an ActiveX plugin compatible
with some |IE and Windows versions
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Effects

® Extremely slow adaption to new Windows
versions

® Alternative browsers and OSs are virtually
useless

® Also integrated with most cellphones (the
iPhone was the first non-Korean cellphone

sold)

® Very poor understanding of SSL
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Many SEED variations
allow for user
identification, leading to
a low perceived need
for security.




Many SEED variations
allow for user
identification, leading to
a low perceived need
for security.

More on this later...




Exploitation Vector

-UL




Oppan SEED Style
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Too-Near Field
Communication




PASMO
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B a. YV
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Why!

® Used virtually everywhere
® Always carried on body

® Automatically recharged or charged to
phone bill (loose and/or high limits)

® Accepted by lots of online stores

® Stores your purchase history and reveals it
without authentication
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SFCard Viewer

i'lmiﬁa |

_IIIIh ]_ : IR

Y11,670 | F5E

JRE ¥12,070
JRE ¥12,230
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11411 83 T ¥16,350
I:FARFAR ;1}'. , 670 tmem
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[ Location Tracking
ol Purchase Tracking
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TRAIN?

memegeneratoryiel:




800 @ Amazon.co.jp Help: Conven % |

& > C [D www.amazon.co.jp/gp/help/customer/display.htm|?nodeld=16295801 ﬂ\?J @ ﬁ

CaivAikict )

You need to have an account established before paying through Jibun Bank.

Edy

W

Edy

You can pay by “Osaifu-Keitai" and Edy card

x%You need to register Edy service in your cellphone before using “Osaifu-Keitai".

x%You need to have an IC card reader/writer “PaSoRi" and install the software, "
EdyViewer", on your PC before using Edy card if your PC doesn't have FeliCa

port.

%Please note that this service is not available from 2:00AM to 7:00AM on the 3rd
Wednesday of every month because of maintenance.

xEdy payment service “Osaifu-Keitai" of Softbank cellphone will be started from
June in 2007.

Payment flow

1. Choose Convenience Store / ATM / Internet Banking / Edy as a payment

methnrd nn aither the navment aalertinn nane nr the nrder cnnfirmatinn

Wednesday, October 10, 12



[ Location Tracking

[ Purchase Tracking
ol Buying stuff on other people’s tab
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[ Location Tracking
ol Purchase Tracking
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But Paul, Felica Cards
only work across
millimeters.

You couldn’t possibly
get that close to a
person with a reader
without them noticing!




You, sir or ma’am, have
obviously never seen
the Tokyo morning
rush-hour.
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[ Location Tracking

[ Purchase Tracking
ol Buying stuff on other people’s tab
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Top 3 Hit List




#3 Airport Security
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#2 Ultra Secure
JavaScript




File Edit View History Bookmarks Tools Help
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Fnle Edlt Vlew Hlstory Bookmarks Tools Help
- & & 0 http://192.168.0.1/Basic/Index.s » Gl

¥ ¥y AELRE
AF=9AL 9= A5~ FERDT ER QT ANIDFE

WN-GDNRDAF=8 At/ 55—

A28=2y b e
= (ext/javascripi
<I[CDATA[

r-r' AN Nans s -~
J 0aC

o7 F c&rﬁ,—Jk-)"'tq w2t N May
=29 bIPFFL 2 192168102T ’f?‘?"

& * Detect brows
V-3 FEBERE  (1docu ‘

! ent.implemen
window.Act w:;ir‘C:“(-ct )) {

e T

ng on a loca client

© -03MB/17MB 0.1MB/488MB ©

Wednesday, October 10, 12



#| Korean-Japanese
VVeb Development

(The Grand Finale)




Setting
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Setting
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Setting
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Setting
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Setting
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Setting
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Setting
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etting
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etting
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Critical Flaws

® Users not being logged in if name contains
special characters

® Joo quick session timeout annoying
potential users

® Dislike colors
® Annoying SSL error

® Credit Card numbers stored in plain text
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Non-Critical Flaws

® SQL Injection on Login Form
® 207 counts of XSS

® Admin console “secured” by JavaScript




Non-Critical Flaws

® SQL Injection on Login Form
® 207 counts of XSS

® Admin console “secured” by JavaScript

“We can launch with those. No
one would check that.”
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W
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Are we screwed!







Questions!




Attribution

° Slide 7 - apple 94

° Slide 8 - paukrus

° Slide 13 - Unknown. If you're the artist, drop me a line and I'll buy you a beer.
o Slide 14 - PSY

° Slide 16 - Anderson Mancini
° Slide 37 - Warner Brothers
° Slide 48 - diloz

° Slide 49 - Martijn Booister

° Slide 55 - Disney

° Slide 96 - Milre

° Slide 174 - PSY

° Slide 188 - d0b33
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Thank you for listening!




