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Percentage of Total Reported Bugs
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Richard Hamming

““You and Your Research'

Transcription of the
Bell Communications Research Colloquium Seminar

7 March 1986




“I'm not talking about ordinary
run-of- the-mill research; I'm
talking about great research”

“I mean those.iiinds of things
‘ which we perceive are -
significant things.”




Now, how did I come to do
this study?

I saw I Wé:.é a stooge.




I saw Feynman up close.
I saw Fermi and Teller.

I saw Oppenheimer.
‘I saw Hans Bethe..




I became very interested
in the difference between

those who do and those
who might have done. _




Paragraphs in
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I became very interested
in the difference between

those who do and those
who might have done. _







I continued examining
the questions,

“Why?” and “What is the
difference?”




Wait.

Wasn'’t he a
mathematician®?




- I will talk mainly about science
because that is what I have
studied. But .. much of what I say
applies to many fields.

Outstanding work is
characterized very much the
same way in most fields,




I have to get you to drop
modesty and say to

yourself, “Yes, I would like
to do first-class work.”




I find that the major
objection is that people

think great science is done
by luck.




Well, consider Einstein. Note how
many different things he did that
were good. Was it all luck?

Wasn't it a little too repetitive?




You see again and again,

that it 1s more than one
thing from a good person.
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The Flaw
at the Heart
of the Internet




- “Luck favors the prepared mind”

The prepared mind sooner or later
finds something important and does it.

So yes, it is luck. The particular thing
‘you do 1s luck, but that you do
somethmg 1S not




SO0 what’s a key

characteristic ¥




independent thoughts

+

the courage to pursue
them




Lot’s of Brains®

Great work is something
else more than brains..




Bill Pfann
&

Clogston!




Once you get your courage
up and believe that you

can do important
problems, then you can




Once you get your courage
- up and believe that you
can do important
problems, then you can

Corelan Team

:: Knowledge is not an object, it's a flow ::




Once you get your courage
up and believe that you
can do important
problems, then you can

< Exploit writing tutorial part 1 : Stack Based Overflows

9| A By Corelan Team (corelanc0d3

Corelan Team

:: Knowledge Is not an object, it's a flow ::




Once you get your courage
up and believe that you
can do important
problems, then you can

Corelan Team

:: Knowledge is not an object, it's a flow ::

Exploit Writing Tutorials

> Universal DEP/ASLR bypass with msver7 1.dil and

mona.py

> Hack Notes : Ropping eggs for breakfast
> Hack Notes : ROP retn+offset and Impact on stack setup
> Exploit writing tutorial part 10 : Chaining DEP with ROP

- the Rubik's{TM] Cube

» Exploiting Ken Ward Zipper : Taking advantage of

payload conversion

» Ken Ward Zipper exploit write-up on abysssec.com
> QuickZip exploit aricle part 2 released on OffSec Blog
> Exploit writing tutorial part 8 : Introduction o Win32

shelicoding

» Starting to write Immunity Debugger PyCommands : my

cheatsheet

> Exploit writing tutorial part 8 : Win32 Egg Hunting
> Exploit writing tutorial part 7 : Unicode ~ from

0x00410041 %o caic

> Exploit writing tutorial part 6 : Bypassing Stack Cookies,

SafeSeh, SEHOP, HW DEP and ASLR

. Exploit writing tutorial part 5 : How debugger modules &

plugins can speed up basic exploit development

> Exploit writing tutorial part 4 : From Exploit o Metasploit

- The basics

> Exploit writing tutorial part 3b : SEH Based Exploits -

Just another example

> Exploit writing tutorial part 3 : SEH Based Exploits
> Exploit writing tutorial part 2 : Stack Based Overflows ~

Jumping 1o shelicode

> Exploit writing tutorial part 1 : Stack Based Overflows
Exploits

> Metasploit Bounty - the Good, the Bad and the Ugly
> Universal DEP/ASLR bypass with msver7 1.dil and

mona.py

> Hack Notes : Ropping eggs for breakfast

mona.py

HITB 2011 CTF — Reversing Veciored Excepion
Handling (VEH)

Honeynet Workshop 2011

> Pastenum - Pastebin/pastie enumeraion tool
» Codegate 2011 CTF - Binary200 - Anfi Debugging

Techniques Explained

> Cheat sheet : Installing Snorby 2.2 with Apache2 and

Suricata with Bamyard2 on Ubuntu 10.x

> Anti-debugging tricks revealed ~ Defcon CTF

Qualifications 2009: Bin300 Analysis

> Hack Notes : ROP retn+offset and Impact on stack setup

The Honeypot Incident — How strong is your UF
(Reversing FU)

> Death of an fip dient/ Birth of Metasploit modules

» Cisco VolIP Phones — A Hackers Perspective

> WATOBO - the unofiicial manual

> Exploit writing tutorial part 10 : Chaining DEP with ROP

~ the Rubik’s[TM] Cube

> Blackhat Europe 2010 Barcelona - Day 10
> Blackhat Europe 2010 Barcelona —~ Day 01
> Exploiting Ken Ward Zipper : Taking advantage of

payload conversion

Ken Ward Zipper expioit write-up on abysssec.com
QuickZip exploit aricle part 2 released on OffSec Biog
Exploit writing tutorial part 8 : Introduction to Win32
shelicoding

> Starting to write iImmunity Debugger PyCommands : my

cheatsheet

> Exploit writing tutorial part 8 : Win32 Egg Hunting
> Exploit writing tutorial part 7 : Unicode - from

0x00410041 10 caic

» Fuzzing with Metasploit : Simple FTP fuzzer

Exploit writing tutorial part 6 : Bypassing Stack Cookles,
SafeSeh, SEHOP, HW DEP and ASLR

Exploit writing tutorial part 5 : How debugger modules &
plugins can speed up basic exploit development

» Exploit writing tutorial part 4 : From Exploit to Metasploit

- The basics

> Exoloit writina tutorial oart 3b : SEH Based Exploits -
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You found that on Google?

Gaining awareness about “Google Hackers”
Johnny Long
johnny@ihackstuff.com




Once you get your courage
up and believe that you

* can do important
problems, then you can




- Once you get your courage
- up and believe that you
can do important
problems, then you can







Einstein did things very
early, and all the quantum
mechanic fellows were

disgustingly young when
they did their best work..




Wait?? Are we too old?

Lifetime Achievement Award

Most hackers have the personality of a supermodel who does discrete mathematics for fun. Like
mathematicians, hackers get off on solving very obscure and difficult to even explain problems. Like models,
hackers wear a lot of black, think they are more famous than they are, and their career effectively ends at age
30. Either way, upon entering one's fourth decade, it is time to put down the disassembler and consider a

relaxing job in management.

This award is to honor the previous achievements of those who have moved on to bigger and better things
such as management or owning (in the traditional sense) a coffee shop.




On the other hand, in music,
politics and literature, often
what we consider their best work

was done late. I don't know how
whatever field you are in fits this
scale, but age has some effect.







When you are famous it is hard
to work on small problems.

This is what did Shannon in.
After information theory, what
do you do for an encore?




PKCS #10 CERTIFICATE SIGNING
REQUEST

CertificateRequest

Version

Subject AT EN o= |Reela\e] thoughtcrime.org

PublicKey ‘
Attributes

WHOIS Lookup

And contact... mel

http://www.blackhat.com/presentations/bh-dc-09/Marlinspike/BlackHat-DC-09-
Marlinspike-Defeating-SSL.pdf
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4. [-] Colonel_Ham_Sandwich 16 points 18 days ago

<~ Firstly, congrats on the new internship, it sounds like a wonderful opportunity for you and I'm sure you'll love
working with Apple.
I have a few question for you if wouldn't mind answering them. Firstly, why did you choose to get involved in

specifically the iPhone jailbreaking scene, what was it attracted you to the iPhone? Secondly, did you always set
out to be a hacker or was it just something that interested you and found you had a nack for? Finally, in regards to
the PDF bug used for the JailbreakMe.com jailbreak, where on earth did you get the brilliant idea for it?

Thanks for doing this AMA!
permalink

4. [-] comex [S] 23 points 18 days ago
<« | Firstly, why did you choose to get involved in specifically the iPhone jailbreaking scene, what was it attracted
you to the iPhone?
I had one... and it was a device that (a) had a lot of functionality, (b) had a nice and flexible UNIX OS, (c) already
had an active homebrew communi
Secondly, did you always set out to be a hacker or was it just something that interested you and found you had
a nack for?
I never wanted to be a black hat hacker, but I did enjoy hacking (originally SQL injection and crap) as a natural
extension of programming.
Finally, in regards to the PDF bug used for the JailbreakMe.com jailbreak, where on earth did you get the
brilliant idea for it?

FreeType was one of the less studied open source components of iOS.
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This brings up the subject ..
of working conditions.

What most people think are
the best working
-conditions, are not.







Now for the matter of drive.
You observe that most great

scientists have tremendous
drive.




Newton said:
“If others would think as

hard as I did, then they
would get similar results.”
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thegrugq
tell them that drinking that much takes effort and

dedication, you can't just start out as the life of the

party, you have to work at it! :D
8 hours ago fij Delete
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How can anybody my age

know as much as John
Tukey does?




“You would be surprised
Hamming, how much you

would know if you worked
as hard as he did that
many years” -










Knowledge and productivity are
- like compound interest.

The more you know, the more
you learn; the more you learn,

the more you can do; the more
‘ you can do, the more the -
opportumty




Given two people of approximately
- the same ability and one person
who works ten percent more than

the other, the latter will more than
twice outproduce the former.




dinodaizovi Dino A. Dai Zovi 13 by taviso
If you have found a bug, chances are that someone else has also.

And chances also are that the person is (@taviso.
31 Aug 10 7.7 Favorite t1 Retweet  Reply




taviso Tavis Ormandy
1 This crackme was really hard work...fun though.

http://www.crackmes.de/users/crp/trace g/
13 Apr 10 5.7 Favorite 3 Retweet ® Reply
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Genius is 99%

perspiration and 1%
inspiration




LR ———— R

Karate Kid Ruined Us!

.

- http://www.cracked.com/article 18544 how-thefka,ra,te-kid-miined-modern-world.html
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- It comes down to an emotiona,l
commitment. Most great scientists are
completely committed to their

problem. Those who don't become
committed seldom produce
outstanding, first-class work.




Everybody who has studied
creativity is driven finally to
saying:

“crea,tlmty comes out of your
subconscious.”




BEverybody who has studied
creativity is driven finally to
| saying:
“creativity comes out of your
subconscious.”
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 http://www.youtube.com/watch?v=zGt3-fxOvug
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Everybody who has studied
creativity is driven finally to
_ saying:
“creativity comes out of your
subconscious.”

http://www.paulgraham.com/top.html
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Lunch with the Chemists..




What are the important

problems of your field?




What important problems

are you working on?




The average

mentlst so far as I can make out, spends
almost all his time working on problems

which he believes will not be important
and he also doesn't believe that they will
lead to important problems.




Good & Bad Procrastination

http://www.paulgraham.com/procrastination.htmil
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Great Thoughts Time.




When we win it's with small things,

and the triumph itself makes us
smaull.

What is extraordinary and eternal
- does not want to be bent by us.

http://www.poetry-chaikhana.com/R/RilkeRainerM/ManWatching.htm
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Most great scientists know many
- Important problems. They have
something between 10 and 20 important
problems for which they are looking for
an attack. And when they see a new idea
come up, one hears them say “Well that
bears on this problem.”

- They drop all the other things and get
_ after it.




“a horror story”

“they came in second!”




What if I have to work on

little problems®




I want to talk on another topic. It is
based on the song which I think many
of you know:

“It ain't what
- you do, it's the way that you do it.”




apache_chunked_win32
bhlackice_pam_icqg
exchangeZ000_xexchb0
frontpage_fp30reg_chunked
ia_webmail
iis50_nsiislog_post
iie50_printer_overflow
iis50_webdav_ntdll
imail_ldap
merpc_dcom_ms03_026
mesql2000_resolution
poptop_negative_read
realserver_describe_linux
samba_transZopen
sambarb_search_results
servu_mdtm_overflow
solaris_sadmind_exec
upnp_winxp
warftpd_165_pass

P o——

(.
sl g
P ]

BT
EST

R ! FIRT O o S| F

Apache Win32 Chunked Encoding

BElackice/RealSecure/0Other ISS ICQ Parser Buffer Overflow

Exchange 2000 MS03-46 Heap Overflow
Frontpage fpi3lreg,dll Chunked Encoding
IA WebMail 3,x Buffer Overflow

IIS 5,0 nsiislog,.dll POST Overflow

IIS 5,0 Printer Buffer Overflow

IIS 5,0 WebDAY ntdll.dll Overflow

IMail LDAP Service Buffer
Microsoft RPC

Overflow

DCOM MSD3-026

MSSQAL 2000 Resolution Overflow
PoPToP Negative Read Overflow

RealServer Describe
Samba transZopen Overflow

Sambar 6 Search Results Buffer

Serv-U FTPD MDTM Owverflow

Buffer Overflow

Overflow

Solaris sadmind Command Execution
Universal Plug N Play Overflow
War-FTPD 1.6% PASS Overflow




You should do your job in such &
fashion that others can build on
top of it, so they will indeed say,

“Yes, I've stood on so and so0's
shoulders and I saw further.”




apache_chunked_win32
bhlackice_pam_icqg
exchangeZ000_xexchb0
frontpage_fp30reg_chunked
ia_webmail
iis50_nsiislog_post
iie50_printer_overflow
iis50_webdav_ntdll
imail_ldap
merpc_dcom_ms03_026
mesql2000_resolution
poptop_negative_read
realserver_describe_linux
samba_transZopen
sambarb_search_results
servu_mdtm_overflow
solaris_sadmind_exec
upnp_winxp
warftpd_165_pass

P o——

(.
sl g
P ]

BT
EST

R ! FIRT O o S| F

Apache Win32 Chunked Encoding

BElackice/RealSecure/0Other ISS ICQ Parser Buffer Overflow

Exchange 2000 MS03-46 Heap Overflow
Frontpage fpi3lreg,dll Chunked Encoding
IA WebMail 3,x Buffer Overflow

IIS 5,0 nsiislog,.dll POST Overflow

IIS 5,0 Printer Buffer Overflow

IIS 5,0 WebDAY ntdll.dll Overflow
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It's very ugly; you

shouldn't have to do it




dinodaizovi Dino A. Dal Zovi 13 by taviso
| learned years ago that if you care what the public thinks about your

research or ideas, you must do marketing. Sucks, but it's true.
10 Aug 10




it 1s not sutficient to do a

job, you have to sell it.




Summary
- Work on important problems;

- Deny that it is all luck (pasteur)
- Great Thoughts




Is the effort .. worth it%







.. because the truth is, the
value is in the struggle
- more than it is in the
result. The struggle to

make something of yourself
seems to be worthwhile in
itself. The success and
fame are sort of dividends,
1IN My oplnion. '




SO why do so many

people, with all their
talents, fail?




Well, one of the reasons is

drive and commitment.




- The people who do great work
with less ability but who are
committed to it, get more
done that those who have

great skill and dabble in it,
who work during the day and
g0 home and do other things

and come back and work the
next day. '




You can lead a nice life; .. or you can
be a great scientist.

If you want to lead a nice happy life
with a lot of recreation and
everything else, you'll lead a nice life.




‘The second thing is, I

think, the problem of
personality defects.




a .. personality defect is

ego assertion..
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Many a second-rate fellow
gets caught up in some little

twitting of the system, and

carries it through to
warfare.




self delusion..




- There are so many alibis.
Why weren't you first? Why

didn't you do it right? Don't
try an alibi. Don't try and

Kid yourself. You can tell
other people all the alibis
you want. I don't mind. But
to yourself try to be honest.




you need to know yourself,
your weaknesses, your

strengths, and your bad
faults, like my egotism.




Summary
- (People don’t win beca,use)

- - Don’t work on important problems:;

- Don’t become emotionally involved,
- Keep giving themselves alibis
- Keep saying “it’s luck”




I've told you how easy it is;
furthermore I've told you

how to reform. Therefore,
go forth and become great




Questions ?

http //blog.thinkst.com
@ha,roonmeer

Www.cs.virginia.edu/ ~robins/YouAndYourResearch.html
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