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1970’s

 Prehistory	  



Beige	  Box	  
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Blue	  box:	  Kudos	  Captain!	  



Blue	  Box	  (2)	  
•  Security	  Jeopardy	  

–  I	  ask	  “Lack	  of	  security	  
clue”	  for	  $300	  M	  of	  Lost	  
Revenue	  !	  

– “But	  we	  didn’t	  believe	  
people	  would	  play	  these	  
tones	  in	  the	  phone”	  

– Focused	  on	  reliability,	  
things	  changed,	  the	  
pieces	  move	  around	  you	  



1980’s

Legacy	  



Payphone	  a\acks	  

•  US	  
•  Red	  box	  
•  Simulate	  coins	  

•  France,	  others…	  
•  “Télécartes”	  
•  Prevent	  receiving	  
charging	  tones	  (19khz)	  
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PBX	  abuses	  

•  “It’s	  not	  my	  problem,	  
it’s	  the	  customer	  
problem”	  
– Especially	  when	  it	  
generates	  revenue	  

•  Except	  when	  it’s	  the	  
Telco’s	  own	  PBXs	  

•  The	  equivalent	  of	  
“Botnets	  don’t	  concern	  
ISPs	  or	  Telcos”	  
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Telco	  Wardialing	  !	  
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Telco	  maintenance	  modem	  access	  	  

Shout a login/password! NOW!



Telco	  maintenance	  modem	  access	  (2)	  
•  Security	  Jeopardy	  

–  I	  ask	  “Naïve	  stupidity”	  for	  
$300k	  of	  network	  down4me	  !	  

–  Telco	  ==	  own	  first	  customer	  
–  Telco	  admin	  believed	  only	  
nice	  people	  could	  call	  these	  
dialup	  modems	  

–  Err…	  we’re	  not	  in	  teletubbies	  
–  (Some	  s4ll	  believe,	  25	  years	  
later)	  



Minitel	  
5	   Minitel	  service	  targeted	  by	  the	  user	  

hosted	  over	  X25	  

4	   PAVI	  –	  Minitel	  Access	  portal	  or	  modified	  
X25	  PAD	  

3	   X25	  network	  (Transpac)	  

2	   Modem	  (Analog	  V23	  1200/75	  bauds,	  
7E1,	  Videotex	  ready	  termninal)	  

1	   Analog	  line	  

Millions	  of	  teenagers	  
+	  cheap	  modem	  and	  terminal	  
+	  eager	  to	  get	  cheap	  services	  	  
=	  What	  could	  possibly	  go	  
wrong?	  



X25	  networks	  

Credit: Raoul Chiesa



1990’s

Golden Age	  



SS7	  ISUP	  IAM	  flood	  cause	  	  
Denial	  of	  Service	  on	  MSC	  (1)	  

STPs	  

HLRs	  HLRs	  

SSP,	  Switches,	  MSC	  

•  ITU	  specifica4ons	  
•  Protocol	  doesn’t	  mandate	  an4-‐spoofing	  
techniques	  



SS7	  ISUP	  IAM	  flood	  cause	  	  
Denial	  of	  Service	  on	  MSC	  (2)	  

Severity
Medium (requires ISUP 

connectivity)

Description


High number of ISUP IAM 
on one (1) specific but 
randomly chosen ISUP 
Number range has caused 
a Denial of Service on the 
peer, that does not respond 
anymore.

Impact
This results in Local Area 
Denial of Service.

•  Variants	  include	  spoofed	  DoS	  or	  DDoS	  to	  any	  target	  
–  Filtering	  and	  policing	  s4ll	  lacking	  in	  83%	  of	  the	  worldwide	  
SS7	  networks	  !	  (August	  2012)	  



SS7	  ISUP	  IAM	  flood	  cause	  	  
Denial	  of	  Service	  on	  MSC	  (3)	  

•  Security	  Jeopardy	  
–  I	  ask	  “Lack	  of	  a\acker-‐
oriented	  security	  and	  Core	  
Network	  crash”	  for	  10M	  
EUR	  loss	  per	  day!	  

•  “We	  planned	  protocol	  
security	  for	  availability,	  
not	  for	  some	  bad	  people	  
playing	  around	  who	  have	  
nothing	  to	  do	  here”	  



HLR	  Profile	  injec4on	  into	  MSC/VLR	  	  
possible	  through	  SS7	  MAP	  ISD	  

Severity Critical

Description


Insert Subscriber 
Data of values 
directly into MSC. 
Fake ISD from 
faked HLR to 
target MSC.

Impact

Calls possible for 
out of credit 
Prepaid roaming 
subscriber.

Normal	  

Spoofed	  

•  Roaming	  Prepaid	  customers	  turns	  instantly	  into	  a	  
Post-‐paid	  account	  

•  Spoofed	  from	  outside	  the	  Core	  Network	  



HLR	  Profile	  injec4on	  into	  MSC/VLR	  	  
possible	  through	  SS7	  MAP	  ISD	  (2)	  

•  Security	  Jeopardy	  
–  I	  ask	  “Lack	  of	  perimeter	  
filtering	  and	  insidious	  
fraud”	  for	  400k	  EUR	  loss	  
per	  day!	  

•  “But	  there	  are	  only	  nice	  
people	  on	  SS7”	  

•  “Can	  our	  STP	  really	  do	  
filtering?”	  -‐-‐	  CTO	  to	  his	  
Core	  Network	  Engineer	  



2000’s

Momentum	  



Intercep4on	  Ecosystem	  

“Now we really understand security you know”



Intercep4on	  in	  the	  1960’s…	  evolved	  



Intercep4on	  Overview	  



Fiber	  Op4cs	  Intercep4on	  

Oh, where is the judge?



VoIP	  Intercep4on	  



VoIP	  Intercep4on	  



IMS	  Intercep4on	  



Italian	  Intercep4on	  



Tac4cal	  Intercep4on	  



Passive	  Intercep4on	  System	  



Accurate	  Intercep4on	  



Virtual	  Iden44es	  to	  Real	  Persons	  



POP	  /	  IMAP	  Intercep4on	  



Chat	  Intercep4on	  



Top	  10	  LEA	  Challenges	  



LI	  Handover	  Interface	  



Intercep4on	  misunderstood	  as	  security	  

•  Security	  Jeopardy	  
–  I	  ask	  “Intercep4on	  is	  not	  
security”	  for	  1	  Billion	  USD	  
market	  !	  

•  “We	  invest	  heavily	  in	  
telecom	  security:	  we	  just	  
bought	  ABC’s	  Legal	  
Intercep4on	  System.	  	  
How	  could	  we	  be	  insecure?”	  

•  All	  other	  normal	  security	  
ques4on	  go	  unanswered:	  
vulnerability,	  intrusions,	  
logging,	  



French	  Mobile	  Operator	  SS7	  DoS	  

Operator
Mobile Network 

Operator in France

Date Around 2008 

Event

Denial of service on 
their SS7 
infrastructure with 
SS7 MSU 
overloading and 
capacity DoS.

•  If	  I	  connect	  my	  network	  	  
–  to	  Internet,	  
–  through	  a	  router,	  
– without	  filtering	  nor	  
firewall	  nor	  NAT.	  

•  What	  would	  you	  call	  me?	  
•  That’s	  the	  situa4on	  of	  
83%	  of	  the	  Telecom	  
operator	  in	  the	  world	  for	  
Signaling	  (SIGTRAN,	  SS7,	  
…)	  



Weapons	  of	  Mass	  Disrup4on	  



Vodafone	  Femtocell	  intrusion	  

Operator Vodafone UK

Date 2008

Event

Core Network intrusion 
through Femtocell. 
HNBAP and Diameter 
access.
Core Network 
compromised.
Connected to HLR.



VoIP	  catastrophes…	  just	  worse	  
Yes,	  you	  know	  about	  sniffing	  auth	  and	  voice…	  but:	  

Internet	  SIP	  +	  SS7	  ISUP	  ==	  SIP-‐I	  and	  SIP-‐T	  ==	  ISUP	  Injec4on	  !	  

	   •  Remote 
Core 
Network 
DoS

•  SS7 
compromise

•  External 
signaling 
injection

•  Spoofing of 
ISUP 
messages

•  Fake billing
•  Ouch!



2010’s

“Ready to Cyber, Sir!”	  



Vendor	  A\empts	  at	  Security	  
•  Vendors are trying to change 

(some)
•  Mindset change
•  Skills acquisition is hard
•  Still lack of tools
•  Lack of fuzzing, hostile 

approach to security, “using 
the attackers tools”

•  Progress
•  Open platforms help a lot 

(Linux, Mobicents, …)



Core	  Network	  gets	  complicated	  



OSS	  





RAN	  





Alarms	  



Mobile	  Payments	  PIN	  a\acks	  



Cardz	  &	  Codez	  abuse	  



KYC	  Banking	  Data	  leaks	  



Insecure	  Clients	  Repositories	  



Ghe\o	  Mobile	  Money	  Topup	  



       LBS my GF 



	  
Prepaid	  Vouchers	  Counterfei4ng	  



Print	  your	  own	  money	  



SMS	  Messaging	  believed	  as	  secure	  

•  SMSC	  is	  generally	  a	  
UNIX	  host	  running	  a	  
database	  and	  SS7.	  

•  All	  SMS	  are	  stored	  at	  
some	  stage	  and	  are	  
trivially	  intercepted.	  

•  Can	  compromise	  most	  
OTP	  security	  measures	  



Vendors	  backdoors	  
~/XXXX/scans> telnet 10.31.33.7 5100 
Trying 10.31.33.7... 
Connected to 10.31.33.7. 
Escape character is '^]'. 
 
CP STANDBY NOT OBTAINABLE 
YOU MAY NOW ENTER EXIT OR MCLOC COMMAND 
<MCLOC:USR=SYSTEM,PSW=INIT;  
EXECUTED 
LOC        NVT-482                        TIME 091011 0911  PAGE    1< 
<IMHWP:NODE=A; 
SP HARDWARE DATA 
 
SPG   NODE 
0     A 
 
UNIT          NAME          ADDR  DESCR         SPARE INDEX UFIELD 
 
VD-1          ACIA          25    STD           ****  1     T..113     
NA-1          BNA           00FA                ****  1     ------     
HD-1          DISK_SC                           ****  1     H31001     
OD-1          DISK_SC                           ****  4     O14001     
OD-2          DISK_SC                           ****  5     O50002     
CONFIG-1      CONFIGURATIO                      ****  1     IOG20      
WSU-1         MEMORY              WSU           ****  1     32         
SCSI-1        SCSI                              ****  3     5          
VSA-1         EBA_VSA                           ****  1     1          
 



SIGTRAN	  injec4on	  from	  3G	  mobile	  data	  

1.  Establish	  3G	  mobile	  data	  
2.  Connect	  to	  SIGTRAN	  SS7	  to	  10.31.33.7	  sctp/2905	  
3.  Global	  DoS	  on	  the	  network	  possible	  



GSM	  MAP	  primi4ve	  enables	  RAN	  signaling	  injec4on	  

Severity Medium

Description


This GSM MAP MSU 
"MAP_FORWARD_ACCESS_SIG
NALLING" forwards any content 
to the Radio Access Network 
(RAN).

Impact

The result is that some external 
entities may send or spoof 
MAP_FORWARD_ACCESS_SIGN
ALLING MSUs to target MSC GTs 
and have the vulnerable MSCs to 
inject this signaling into the radio 
network (typically RANAP).

P1vid#145

Normal	  

Spoofed	  

•  Spoof	  and	  inject	  radio	  signaling	  
•  As	  if	  it	  was	  coming	  from	  Radio	  Network	  



Huawei	  MGW	  MML	  pseudo	  test	  	  
signaling	  abuse	  capability	  

Severity Critical

Description


Huawei MGW UMG 8900 has a 
MML command that enables total 
freedom in sending any kind of 
MSU content.

Impact SS7 signaling injection capability

P1vid#142

•  Send	  any	  packet	  on	  SS7	  Core	  
Network	  

•  Spoof	  conveniently	  any	  lower	  
level	  informa4on	  (source,	  
network,	  …)	  

•  Untraceable	  and	  not	  
accurately	  documented	  

•  “But	  it	  was	  just	  a	  test	  
command!”	  



Caribbean	  operator	  equipment	  backdoor	  

Operator Caribbean MNO

Date Around 2010

Event

SGSN backdoor, Chinese 
equipment manufacturer
Quantity of traffic outgoing 
vastly greater to incoming
UDP-based backdoor
Discovered, difficult 
relationships

Internet	  /	  IP	  
network	  

Mobile	  
Network	  
Operator	  
(MNO)	  

backbone	  

Customer	  
with	  3G	  

connec4on	  

Subscriber	  
mobile	  

MGW	  

Normal	  
customer	  

Internet	  traffic	  

Copied	  traffic	  to	  
one	  unknown	  IP	  

Some	  incoming	  
traffic	  quan4ty	  

Much	  bigger	  
outgoing	  traffic	  	  

quan4ty	  



HLR	  signalling	  compromise	  

Operator South East Asia MNO

Date 2011

Event

HLR compromised and 
eavesdropped, active 
customers record were stolen.
HLR database, Ki, information 
leaked. 
Appeared on underground 
forums to be sold by chunk of 
1,000 and 10,000.



NSN	  NGHLR	  remote	  Denial	  of	  Service	  	  
caused	  by	  fragile	  SS7	  stack	  

Severity Critical

Description


NGHLR SS7 stack software is not robust and suffers 
from Remote Denial of Service.

Impact

Enables any person sending malicious SCCP traffic to 
the HLR to crash it. This includes the whole 
international SS7 network as HLRs need always to be 
globally reachable.

P1vid#148

•  Reliability	  for	  telco	  
– Ability	  to	  cope	  with	  X	  million	  of	  requests	  
– Not	  Ability	  to	  cope	  with	  malformed	  traffic	  

•  “Things	  change”	  :	  Fail	  !	  



GGSN	  accept	  GTP	  tunnel	  crea4on	  from	  
any	  origin	  

Severity Critical

Description


This GGSN accepts GTP tunnel creation from 
unknown, unconfigured sources and therefore is 
subject to many attacks.

Impact
Many attacks such as fake billing, CUG (Closed 
User Group) bypass, security bypass.



GPRS	  M2M	  hell	  for	  Police	  geoloca4on	  
•  Insecure	  	  GTP	  
•  Compromise	  
Windows	  
server	  

•  Get	  loca4on	  
of	  all	  
suspects	  

•  Disable?	  
•  …	  
•  Also	  
accessible	  
from	  GPRS	  !!!	  



Fake	  charging	  a\acks	  

•  Normal	  GTP	  2	  traffic	  
•  But	  with	  Charging	  ID	  and	  Charging	  GW	  (CGF)	  address	  
specified	  

•  Creates	  fake	  CDRs	  (Call	  Detail	  Records	  or	  Charging	  
Data	  Records)	  for	  any	  customer	  

•  Not	  necessary	  to	  get	  free	  connec4on	  anyway	  :-‐)	  

GRX	   MNO	  



GGSN	  DoS	  a\ack	  
•  Another	  magic	  packet	  
•  “Oh,	  I’m	  a	  bit	  congested	  and	  about	  to	  crash,	  	  
it	  would	  be	  good	  for	  you	  to	  relocate	  to	  another	  
GGSN	  to	  con4nue	  your	  service”	  

•  Result:	  GGSN	  deserted,	  users	  don’t	  get	  any	  other	  
GGSN,	  users	  loose	  service.	  

•  Per	  APN	  impact	  (i.e.	  “internet”	  or	  “*.corp”)	  
•  Exercise	  to	  the	  ****er	  

GRX	   MNO	  



SGSN	  DoS	  a\ack	  -‐	  Ouch	  
•  More	  rare	  because	  by	  their	  nature	  (client),	  	  
SGSN	  are	  rarely	  reachable	  through	  IP	  

•  Same	  a\ack	  as	  previous	  (Hey,	  you	  should	  really	  
switch	  to	  another	  node,	  this	  one	  is	  going	  down)	  

•  Much	  more	  impact:	  
– Targets	  a	  region	  rather	  than	  a	  network,	  
– Repeat	  on	  GRX	  ==	  Disconnect	  many	  countries	  

•  Both	  these	  are	  caused	  by	  “evolved	  GTP”	  i.e.	  GTP	  
on	  LTE	  Advanced	  networks.	  

GR
X	  

MN
O	  



LTE	  EPC	  leaks	  of	  DNS	  resolving	  for	  	  
internal/interwork	  zones	  

Severity Medium

Description


The network configuration of the EPC leaks some resolving of internal or 
interworking zones toward the internet.

Impact

Therefore, an upstream DNS resolver or IP provider will be able to infer and 
determine part of the EPC/LTE architecture by passively monitoring these 
requests.


P1vid#139

•  Walled	  garden	  mindset	  again?	  



GRX	  DNS	  leaks	  &	  exposure	  

•  Leaks	  to	  Internet	  
•  Passive	  DNSmon	  
•  Leaks	  to	  GPRS	  
•  Leaks	  to	  3G	  data	  
•  Leaks	  to	  LTE	  EPC	  
•  (Some	  of	  the	  box	  are	  

s4ll	  Solaris	  2.6	  in	  
2012…	  unfiltered)	  



Telco	  Security	  in	  Jeopardy	  
•  Everybody	  is	  nice	  in	  the	  walled	  garden	  
•  Overconfidence	  

– No	  defense	  in	  depth	  
– No	  monitoring	  
– No	  perimeter	  defense	  

•  Blind	  trust	  in	  vendor	  
•  Things	  change:	  Not	  preparing	  for	  the	  evil	  

–  Insecure	  Protocols,	  not	  thinking	  like	  hackers…	  
•  LTE	  Technology	  is	  showing	  the	  problem	  gets	  worse	  



Telco	  Security	  GAP	  
•  Operators	  focused	  on	  Availability,	  Fraud,	  IT	  Security,	  
Intercep4on,	  Spam	  
–  not	  Telecom	  Security	  

•  Investment	  and	  management	  focus	  is	  well	  driven…	  	  
–  by	  marke4ng	  :-‐(	  

•  Few	  experts	  (GSMA	  SG,	  3GPP,	  TCERT,	  ETSI)	  
– Mostly	  work	  for	  Equipment	  Providers	  &	  keep	  info	  secret	  

•  Low	  informa4on,	  few	  hos4le	  tools	  
–  Equipment	  providers	  provide	  No	  transparency,	  no	  openness	  to	  
Operators	  

–  Even	  less	  to	  users	  
•  There’s	  a	  huge	  Gap	  

–  Let’s	  fix	  it	  



Improvement	  in	  telcos	  
•  Open	  Source	  &	  sharing	  gets	  even	  in	  telco	  

– Osmocom,	  OpenSTP,	  OpenIMS,	  FreeDiameter,	  Mobicents,	  ...	  

•  Internet	  takeover	  telcos	  
–  IP	  protocols	  are	  winning	  over	  ITU/3GPP	  
– At	  least	  we	  benefit	  from	  the	  IP	  security	  mindset	  

•  Global	  awareness	  over	  Cri4cal	  Infrastructure	  Security	  
–  Yeah,	  even	  buzzwords	  help	  ge<ng	  managers	  awake	  

•  Telecom	  Security	  hits	  early	  adopters	  
–  Scanners,	  Detec4on,	  Fuzzing,	  TCERT,	  …	  



QUESTIONS?	  



THANK	  YOU	  

Philippe.Langlois@gmail.com	  	  
Emmanuel.Gadaix@ts{.net	  	  


