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Al principio fue el

Jlar's government made one additional mistake: they published the dossier as a Microsoft Word file on their Web site. When [ first heard fron.
had worked on the document. | downloaded the Word file contaming the dossier from the 10 Downing Street Web site (http://www.number-10

Rev, #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutcRecovery save of Iraq - security.asd"
Rev. $2: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. $3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. $4: "JPratt" edited file "C:\TEMP\Iraq - security.doc"
Rev. #5: "JPract® edited file "A:\Irag - security.dec"
Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Iraq - security.dec"
Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;Iraq - security.doc"
Rev. $8: "ablackshaw" edited file "A:\Irag - security.doc"

\\:zi;;tQ: "MKhan" edited file "C:\TEMP\Iraq - security.doc"

av, $10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc"
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Metadata, hidden info

v
= V Nuevas
Mala gestién k aplicaciones o
Mala conversién ' nuevas
Opciones versiones
inseguras Ficheros

Buscadores embebidos
Aranas

Bases de Mala gestion

datos Formatos embebidos
Conversion erronea =
Opciones Inseguras /

embebidos
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$ grep
10.o0dt
12.o0dt
19.o0dt
23.o0dt
34.o0dt
3.o0dt

63.o0dt
27.0ds
33.o0ds
40.0ds
46.0ds
80.0ds
86.0ds
89.o0ds
17.0dp
22.0dp
4.o0dp

55.0dp
57.odp
69.0dp
86.o0dp
$

$ grep

Impresora resultados.txt | grep \\\\

Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora

\\srvprint\VISA28 329LC3

\\servidor\HP 2000C
\\10.177.1.126\EPSON EPL-6200 Advanced
\\1-215-01\hp LaserJet 1000
\\srv2.rm.oasi-servizi.it\RICOH roma corriodio nord
\\filserver\4100

\\gamma\HP Deskjet F300 series
\\Silegio\HP psc 2350 series
\\ABBY\BigGrayUglyThing
\\MUSTAFA\Samsung ML-1710 Series
\\http://10.0.0.42:631\Chaucer
\\192.168.250.1\HP 0fficelet G55
\\WLGPRINT1\L10 GA T632

\\B-THOMAS\hp LaserJet 1300 PCL 6
\\tatra\Minolta Dil52 PCL6
\\10.177.1.126\EPSON EPL-6200 Advanced
\\Verra\LEMURIA

\\CHEGUEVARA\1p serv
\\sm-ubur01-01.east.sun.com\burll6
\\ipp://iprint.innerweb.novell.com\prv-mktg-hp80600dn-2
\\EFOITDP020S4\hp4100dtn

iMac resultados.txt

Impresora

hp psc 2500 series @ Luisa’s iMac
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Malware Dirigido

Pentagon breached by foreign hacker

A foreign spy agency carried out the most serious "cyber attack" on the US military's
networks when a tainted flash drive was inserted into a laptop in the Middle East,
according to a senior Pentagon official.

By Alex Spillius, Washington share | B35 8l
Published: 9:43PM BST 26 Aug 2010
63

60 Email | & Print
T Textsizec A E

USA
News
World News

North America

Ads by Google

B ez World News
———— W S R RS S SRR Cyber Espionage
The Pentagon faces regular cyber attacks Photo: GETTY Obama
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argeting Malware

2] Malware is copied
in shared folders
waiting to infect other
computers

1) Target user plug
the pendrive &
malware copy itself
into all the shared
folders i

3) Computers accessing the
infected shared folder are
infected to and malware
copy itselft to new shared
folders
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Electing the entry

Metadata | [ Network data |
. . : Attribute
{=/Eile 4> | Metadat: IPCS/SW“ I Dowors | el Users with access -

Metadata | Network di | Servers (14) - John Vera
@ Unlocated Servers borton

- Documents (12 | ®-3 DSIC User
@& APOLLO

& r= DSIC
EJ ” Nom Hensley

Preferred Customer
é Users with access Folders

B Metadata Sumn g \CPSTEAM\Joirt Study - BMDO Support Contract Overview\BSSP\BARBB Updates\JAN 0dth Update',

‘ é Users (106) | 5% \CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates\JAN &th Update\
\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates‘\JAN 12th Update

\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates‘JAN 16h Update\

\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates\JAN 25th Update"

\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\

\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates‘\JAN 23rd Update

\BMDO"shared"cpsteam'\\Paperess Project (Karen Reuter's)\Barbb Update'.

\BMDO\shared"\cpsteam‘Paperless Project (Karen Reuter's)\RFP Sections L&M\Section L Attachments

\BMDOQ"\shared"cpsteam"Paperess Project (Karen Reuter's)\Barbb Update\Section L Attachments\.

\CPSTEAM\Joint Study - BMDO Support Contract Overview\BSSP\BARBB Updates\DEC 12th Update\

\BMDO\shared‘common\BMDO Misc July 2000 to-\

\CUSTOMERS\DSR Shared\BSSP USERS GUIDE\

\CPSTEAM\RAMOS SE&I\RFP\Section J Attachments\

\CPSTEAM\RAMOS SE&I\Final docs for review\Final RFP _Extranet\

\CPSTEAM\RAMOS SE&I\Model Contract\

\HENSLEY\

\BMDO"\shared"cpsteam"Threat Systems Engineering (Countermeasures)\RFP\Section L Attachments"

\CPSTEAM\BSSP\BARBB Updates\FEB 21st Update\
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L 3

Social En

ABCdatos

Programas y tutoriales
que hablan tu idioma

# Inicio

TUTORIALES

gineering

Tus favoritos

54 usua
150.377

€ FOCA Private 2.5

|- I@l |

—. S

;_;j File (E Metadata

[ Metadata | Network data |

E] Documents (1/1)
: E]@ pdf (1)
=] @ quadalinex_manual pdf
..... ~5 sers
™ Dates
..... /s, Other Metadata

El — Metadata Summary

..... é Users (2)
-3 Folders (0)

+2w Domain Enumeration

"y Software Recognition J— Report /Y Tools Logs ,,9} Options ? About

Attribute Value E

Users
Usemame JosA® J. Grimaldos Pama
Usemame José J. Grimaldos Pamra

Dates
Creation date 04/09/2003 11:35:00
Modffied date 05/09/2003 8:57:30

Other Metadata
Application Acrobat Distillier 4.0
Keywords Versidn electronica: Subprograma de NN.TT. CEC-JA =
Title Guadalinex, manual de uso

Software
Acrobat Distillier 4.0

E

All documents were analized

()
=)
=

‘ /




AnonymQus case

Ao I thing _

Aproxingll Ale:

1deg Tel. Designer arrested over Anonymous press release

Nabbed by the properties

Alex E-m

12 Ma

MS' Written by Paul Hales on 15 December, 2010 NEWS > WEB

A‘l"l“l“['ﬁj .

A bloke named Alex Tapanaris, whose name appeared on the
Ares PDF press release circulated by online trouble-makers
r 20 Grat Anonymous has had his web site disappeared from the web es Art
it and, according to a post on pastebin.com, the unfortunate
alex chap has been arrested.

A
el
Loe]

Profi

Electra The release was circulated last Friday and pretty soon the

- [ Tradug document's properties were noticed
11 Abr 20 -
Document Properties
www_alex :
Description »Securityl Fonts ‘ Advanced Spookily on
Created Description Monday
11 Abr 20 : Tapanaris' web
gl it File: ANONOPS_The_Press_Release.pdf cila
www_alextap S
E Title: |
| Mostrar m: &

Author: |Alex Tapanaris

™M ) A
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Lost Data

s Penetration Tester's Open Source Toolkit: 2

Penetration by Chris Hurley l 32 us
Tester's —

View: Front Cover | Table of Contents | Copyright | Excerpt | Index
4 Previous Page Next Page |

Copyrighted Material

Ebsevier, Inc., the author(s), and any person or firm involved in the writing, editing, or production
(collectively “Makers”) of this book (“the Work™) do not guarantee or warrant the results to be
obtained from the Work.

There is no guarantee of any kind, expressed or implied, regarding the Work or its contents, The Work is
sold AS IS and WITHOUT WARRANTY. You may have other legal rights, which vary from state to state.
In no event will Makers be liable to you for damages, including any loss of profits, lost svings, or other
inadental or consequential damages arising out from the Work or its contents, Because some states do not
allow the exclusion or limitation of habality for ¢ quential or incidental damages, the above

limitation may not apply to you.

You should always use reasonable care, including backup and other appropriate precautions, when
working with computers, networks, data, and files,

Syngress Media®, Syngress®, “Carcer Advancement Through Skill Enhancement®,”“Ask the Author
UPDATE® " and “Hack Proofing®," are registered trademarks of Ekevier, Inc. “Syngress: The Definition
of a Serious Security Library™™, “Mission Critical™.” and “The Only Way to Stop a Hacker is to Think
Like One™" are trademarks of Elsevier, Inc. Brands and product names mentioned in this book are

P
KEY SERIAL NUMBER
001 HJIRTCV764
PO9B73D5FG
B29KMBNJH2
BAL923457U
CVPLQEWQ23
VBPIESTSTS
H1JJB63IWD3E
2987GVTWMK
629MPSSDIT

|

SE888828R
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Metadata Risks

* Relaciones  Historia de
Ocultas Acciones

—Entre empresas
—Entre personas

* Pirateria de * Informacion
Software tactica
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Drug Dealer

Exif Version

Color Space

Poxel Y Diman

Date Time Origin

Date Time DX

Exposure Ti

F Number

Exposure Program Normal grogram
1000

Shuler Speed Value 242076835879743

0853573907009

Average

Subject Aea

Focsl Lengh 5

Sensing Method One-chip color area sensor
Whito Batance Auto white balance

Make Apple

Mocsl

o8,
2201 ¥ Google -

Karfateded ©2011 Tele Atas

Configure




Forensic FOCA

pa— =

—
{0 Forensic FOCA 1.0 Beta (Trial version

Filter by date

From IShow Calen E l To |Show Calen E l

Filter by user

Username [MaGomez

Filter by file name

File name

Filter by event type

Event type [

Don't show OS dates

Filter by file type

File type

| =1 Apply filter | [ 5] Clear flters | | Jgj Report |

Added 226 files, 215873 inspected

EHe o

o 12:00:00

4 noviembre

4 18 miércoles

& 13:35:00

4 diciembre
4 11 viernes

2010

5 12:30:00
5 12:30:00
5 12:30:00
5 12:30:00
5 12:30:00
5 12:30:00
5 12:30:00
5 12:30:00
5 13:30:00
5 13:30:00
5 13:30:00
5 13:30:00

4 marzo

“8

4 abril

lunes
5 13:01:00

CMESA-SUMO0609.doc created b-y MaGomez
PLIEGO%20TECNICAS.doc modified by MaGomez

CMESAOBRFEESLO0110.doc created by MaGomez
CMESAOBRFEESL0210.doc created by MaGomez
CMESAOBRFEESLO710.doc created by MaGomez

CMESAPARCELALOBATA-HINIESTA.doc created by s

CMESAOBRFEESL0810.doc created by MaGomez
MESACONT (2).doc created by MaGomez
CMESAOBRFEESLO610.doc created by MaGomez
CMESAM%D3DULOS.doc created by MaGomez
CMESASUMO0510.doc created by MaGomez
CMESASERV0809.doc created by MaGomez
CMESAOBRFEELS0409.doc created by MaGomez
2%20MESACONT.doc created by MaGomez

CMESASERV0310.doc created by MaGomez

< |

Views

Users

& Lucian Wischik
£\ Stefan B. Amold
£\ Pearse Finegan

& rc
8 juanm

& MaMiguel
£ EmTundidor
& RicCalvo

8 Acer

8 MalTorres L
£\ AYUNTAMIENTO DE ZAMOI
8 Personal08

&8 A

8 Valuelmo

& myD

8 Diputacion Provincial
8 CdeMena

A ViGarcia

8 PaBocos

8 CCastano

8 CSanGregorio

& Luis

£ Antonio

£ FERRERAS

Pl m

Chema
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Show Me Your

site:mda.mil filetype:doc Search | Advanced Search

Preferences

Results 1-10 nglish pages from mda.mil for filetype:doc. (0.09 seconds)

site-mda.mil filetype-xls Search | £denced Seerch

Preferences

Results 1-10 nglish pages from mda.mil for filetype:xls. (0.36 seconds)

sitezmda.mil filetype:ppt Search | Advanced Search

Preferences

Results 1-10 o@!glish pages from mda.mil for filetype:ppt. (0.56 seconds)

site:-mda.mil filetype:pdf Search | Advanced Search

Preferences

Results 1-10 glish pages from mda.mil for filetype:pdf. (0.19 seconds=’
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- File o 'Metadata .3 Domain Enumeration @goﬂware Recognition

Metadata | | Network data

[ PCs/Servers | Domains | IP

HPC_PEARSONMG
- &% PC_Prefered Custom
- 8% PC_RAshley
IHPCRlchatdAWah

Attribute

Information -
Name PC_Nom Hensley
Operating System Windows

Users -

Nom Hensley

Folders
C:\windows\TEMP\

Remote Folders -

\WFOLTANHENSLEYA
\WAPOLLOATEAMS\C P S\cpsteam’\

Informatica 64



I s matica 64

y



Informatica 64



o

;9 File +ow Domain Enumeration iy Software Recognition ;E Report 'Tools [=]Logs -2 Options g_-JAbout

[ Metadata | Network data | ' . e
Search engines ensions
L Decmens 0722 | o AR e e B 2P 2N 2T
— e 2] e,
' =r

<> Metadata

Chema

| @ whitehouse.gov - FOCA Private 2.5
= kile <> Metadata .53 Domain Enumeration |7, Software Recognition = Report ' Tools Logs < _20ptions - About
Fil Metad D inE i  Software R iti R Tools [E]L 2 Opti ’ Ab
l Metadata | Network data
Search engines || Extensions

Documents (0/2806) Google pptx (V] sd pdf

= "* Vletadata summary Bing ppsx odt wpd
333 Users Exalead xsx ods svg
2 Folders sow odg svaz
(=) Printers sxc odp indd
"Ly Software —
% Emails Custom search (L) Search Al

| B Nmmmbicn Crondmenn — — l

Documents (0/2312 [”] Google doc pptx sXi pdf

=~ Metadata Summary 7] Bing ppt ppsx odt wpd
33 Users Exalead pps xsx ods svg
[ Folders xls sow (] odg V] svaz
{2 Printers docx [V] sxc odp indd
"Ly Software =
[Ij) Emalls Custom search () Search Al
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Network Discovery

Search IP in Bing
Bing allows search links located in a particular IP address.
This funcionalitty can be used to find domains that
share |P Address.

Select the web search engine to use:
BingWeb -

Bing Web limitations
-Max 1000 results for each search
-Max 43 words in a search string
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Busqueda de URLS

Partido Socialista Obrero Espafiol - PSOE

Partido Socialista. Presentacion Secretario General - Nuestras Ideas y Valores - Historia -
Estructura - Instituciones - Resultados electorales ...

https://wwww - En caché - Similares

El Gobierno se comprometio a licitar y financiar el emisario - PSOE
PSOE, El Gobierno se comprometid a licitar y financiar el emisario, El intendente Katz firm )
ayer un convenio marco con Obras de la Nacién. Using a web searcher like Google or Bing the program

mardelplata.psoe.es/ - En caché - Similares search links pointing to the domain site to identify new

Agrupacién Socialista de Oviedo, Agrupacién Socialista de Oviedo ... subdomains.
Informacién de la agrupacién y grupo municipal, con documentacion y noticias. ) )
Qiadopece o/ - En cach - Similares Select the web search engine to use:

\
Agrupacion Socialista de Alcala de Henares, Agrupacion Socialista ... =
PSOE, Agrupacién Socialista de Alcala de Henares, Agrupacién Socialista de Alcala de GoogleWeb
Henares Madrid - Noticias, G'oogleAPI
alcaladehenares._psoe.es/ - En caché - Similares BingWeb
e Y BingAPI
Laicidad, libertad de conciencia y religiosa, Laicidad, libertad ... Exalead
PSOE, Laicidad, libertad de conciencia y religiosa, Laicidad, libertad de conciencia y religio
Noticias,
laicidad.psoe.es/ - En caché - Similares
O

Agrupacidn Socialista de Chamberi, Agrupacion Socialista de ...
PSOE, Agrupacion Socialista de Chamberi, Agrupacién Socialista de Chamberi - Noticias,

www_chamberi_gsoe.es/ - En caché - Similares

Maélaga Puerto de la Torre - Teatinos, Mélaga Puerto de la Torre ...
PSOE, Malaga Puerto de la Torre - Teatinos, Malaga Puerto de la Torre- Teatinos - Noticias,
puertotorre_psoe.es/ - En caché
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biﬂg T pi217.12.16.37
Web

TODOS LOS RESULTADOS 1-10 de 61.000 resultados - Avz

INTURJOVEN.COM | La mayor oferta en turismo vy ocio joven de Andalucia

INTURJOVEN.COM la mayor oferta en turismo y ocio joven de Andalucia
www.inturjoven.com - Pagina en caché

Noticias Guadalinex — Portal Guadalinex

Basada en Debian y desarrollada por la Junta de Andalucia para facilitar el acceso a todos los
ciudadanos al software libre. Noticias, documentacion e informacion sobre el ...
www.guadalinex.org - Pagina en caché

Centro Andaluz de Arte Contemporaneo

Exposiciones, actividades y talleres.
www.caac.es - Pagina en cacheé
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Shodan

Options

SHODAN

Computer Search Engine

net:143.84.68.8

Save this search
Results 1-1 of about 1 for net:143.84.

E
» Top count] @ http://shodan.surtri.com/?q=net3%3A143.84.68.0/24&f=json - Windows Internet Explorer EEECE
— - —
N
143.84.68.8 @U < |@ http://shodan.surtri.com/?q=net:143.84.68.0/24 &f=jsol " b ‘ <> l X l lb Bing o ~|
NetApp Data
HTTP-1.0 24 | |93~ | « Twitter... BB]ogge__, "éhttp... X | ’rh B - =3 m v Pagina~v Seguridad v Herramientas v @)v ”

Content—Llery

Vis: 1.1 RY {"matches": [{"ip": "143.84 68 .8". "updated": "27.11.2009", "hostnames": []. "data": "HTTP/1.0 200 OK 'r'nContent-length:
#opowered-iil 507367 rnVia: 1.1 RIL-CTNOSC (NetCache NetApp/6.0 2P 1) r'nX-powered-by: ASP NET'r'\nX-aspnet-version:
x'aSD"et"_’E~ 2.0.50727'r'nServer: Microsoft-1IS/6_0'r'nCache-control: private'r'nDate: Fri, 27 Nov 2009 06:49:36 GMT'r'nContent-
servers Mg type: text/html; charset=utf-8'r'n'r'n"}, {"ip" "143 84 68 5", "updated™ "16.11.2009", "hostnames": []. "data": "HTTP/1.0 200
cachemeen™il OK'r'nContent-length: 27789'r'nVia: 1.1 RIL-CTNOSC (NetCache NetApp/6.0.2P1)'r'nX-powered-by: VP1 IntraView.
ASP NET'r'\nSet-cookie: ASP NET _Sessionld=fhltOuaxmindfiwvcehqlOn45; path=/r'nX-aspnet-version: 1.1.4322
‘r'nServer: Microsoft-1IS/6.0'r'\nCache-control: private'r'nDate: Mon, 16 Nov 2009 05:03:13 GMT'r'\nContent-type:
text/html; charset=utf-8'r'n'r'n"}]. "total": 2, "countries": [{"count": 4, "country": "United States"}]}

Date: Fri,

Content-tyf

Listo € Internet | Modo protegido: activado ‘g v ®100% ~
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Network Discovery:
AR GENTE SOA, MX, SPF,
aaddeer ) DKIM, LDAP,

VolP, Active
Zone Vi
e B dory....

Diccionary BRGIAGInE
Search Intranet,

ate, DNS:;




PTR Scannig

L A ‘

> set type=ns

uric.es
Kespuesta no autoritativa:
urjc.es nameserver orion.urjc.es
urjc.es nameserver sun.rediris.es
urjc.es nameserver deimos.ur jc.es
urjc.es nameserver neptuno.urjc.es
urjc.es nameserver chico rediris.es
urjc.es namesa ; =
urjc.es namegl> 192.168.46. 21
urjc.es namegServidor: titan.urjc.es

Address: 193.147.6§

sun.rediris.

neptuno. UPJC|21 46.168. 192. in-addr. arpa name = morgana.urjc.es
chico. redir i REE=tGEwtoPmin e ' '
saturno.ur.ic 846, 168. 192. in-addr.arpa nameserver saturno.urjc.es

2 server nepf46. 168. 192. in-addr.arpa nameserver = orion.urjc. es
Serviaor preddéa 1462 . 192 i n=addr. . a2roa, pamecerver = + it apg

Address: = 193.147.184.2

> t t = ~ L
S St tIPETRINS T 159168 46.22
Servidor: tltan.uréc.es

Address: 193, 147.6
IgZ 46 168 192. 1n addr arpa _ uch es

HIFS PN
B —— - o —_—— - v . v - - - u-lb-l

4F\ i Lirir es

T LAl I s Sl s O T




Huge domains case

€ regjeringen.no - FOCA Pro 2.6 :
| |=/Eile 4> Metadata |=/Report  /Tools [Z]Logs < :Options £’ About
[ Network data | Metadata

[Poorsarves | Domaios | 1Ps | o ||| [ oo Vol

Information
Vulnerabilties |

R NN T -

saw Domain Enumeration | 7, Software Recognition

Name

fremtidenshelsetjeneste regjeringen.no [79.171.83.180]
@ regjeringen.no
18 Clients (0) fremtidenshelsetjeneste regjeringen.no
CiEE, P S
B2 79.171.00
9@79171830 Technology recogrition | Crawling | Exploting ||_| log |
(3 fremtidenshelsetieneste
E‘Jé 81.0.0.0 [V] Google |M]doc [#]xs [¥] ppsx sxc E [¥] ods [¥] pdf svaz
-2 81.93.00 V] Bng |#pet [ docx @x¥sx @]ei [@lodg @wpd [@indd | o
9@81931710 7] Exclead |DPPs Elpox @ow ot @odp [@svg
(3 betaregjeringen.no [81
I'_'l é 195.225.28.0 Domain: fremtidenshelsetjeneste regjeringen.no
(@ regieringen.no [195.225.28.19¢ Files (0found) | Folders (1found) I
@ Unlocated Servers

Directory Listing enabled (0 found) [PASIVE]

Domains - Source

WebSearch, BingAP| ffremtidenshelsetjeneste regjeringen.no]

None

Documents published (0 found) |

Backups (0 found)
Methods on folders (0 found) [PASIVE]

Searching subdomains of regjeringen.no in BingAPI
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Network Discovery
http://apple1.sub.dom Am@} il

1) http -> Web server

2) GET Banner HTTP

3) domain.com is a domain

4) Search NS, MX, SPF records for domain.com

5) sub.domain.com is a subdomain

6) Search NS, MX, SPF records for sub.domain.com

7) Try all the non verified servers on all new domains
1) server01.domain.com
2) server01.sub.domain.com

8) Apple1.sub.domain.com is a hosthame

9) Try DNS Prediction (apple1) on all domains

10) Try Google Sets(apple1) on all domains
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Network Discovery

http://apple1.sub.c A IO TR doc

11) Resolve IP Address

12) Get Certificate in https://IP

13) Search for domain names in it

14) Get HTTP Banner of http://IP

15) Use Bing Ip:IP to find all domains sharing it

16) Repeat for every new domain

17) Connect to the internal NS (1 or all)

18) Perform a PTR Scan searching for internal servers
19) For every new IP discovered try Bing IP recursively

20) ~chema -> chema is probably a user




Network Discovery

21) | , I~chemal/ and /~chemafir/ are paths

22) Try directory listing in all the paths

23) Search for PUT, DELETE, TRACE methods in every path
24) Fingerprint software from 404 error messages

25) Fingerprint software from application error messages
26) Try common names on all domains (dictionary)

27) Try Zone Transfer on all NS

28) Search for any URL indexed by web engines related to the
hostname

29) Download the file
30) Extract the metadata, hidden info and lost data
31) Sort all this information and present it nicely
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Click & Go







How Foca found a

.
€ zpple.com - FOCA Private 2.5

{=/File <> |Metadata .2 Domain Enumeration

Metadata | [ Network data
PCs/Servers | Domains |[1Ps |
=@ 171121520

@
@ 17.112.15235
@ 17.112.152.43

17.112.152.45
@ 17.112.152.46

@] 17.112.152.47
E 17112 1R2 42

|y Software Recognition ~ |= Report

. Tools Logs < 2Options g’ About

Attribute

Value

IP - Source
17.112.152.32

Reverse resolution, scaning IP range of 17.112.152.57 > DNS resolution [17.112.152.32]

Domains in IP - Source
www.apple.com
eg-www.apple.com
wdirect.apple.com

WebSearch, GoogleWeb [www .apple.com]
Reverse resolution, scaning IP range of 17.112.152.57
Documents search

Attribute Value

IP - Source

17.112.200.69 WebSearch, GoogleWeb [store.apple.com] > DNS resolution [17.251.201.32] > Bing IP Search [buyiphone .apple.com] > DNS resolution [17.112.200.69]

Domains in IP - Source

buyiphone apple.com WebSearch, GoogleWeb [store.apple.com] > DNS resolution [17.251.201.32] > Bing IP Search [buyiphone .apple.com]
eg-buyiphone.apple.com WebSearch, GoogleWeb [store.apple.com] > DNS resolution [17.251.201.32] > Bing IP Search [buyiphone apple.com] > DNS resolution [17.112.200.69] > DNS reverse resolution [eg-buyiphone .apple.com]
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Role Oriented View

@ informaticab4.com - FOCA Pro 2.5
|=/File > |Metadata .2 Domain Enumeration | i, Software Recognition  |= Report Tools Logs < :Options /&’ About
Metadata | [ Network data

PCs/Servers | Domains | IPs ||Ro|&c |

i Attribute Value
1P - Source
80.81.106.146 DNSSearch, NS Server [ns2.informatica64.com] > DNS resolution [80.81.106.146]
' | Rolesintp

Assign rol [80.81.106.146] u;E
1 L=
Search domains using ICMP Scanning [80.81.106.0-255] o e

Search hosts in IP range using ICMP Scanning [80.81.106.0-255] Uriass e Resigned rles
Search domains in Bing with IP [80.81.106.146] Hit ai
Search IP in Robtex [80.81.106.146] E!_ @ Unassign rol Dns

T Hitps
/4 80.81.106.148 Search IP in Shodan [80.81.106.146] -
lomain
A¥ 2081106145 Copy to Clipboard Search,
Open in Web browser » [Search,
TMErTTONECE T e owsSearch,

windowstecnico informaticab4.com DNSSearch, hﬁmmmmmmwm—‘
forefront-es informaticab4.com DNSSearch, NS Server [ns2.informaticab4.com] > DNS resolution [80.81.106.14...
comeo informaticab4.com DNSSearch, MX Server [comeo informaticab4.com]
FingerPrinting - HTTP
80.81.106.146:80 (Unavaliable)
80.81.106.146:443 (Unavaliable)
ns2.informatica64.com:80 (Unavaliable)
ns2.informaticab4.com:443 (Unavaliable)

Searching subdomains of informatica64.com using Google Sets C 8@
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—Domain names*and sottware
 Aspx Error Messages

« HTTP Banner
—Hostname
—IP Addres

« SMTP Banner
 Digital Certificates
« Shodan
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DNS Version. blnd

~—————
_> P N L N Y HFm

> Se2 server nsl.meneame. net

> AY> server nsl.redhat.com
> + Servidor predeterminado: nsl.redhat.com

sepAddress 66.187.233.210
Ad5> set class=chaos

Veﬁ) version.bind
AServidor: nsl.redhat.com

Address: 66.187.233.210

Vv
Vel version.bind text =

2

"eleventy-billion and threeve"




Primary Master

set type=soa
renfe.es

set type=soa
apache .org

Respuesta no autoritativa:
apache .org

primary name server - ns2.surfnet.nl

responsible mail addyr = rnwstvimascver—zvvS—-alpha.apache .org
serial = 2010120902

refresh = 36880 {1 hour>

retry = 92880 (15 mins>

expire = 604800 (7 days>

default TTL = 3688 {1 hour>

>
> set type=a
> ns2.surfnet.nl

respuesta no autoritativa-
Nombre: ns2.surfnet.nl

Address: 192.87.36.2

e |
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Vulnerabilites View

€ usace.army.mil - FOCA Pro 2.6 -~

|| ]= Eile 4> Metadata .Z; Domain Enumeration |3, Software Recognition = Report Tools Logs < :Options &’ About
([ Network data | Metadata
Attribute Value

PCs/Servers | Domains | IPs | Roles Roles in IP
Rol Ftp

Rol Hitp

Rol Hitps

FingerPrinting - HTTP
www .nwd-wc usace.amy.mil:80 Apache/1.3.34 (Debian) mod_pen/1.29
137.161.202.92:80 Apache/1.3.34 (Debian) mod_pen/1.29
www nwd-wc.usace .amy.mil:443 Apache/1.3.34 Ben-S5L/1.55 (Debian) mod_per/1.29
137.161.202.92:443 Apache/1.3.34 Ben-SSL/1.55 (Debian) mod_per/1.23

3 ZoneTonsie echlogy moogion | Caving | Eotng | Fles | Log |

., Technology

Domain: www .nwd-wc.usace.amy.mil

Files (56 found) ’ Folders (44 found) Documents published (54 found) Backups (0 found)
Directory Listing enabled (27 found) [PASIVE] ‘ Methods on folders (27 found) [PASIVE]

Folder

http://www nwd-wc usace.amy.mil/nws/
http://www nwd-wc usace.amy.mil ftppub/
http://www nwd-wc usace.amy.mil/ TMT/

http://www nwd-wc usace.amy.mil ftppub/rcc/

http://www nwd-wc usace .amy.mil Amt/documents/fpp/2010Ainal/
http://www nwd-wc .usace.amy.mil/crwmg/Aechmtg/

http://www nwd-wc usace.amy mil Amt/documents/wmp,/2010inal/
< | 1]

= al @
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Customizable Search

e e

@ Linux - FOCA Private 2.5 - . (o | B et

E File #E\ Metadata .3 Domain Enumeration & Software Recognition i{ Report  Tools Logs @ Options ? About
Metadata: | Network data

Search engines Extensions
=1 pdf (251) - Google doc [¥] pptx [¥] sxi pdf
%) =trueimageserverd. 1_linux | Bing ppt ppsx (V] odt wpd
= 013143697X_book pdf Enisad pps xsx ods svg
;=% 086.pdf s W odg svgz

=¥ 10.1.1.59.6385 pdf docx @ sxc [@odp [¥]indd

% :;g:sd:)df | filetype:pdf intitle: Linux [4 Search ] [@Sea’chl’l ]
-2 131-uaanesnnci pdf

&

i 153 pdf Id Type URL *
% 16993748n2a3 pdf @ 182 pdf http://manolocazora.voila.net/unidad6 pdf
-2 21bUc8YeDzZpE pdf pdf  hitp://mimors.sandino .net/pelogo/slparati/slparatinum05 pdf
- 30.pdf pdf http://mnm uib es/gallir/CursPL2005/material /comandos-basicos pdf
pdf http://ols fedoraproject .org/OLS/Reprints-2008/hallyn+eprint pdf
pdf http://people debian.org/~sto/BHLSL/BHLSL pdf
pdf http://ptamedia pearsoncmg.com/images/013143657X/downloads/013143657X_book pdf
pdf http://puppylinux.org/main/Puppy4304utorial-English pdf
: : pdf http://puppylinux.org/main/Puppy4304utorial-Espanol pdf
% g;;?;;gg?dfpdf pdf http://redalyc uaemex mx/redalyc/pdf /852/85216007 pdf
-g abipbox pdf pdf http://revista.info.unlp .edu ar/tesinas/tesis 7 pdf
accesibiidad_windows_y | pdf http://sg samba org/samba/ftp/cifs-cvs/linux-cifsclient-guide pdf
Admin_GNULinuw pdf pdf  http://sindominio net/metabolik/alephandria/bd/vidal_debian pdf
admin93-screen pdf pdf http://sunsite .unam.mx/archivoslinw/mlinux pdf
Administracion_Linux_4 pd pdf http://swift siphos belinux_sea/linux_sea pdf

W cnnctalA nAfF ndf httn-/Aannnenft ~om frefrard /mirardﬁnad]ndf
< n » n

All documents were analized r 1 @

i-8-8-8-8
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FOCA + Spidering

burp suite v1.3.03

E=RRch X

burp suite v1.3.03

burp intruder repeater

window help

repeater | sequencer | decoder | comparer | options | alerts |
target proxy [ spider I scanner I

intruder

intercept | options | history |

| Filter: hiding CSS, image and general binary content

# host

[ method! URL

lacr

hitp://aui.es
hitp:/iwww.google-an

http://aui.es/

hitp:/iwww.google.es

< I

request response

raw | headers | hex
GET / HTTP/1.1

add item to scope
remove item from scope

actively scan this item
passively scan this item
send to intruder

send to repeater

send to sequencer

send to comparer (request)
send to comparer (response)

i?allcomments=true&autor...

Accept: applicatio

engagement tools [pro version only] »

g

application/xaml+x1
application/x-ms-x}
application/vnd.ms
application/msword
Accept-Language: e
User-Agent: Mozill
€.1; WOWE4; Triden!
3.5.30729: .NET CI

[ [

add comment
highlight

delete this item
copy URL

copy links in item
save item

flash,
werpoint,

Windows NT
727; .NET CLR —

A.0: 2l

| 0 matches

burp intruder repeater window help

repeater | sequencer | decoder | comparer | options | alerts |

target [ proxy | spider [ scanner [ intruder

site map

l Filter:

T

TSP v host method
¢ hitp://aui.e: http:iaui.es! hitp://aui.es GET |/

D/ =z itp:/faui.es GET /aui/asociad
o~ (@ CA¢ additemto scope hitp://aui es GET
D CAQ remove item from scope nitp://aui.es GET
o CAIMG| spider this host nitp:/iaui.es GET
o~ 33 aui Sy ; nitp:/faui.es GET
Nl hitp://aui es POST _|iindex.php
o O dist passively scan this host nitp://aui.es POST |findexphp | |

s Jfaui. .php |~
o- (O] estq engagementtools [pro version only] » ‘ﬂ ”ilu' £s POST__ lfindex hl v

/aui/asociad
/auiljsivalids
/distivignette
NMG/pdf_eje

D €Xp{ expand branch

) response | request
o 3 inde expand requested items [ |

-] _r_
(1 jueg clabsahiach hex | html | render

D pre raw headers

o~ (@ privy detete st HTTP/1.1 200 OK
[ priv Date: Thu, 02 Sep 2010
[ rob 08:04:25 GHT
o @B spi Server: Apache/2.0.52
& mtmp (Red Hat)
D ) ¥X-Powered-By: PHP/4.3.9
P Set-Cookie:
o= hitp://aui.iafi.es AUI=86c2065db2 LfbfEfaTe
o hitp://blancas.paginasamarillas.es 0182479317408; path=/
o~ hitp://callejero.paginasamarillas.es i = Qv
o= hitp://creativecommons.org [N e e |

copy links in this host
save selected items

-

| 0 matches
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FOCA + Spidering

aui.es - FOCA Private 2.5

€ aui.es - FOCA Private 2.5 @M’n 35 Report
Q Auil ;i File kzi Metadata ;-3 Domain Enumeration @ Software Recognition ;_57 Report " Tools Logs ;3@ Options ? About
Archivo| | Metadata | [ Network data .
Attribute Value il

http oo | I Domeks I it | Domain - Source -

htt p ;@) auies aui.es Documents search '

htt p i e o IP Addresses - Source =

htt p 82.223.187.9% Documents search > DNS resolution [82.223.187.99]
FingerPrinting - HTTP —

htt p Version Apache/2.0.52 (Red Hat) e

http Version Apache/2.0.52 (Red Hat) 1

htt P <[ i | ,

http @Tedmology A Google ) Search open ) Search & Minimi

http “~ Recognition crawling folders methods 8

htt p Domain: aui.es

http Files (0found) I Folders (18 found) A Documents published (708 found)

h t t p Open folders (0 found) [PASIVE] Methods on folders (0 found) [PASIVE]
Folder 2

h tt p http://aui.es/

h tt p http://aui.es/aui/
http://aui.es/aui/asociados/

htt p hHtn-//anii ee fanii /acnciadne fie / 7

h it p < 1 | » :II

/@ B
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Attribute Value
Domain - Source -

www fcs.amy.mil Documents s
IP Addresses - Source

143.84.25.53 Documents s
FingerPrinting - HTTP

Version (Unavaliable)

Version (Unavaliable)

Version (Unavaliable)

Dinital Certificates

5] usacac.army.mil_140.153.167.60.crt

[ usacac.leavenworth.army.mil_140.153.167 feptificada e

-~

Y

| General | Detalles | Ruta de certificacion |

5l www.alt.army.mil_www.alt.army.mil.crt Mostrar: [<T odos>

2

) www.apg.army.mil_www.apg.army.mil.c
Campo

Identiﬁcador de dave del tit...
Acoeso a la informacion de ...
{3 ]Puntos de distribucién CRL

<3| Nombre alternativo del titular
Direct'vas del certificado
Uso de la dave

Algoritmo de identificacion

[ huslia dinital

) www.arl.army.mil_ess.arl.army.mil.crt

5 www.aw2.army.mil_www.aw2.army.mil.c

) www.bands.army.mil_bands.army.mil.crt

5 www.bctmod.army.mil_www.bctmod.ar

5 www.belvoir.army.mil_www.belvoir.army.fft
] www.benning.army.mil_www.benning.arni}

) www.bliss.army.mil_www.bliss.army.mil.cd

Valor

099f6338edb5d1f93dcD...
[1]Acceso a informacion de au...
[1]Punto de distribucién CRL: ...
Nombre DNS=www.bctmod.ar...
[1]Directiva de certificado:Ide...
Firma digital, Cifrado de dave ...

shal
41 R5hah1 Nz en &6 nh e A2

) www.carlisle.army.mil_www.carlisle.army.n|

Nombre DNS=www.bctmod.army.mil

) www.crdame.amedd.army.mil_www.crdan]: Noittore DNS cvs. fcs. armrl

5 www.cs.amedd.army.mil_www.cs.amedd.a

Attribute

Value

Domain - Source

www bctmod.amy.mil

IP Addresses - Source
143.84.29.53
FingerPrinting - HTTP -
Version
Version

FingerPrinting

Editar propiedades...

] [Copuar en ardivo...]

Documents search > DNS resolution [143.84.29.53]

'macion acerca de los detalles del certificado

(Unavaliable)
Microsoft-11S/6.0

Chema

|
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FOCA 2.5 URL

Select search type

FPrinting HTTP

HTTP Fingerprinting

FPrinting SMTP Webserver fingerprinting based on

Server banner

FPrinting Shodan 404 message emor
ASPX's responses

Tech Recognition

Bpios i [z | @ options e [
p p

<> Metadata | .on DNSSeach | 52 Network <> Metadata | <om DNSSeach | (52 Network
 Fingeprinting | &% Technology | [ Folders  Fingemrinting |
Pasive Fingemprinting on HTTP servers Detect open folders when the next match is found Technologies to be searched for
HTTP Fingerprinting to all servers index of /
asp pl
Pasive Fingerprinting on SMTP servers Search automatically in each folder it ofm I
— o asmx cgi
SMTP Fingerprinting to all servers | Methods o seach for | =
PUT.DELETE php |
nsf
| Search automatically in each folder s |
- - = . | swf i
If you check 'Search automatically’. your computer will =
perform multiple connections to remote servers . |
I

[¢§dedﬂ ] [@thelectﬂ ] [[] Search automatically

s Save Ogencel | [ [Grsave Oganesl | © Cance




ext:listing Buscar

Aproximadamente 75.100 resultados (0,13 segundos) Blsqueda avanzada

drwxr-xr-x 3 michelo michelo 4096 Nov 7 10:31 . drwxr-x—- 23 ... - [ Traducir esta pagina ]
drwxr-xr-x 3 michelo michelo 4096 Nov 7 10:31 . drwxr-x--- 23 michelo 99 4096 Apr 20 10:22 ..
-rwxr-xr-x 1 michelo michelo 4 Apr 6 00:23 ftpquota ...

www.index972 com/ listing - En caché

drwxr-xr-x 6 root root 4096 Mar 25 2009 .

drwxr-xr-x 25 root root 4096 May 3 17:02 ..

-IrW-r—-r-- 1 root root 1582 Mar 25 2009 download.mp3

drwxr-xr-x 2 root root 4096 Mar 25 2009 getid3

drwxr-xr-x 2 root root 4096 Mar 25 2009 images

-Iw-r--r-- 1 root root 17991 Mar 25 2009 license.txt

-rWw-r—--r-- 1 root root 888 Mar 25 2009 mobatalk audio_comment.php

drwxr-xr-x 4 root root 4096 Mar 25 2009 optional files

drwxr-xr-x 2 root root 4096 Mar 25 2009 players

-rwW-r—--r-- 1 root root 22407 Mar 25 2009 podango-api.php

—Xw-r—--r--— x|

-rW-r—--r—--— € I T O =

- 1: €Xtlisting site:gov Buscar
-IXW-r—--r--— din

i i ° 1resultado (0,11 segundos) Blasqueda avanzada
-rwW-r—--r-- € I

—XW-Yr—--r-- x IS L - - - . i

oo 1. listing - Official NASA Fermi Website - [ Traducir esta pagina ]

-rw-r--r-- 1 drwxr-xr-x 4 4866 4915 26 Apr 03 2009 . drwxr-xr-x 50 0 0 Sep 23 18:45 .. drwxr-xr-x 985
—TW-T=T= k[

I 1 4866 4915 24576 Sep 16 09:15 adp drwxr-xr-x 987 4866 4915 16384 ...

-rw-r--r-- 1: fermi.gsfc.nasa.gov/FTP/FTP/integral_archive2/.. /listing - En caché

-rWw-r—--r-- € I

-Iw-r—--r-- e 15|

-rWw-r—--r-- 1 root root 59 Mar 25 2009 podpress_admin tigercheck.css

-Irw-r—--r-- 1 root root 2123 Mar 25 2009 podpress_backend.php

-XW-r—--r--— 1 root root 34228 Mar 25 2009 podpress_class.php

-IrWw-r—--r-- 1 root root 1213 Mar 25 2009 podpress_feed.php

—XW-r—--r--— 1 root root 22775 Mar 25 2009 podpress_feed functions.php 7 o=

-rw-r--r-- 1 root root 32436 Mar 25 2009 podpress functions.php ormatlca 64
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AN AFhecrd=

C:\Windows\system32\cmd.exe ] o | B |-

F:\Sk\netcat>nc 2
OPTIONS /ZWIFI HTITP/ZT.

HTTP/1.1 200 0K

Date: Wed, 23 Jun 2010 07:41:01 GMT

Server: A?ache/Z.@.SZ (Red Hat)

Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Content-Length:

Connection: close

Content-Type: text/plain; charset=iso0-8859-1
Content-Language: es




& apple.com -
=/Ele &0
Metadata | m

Search & Unload

Value =

Information —

Name app2.whitehouse.gov [63.161.169.23] 3

Domains - Source & File upload — .'I I = |I I :
app2.whitehouse .gov —

IP Addresses - Source - Remote file =
63.161.169.23 " https://app2 whitehouse .gov/ppo/paper_appfile ext i
< | "' File

[ ] 4 Examine
Technology Google em Se |

“9} ‘% P Ii 4t Upload 'I

Domain: app2.whitehouse gov —
Files (0 found) | Folders (3 found) Documents published (1 found)
Open folders (0found) [PASIVE] | Methods on folders (2found) [PASIVE]

Folder
https://,

app2.whitehouse gov/ppo/paper_app/

https://app2 whitehouse .gov/ppo/paper_app/

Export data to file

Methods

DELETE

Open in browser

Upload file

Delete file

FO= & <

.......




,'
&) Options

<2 Technology ) Directories
<> Metadata | o DNSSearch | 52 Network | © Fingemrinting |
(£) DNS Cache Snooping sa Proxy search

Search for proxy on port 80 when a webserver is discovered
Search for proxy on port 443 when a webserver (secure) is discovered

|| Search for proxy on ports 8080 and 8081 in all servers

2 Save
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Fuzzing options

Domain (www 25idl army.mil

Hide codes 301,302,404,500

http://www.25idl.amy.mil/ listing
hitp://www .25idl .amy mil/.DS_Store
http://www.25idl.amy.mil/1_27brown_bio.doc.old
http://www.25idl.amy.mil/1_27brown_bio.old
http://www.25idl.amy.mil/1_27brown_bio.doc bak
http://www.25idl .amy.mil/1_27brown_bio bak
http://www.25idl.amy.mil/1_27brown_bio.doc back
http://www.25idl.amy.mil/1_27brown_bio back
http://www.25id|.army.mil/1_27brown_bio.doc.1
hitp://www .25idl.amy.mil/1_27brown_bio.1
http://www.25idl.amy.mil/1_27brown_bio.doc.2
http://www.25idl.amy.mil/1_27brown_bio.2
http://www.25idl.amy.mil/1_27brown_bio.doc txd
http://www.25idl .amy.mil/1_27brown_bio bt
http://www.25idl.amy.mil/1_27brown_bio.doc™
http://www.25idl.amy.mil/1_27brown_bio1.doc
http://www.25idl.amy.mil/1_27brown_bio2.doc
http://www.25idl.amy.mil/1_27brown_bio_1.doc
hitp://www.25idl amy.mil/1_27brown_bio_2.doc
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DNS Cache Snooping

S E—

C:\>ns lookup

Servidor predeterminado: UnKnown
Address: 192.168.1.1

> set type=ns
renfe.es

Servidor: UnKnown
Address: 192.168.1.1

Respuesta no autoritativa:
renfe.es nameserver
renfe.es nameserver
renfe.es nameserver
renfe.es nameserver

dnsl.renfe.es internet address 213.
dnsZ2.renfe.es internet address 213.
nsl.renfe.es internet address 213.

> server nsl.renfe.es
Servidor predeterminado: nsl.renfe.es
Address: 213.144,33.254

Chema

dnsl.renfe.es
dnsZ2.renfe.es
nsl.renfe.
nsZ2.renfe.

eS
es

144
144.
144.

> set type=a

> set norecurse

> www.Facebook com
Servidor: sl.renfe

Address: 213 144.33. 254

Res uesta no autoritativa:
re: www.facebook.com

Address 69.63.190. 18

D elladodelmal blogspot.com
Servidor: ren?e es
Address: 213 144.33.254

49.35 Nombre: elladodelmal.blogspot.com
49.43 Served by:
33.254 - ns3.google.co
216. 239 36.10
blogspot.com
- ns4.google.com

Informatica




DNS Cache Snooping

renfe.es [ 4 Obtain DNS servers

C:\Users\i64\AppData‘\Local\Apps\2.0\LGAT6CMW 3TW\LBESTQYE.Z0M"foca. tion_e [ OF Load file

ns1.renfe.es Snoop
dns1.renfe.es [ L Di¥S

dns2renfe.es
ns2renfe.es

Host
Default

www facebook.com

facebook.com

twitter.com

update microsoft.com

www periodistadigital.com

elladodelmal blogspot.com

www informaticab4.com

megaupload.com

Host
Default

www facebook.com

facebook.com

twitter.com

update microsoft.com

www periodistadigital.com

elladodelmal blogspot.com

www.informaticab4.com

megaupload.com

Monitorice each 60 seconds
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DNS Cache Snooping

Internal Software
— Windows Update

— Gtalk

Evilgrade

— Detecting vulnerable software to Evilgrade attacks
AV evassion

— Detecting internal AV systems

Malware driven by URL

— Hacking a web site ussually visited by internal
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DNS Cache detection

€ army.mil - FOCA Pro 2.6 o\ B8] X

|=/File > Metadata . Domain Enumeration |3, Software Recognition |= Report 7 Tools Logs ;i Options &’ About

INetwork data l Metadata }

Atribute Value I. Options |
PCs/Servers ‘ Domains | IPs |
Default = _ = . _
[Roles | Vulnerabilties | Zore Transfer No < Metadata | soa DNSSearch | 52 Netwok | ) Fingerprinting
EG Ers P - Source @%N;mooping | l D“ D'edmpmxy =
(3 140.153.43 44 [ns01.amy mil 140.153.43.44 [ns01.amymil] IP range
(3 192.82.113.7 [ns02.army mil] )
(3 130.114.200.6 [ns03.amy.mil] RolesinIP n Dns cache host test
(@] Fp www.google.com
- Http
@5 Hitps
~{&4) Mail
Domains in IP E
ns01.amy.mil DNSSearch
FingerPrinting - DNS
ns01.amy.mil:53
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Log filter

Time itici Message

12:06:27 i inti Inttializing SMTP fingerprinting

12:06:27 i inti SMTP Fingerprinting on www hispasec.com:25
12:06:27 i inti SMTP server found on www hispasec.com:25
12:06:27 i inti SMTP Fingerprinting on hispasec.com:25
12:06:27 i inti SMTP server found on hispasec.com:25
12:06:27 i inti SMTP Fingerprinting on mailman hispasec.com:25
12:06:28 i inti SMTP server found on mailman hispasec.com:25
12:06:28 i inti SMTP Fingerprinting on blog hispasec.com:25
12:06:49 i inti SMTP Fingerprinting on www3 hispasec.com:25
12:06:51 i inti SMTP Fingerprinting on dns hispasec.com:25
12:06:51 i inti SMTP server found on dns hispasec.com:25
12:06:51 i inti SMTP Fingerprinting on ftp hispasec.com:25
12:06:53 i inti SMTP Fingerprinting on www2 hispasec.com:25
12:07:14 i inti SMTP Fingemprinting on pop3 hispasec.com:25
12:07:14 i inti SMTP server found on pop3 hispasec.com:25
12:07:14 i inti SMTP Fingerprinting on descargas hispasec.com:25
12:07:36 i inti SMTP Fingerprinting on wap hispasec.com:25
12:07:37 i inti Finishing SMTP fingerprinting

12:07:37 i inti Initializing Shodan fingerprinting

12:07:37 i inti Finishing Shodan fingerprinting
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FOCA Reporting

whitehouse.gov - FOCA Pro 2.5
g

ii File <> Metadata .-z Domain Enumeration @§oftware Recognition §= Report ' Tools Logs 3@ Options ?About

Documents Report - Wizard

S

Filtered per Date
Select the date by which you want to start processing the data extracted.

Date: Idomingo,30de julio  de 2000 vl Filter

Graphics

Description

Graphic: Number of Documents per Type
Graphic: Metadata per Document Type
Graphic: Users per Document Type
Graphic: Remote Users per Document Type
Graphic: Folders per Document Type
Graphic: Printers per Document Type
Graphic: Emails per Document Type
Graphic: Dates per Document Type

[N° de pagina actual: N° total de paginas: Factor de zoom: 100%

Resolving 9 domains finished, 1 new domains found! s [=)
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FOCA Reporting

= Report  7Tools [ZlLogs < Options PAbout

w38 u L=

I Informe principal ‘

Exif per Document Type

£ &

History per Document Type

& &

< | m

N° de pagina actual: 477 N° total de paginas: 478 Factor de zoom: 100%

Resolving 9 domains finished, 1 new domains found! = 1l @
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Fear The FOCA
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FOCA Online

/= http:/fwww.informaticaé4.com/FOCA/ - Windows Internet Explorer E|@|g|

G@ v I@ http:{fwww.informaticaé4.com/FOCA] VHE‘ |z| Google ||'°:E|

archivo  Edicidn  Ver Favoritos Herramientas Ayuda

»
Tk ke Qhttp:waw.informatica64.coij0CAf ﬁ = @ = [:‘_;}Pégina < @He;ramientas -

A

Informaticab64
Froomecido v Coaanldoris

Esta aplicacion no almacena los ficheros subidos ni el contenido de los mismos.
La Unica informacién almacenada es con fines estadisticos.

S @

Extensiones soportadas: _sxw .odt .ods .odg .odp .docx .xlsx pptx ppsx .doc xls ppt pps pdf

| |(_Examinar.._] [ Analizar Fichero ! ]

Ver estadisticas de la foca.

™~

€ mternet L H100% v
—
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Cleaning documents

~
# OOMetaExtractor

Archivo  Pestafas Metadatos Opciones  Sobre...

IE’ Dogovor_sobstv.odl & Documento ODF -C... |

Metadatos del fichero

Generado con: OpenOffice.org/2.4 Version: OpenOffice.org_project/680m17$Build-3310
Sistema operativo: Win32
Crsoor Nonbronl oobionts 2 Opciones pra o bomado de metadatos |

Fecha de modfficacion: 2008-06-23 18:20:52
Titulo: Titulo del documento
Asunto: Tema del documento Opentiice
Asunto: Comentarios del documento .
Palabras clave: Palabras clave del documento Seleccione los metadatos que desea borrar
Veces editado: 2
Tiempo de edicién: 6M3S Tipo Bomar / Nuevo valor
Informacién definida por el usuario:  Aplicacion gener
Informacién 1: Informacion 1 : Aplicacion g Ko tlel docasnens
Informacién 2: Informacion 2 Asunto
Informacién 3: Informacion 3 Bases de datos
Informacién 4: Informacion 4 Descripci
Estadisticas: SCPCn
Tablas: 0 Enlaces
Imagenes: 0 Emails
(P)t,’j‘in: QI Estadisticas
aginas:
Pamafos: 1 Fechas
Palabras: 5 Impresoras
Caracteres: 30 lnfmrmnmnine Anfimida mne Al inimcia
Nombre de la impresora: Impresora hp 4 LLI

Curmrent Database Command Type: 0

1ID00oOoEEEE
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IS MetaShield

Ints t Information Services (IIS) Manager I:I x[

m [ €5 » wvspzescarssc » |[& @ -

File View Help
. (Atons
0; MetaShield Protector .
.
Refresh

v
Enable I User Defined Data
ConnectionString |Data Source=LOCALHOST\SQLEXPRESS;Initial Catalog=Met | Test Connection View Statistics

[~ Configuration section properties

Uninstall MetaShield Protector

—Web Sites with MetaShield Protector —Select files extension ——————— About

© rep

Online Help

Web Site
Default Web Site

~Log Info
: WebsSite All Web Sites ~ Date |sdbado , 14de marzo de 2009 ¥|

|pate [ Name |_Time Size Web Site

& 15:45:14 01-03-08.doc 150 211 Default Web Site
&F 15:42:43  vedtaegter.docx 30 Default Web Site
&7 15:42:41 open.odg 320 Default Web Site
& 15:42:40  hardwood.docx 80 Default Web Site
& 15:42:38  cv.docx 2123 Default Web Site
& 15:42:37  biography.docx Default Web Site

Default Web Site

Defaul Site

| = | Features View |/ Content View
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FOCA on Linux?
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