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Corona A4

® |ntroduction to iOS security basics
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INTRODUCTIONTO
IOS & CORONA

What are the securlty features of |OS and how Corona
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iOS: one of the most
secured OS

iOS introduced in 2007 as iPhoneOS 1.0

Current release:iOS 5.1.1

More and more security features over time

P
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iOS: Security
Features (1)

® Boot Chain: firmware file signatures

® Code Signing: approved binaries only
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iOS: Security
Features (2)

® Stack Canaries:  stack chk()

® Partitions: system vs user partition
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limera | n: exploiting the
boot chain

® Bootrom exploit: heap overflow

® Custom image loading skips 2nd stage
bootloader authentication
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Regular Boot Chain

authenticates

SSysteEm [ramdaisk)
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Exploited Boot Chain

limeraln
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Corona: exploiting the

rest
® ASLR:launchd key DisableASLR

® Code signing: use of original binary

® Sandbox: entitlements patch
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The corona .deb
package

® "Topping' for a tethered jailbreak
® Simple installation with Cydia
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UNSIGNED CODE
EXECUTION

Gaining the initial code execution on boot
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The Exploit

® Format strings in 2012?22 WTF!!
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The Exploit

yywarn formats the string and calls plogv

void
yywarn({char s,

{
char fmt[512];

va_Llist ap;
#ifdef HAVE_STDARG_H
va_start(ap, s);

#else
va_start(ap);
#endif
snprintf(fmt, sizeof(fmt), "%s:%d: \"%s\" %s\n",
incstack([incstackp].path, incstack[incstacked.lineno,
yytext, s);
plogv(LLV_WARNING, LOCATION, NULL, fmt, &ap);
va_end(ap);
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The Exploit

plogv reformats again using plog _common again

void
plogv(int pri, const char *func, struct sockaddr x*sa,
const char *fmt, va_list =*ap)

{
char sxnewfmt;
va_list ap_bak;

if (pri > loglevel)
return,;

pthread_mutex_lock(&logp_mtx);
newfmt = plog_common{pri, fmt, func);
VA_COPY(ap_bak, ap);

if (f_foreground)
vprintf(newfmt, =*ap);

if (logfile) {
log_vaprint(logp, newfmt, ap_bak);
} else {
if (pri < ARRAYLEN(ptab))
vsyslog(ptab[pril.priority, newfmt, ap_bak);
ls
vsyslog(LOG_ALERT, newfmt, ap_bak);
}

pthread_mutex_unlock(&logp_mtx);
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The Exploit

plog _common parses the variable argument
back into a string

tatic char »
9100_(0‘500(0(1. fmt, func)

ri:
ri;

char »fmt, =func;

atic char bufliBgeel: /+ XXX shoule be allocated
P
reslen, len;

p = buf;
sizeof(buf);

“a

struct tm otm;

= time(0);
tn = localtime(&t);
len = strftime(p, reslen,
p += len;
reslen -= len;

}

if (pri

< ARRAYLEN(ptab)) {
nt 1)

len = snprintf(p, reslen, "[%d] %s: *, getpid(), ptablpri).name);

(

len = snprintf(p, reslen, "%s: ", ptab(pri).nane);
(len »= @ && len < reslen)
p += len;
reslen == len;
} else
»p = '\0";

(pri cation)
snprintf(p, reslen, "%s: %s", func, fat);
snprintf(p, reslen, "%s", fmt);
gifdef BROKEN PRINTF
while ((p = strstribuf,“s%z" f» NUL
pl1) = '1';
Fendrf

return buf;
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The Exploit

The new formatted string is then passed to
syslog without any checks

plogv(int pri, const char *fync, struct sockaddr *sa,
const char *fmt, va_liSt *ap)

char *newfmt;
va_Llist ap_bak;

if (pri > loglevel)
return;

pthread_mutex_lock(flogp_mtx);
newfmt = plog_commpn(pri, fmt, func);
VA_COPY(ap_bak,

if (f_foreground
vprintf(newfmt, =*ap);

if (logfile)
log_vaprint(logp, newfmt, ap_bak);
} else {
if (priys ARRAYLEN(ptab))
vsyslog(ptab([pril.priority, newfmt, ap_bak);
Ls

vsyslog(LOG_ALERT, newfmt, ap_bak);

}

pthread_mutex_unlock(&logp_mtx);
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Formats strings

® %X will print the value of stack as hex

® %s will deference the current address on stack and
~ printitasastring
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Formats strings

® %8u will pad the integer by 8 zeros

® 7%8%u will reference the 8th argument on stack
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The Old Way

Create the address you want on the stack and
references it from within the stack

Suppose we are using the following format string to write 0x12345678 at
the address 0x08049094:

"\x94\x90\x04\x08" // the address to write the first 2 bytes
"AAMA" // space for 2nd %.u
"\x96\x90\x04\x08" // the address for the next 2 bytes

"$08x%08x%08x%08x%08x%08x" // pop 6 arguments

"$.22076u" // complete to 0x5678 (0x5678-4-4-4-6*8)
"$hn" // write 0x5678 to 0x8049094

"%.48060u" // complete to 0x11234 (0x11234-0x5678)
"$hn" // write 0x1234 to 0x8049096
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Won’t work

® Format string buffer is copied into heap
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Frame pointers

® | ike linked lists on stack
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Frame Pointers
prolog)

Function prolog pushes frame pointer to stack

{R7,LR}
R7, 5P
SP, SP, #8
R3, RO
RO, #O
-P, {R1,R2Z}
R1, #2
RZ2, RO
sub BEOC
SP, SP, #8
{R7,PC}

; End of function sub C1C0O
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Frame Pointers
(prolog)

New stack pointer is moved into frame pointer

R7,

SP, SP, #8
R3, RO

RO, #O

-P, {R1,R2Z}

R1, #2

RZ2, RO

sub BEOC

SP, SP, #8

{R7,PC}
wiction sub C1CO0
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Frame Pointers
prolog)

Stack is reserved for local variables

{R7,LR}
2 SP
oP, SP, #8
R3, RO

RO, #O
-P, {R1,R2Z}
R1, #2
RZ2, RO
Sub_BBDC
SP, SP, #8
{R7,PC}

; End of function sub C1C0O
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Frame Pointers
(epilogue)

Stack pointer is restored to frame pointer

{R7,LR}
R7, 5P
SP, SP, #8
R3, RO
RO, #O
-P, {R1,R2Z}
R1, #2
RZ2, RO
gul BEOC
P, SP, #8
{R7,PC}
; End of function sub C1C0O
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Frame Pointers
(epilogue)

Old frame pointer and return address restored

{R7,LR}
R7, SP
SP,
R3,
RO, #0O
SP,
R1, #2
RZ, RO
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Linking Frames

Each line in the config script writes one byte to the
stack

sainfo address ::
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier
my_identifier "%2zuX625%hhn" ;
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Linking Frames

78u7%2%$hhn

® 7%8u = 00000000

:
B PN
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Exploit File
(First Frame)

0x2ft70000

*

OX2f{70010 s

O0x2ft70020




Exploit File
(First Frame)

0x2ft70000

*

OX2ff700 10 s

Ox21t700-0




Exploit File
(First Frame)

0x2ft70000

*

OX2f7000! sl

Ox2tt 70020




0x2ft70000

Exploit File
(First Frame)

OX2ff7000¢ s

O0x2t1 /70020




Conditions

® (Call stack must be at least 3 functions deep
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Why is ROP needed

® Functions on ARM are passed in processor
registers, not on stack like x86
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Bypassing ASLR

® |t can be done!!
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EXPLOITING THE
KERNEL

How Corona manages to patch security features of the
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Jailbreaking

® |ailbreaking consists of removing certain
security features of the kernel to let user
execute custom, unsigned code.
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Mandatory Code
Signing basics
® iOS Kernel won’t load unsigned MachOs

® iOS Kernel won'’t load unsigned pages

® iOS Kernel won't let user map RWX pages
(except processes with dynamic code
signing entitlement - MobileSafari)

® iOS Kernel won’t execute non platform
apps outside of the ‘container’ profile.




Now what ?

® Currently the only public way through is to
modify the kernel to avoid the mandatory
code signing features

® As the kernel is authenticated by the
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Kernel patching basics

® Only the kernel can access kernel memory

® Thus, only the kernel can patch itself
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CVE-2012-0642 : pod2g

® Module : HFS

® Available for:iPhone 3GS, iPhone 4, iPhone 45, iPod
touch (3rd generation) and later; iPad, iPad 2

® |mpact: Mounting a maliciously crafted disk image
e e spatlld =t ' IR V ,,_ itdown or art KD A e
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HFS+ in figures

® appeared with Mac OSX 10.4

® supports for files up to 2% bytes (was 23')
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HFS+ in figures (2)

® Maximum volume size : 2% bytes (was 23')

® Maximum files count : 232 - | (was 2'¢-1)
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HFS+ indexes are files

® The Allocation File (Bitmap)
® The Catalog File (B-Tree)
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The Allocation File

® |s a map of blocks of the volume
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The Catalog File

Is a B-Tree

location of files (up to 8 first extents)
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The Extents Overflow File

® |s a B-Tree
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The Volume Header

® Defines the basic volume metadata : hfs
version and type, block size, number of
blocks number of free blocks...
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Volume Header

*

|H+......10.0....|
l....l..'.l.....Z'
.....-'...'...b.

TR R

eoomowﬁmww

TISS
Mmooee mcuoo

nSSSSS¥ 388
SRSRISSESS
s0SSSSSaSS
S5SSSSSSS
2 0SSSSSSS
SINSTSSSS
STSSSSSSS
NSSSSSSSS

00000480 00
00000490 00 00 00 00 00 00

00000400 48
00000410 ca
00000420 00
00000430

00000440

00000450 00
00000460 00
00000470 00

*

00 10
0 00 08
aaou Vo

80
@ 35
0 00

00 Ov WO

01
00 00
00 00

? 1a 00
00000530 00 00 00 00 00

00000520 00 00 0
)
*

00000510 00 00

‘llllllllllll.ll.

eSS
L -~

eSS
S~

S8
SS8S
- S
LS~
SS8
SSS

00000570
00000580
*
*

00000560

00006280 060 00 66 60 60 66 60 68 66 60 60 66 60 60 60 69
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HFSPlusForkData

/* HFS Plus Fork data info - 80 bytes */

struct HFSPlusForkData {
u_inté64 t logicalSize; /* fork's logical size in bytes */
u_int32 t clumpSize; /* fork's clump size in bytes */
u_int32 t totalBlocks; /* total blocks used by this fork */
HFSPIusExtentRecord - extents; [* initial set of extents il
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00000510
00000520
00000530
*

00000560
00000570
00000580

*
*

SSS SSS
SSS SS88
SSS SSS8
S6S SRS

SSS
SS8
SSS
SSS
SS8

Volume Header

SSR SSR SS88
SSS SSS8 SS88
S8®S S&8

Ss8
SSS

SOOI ROEES
S8 SSSsSY
SSSYSSSSSS
SSS53S8S8 S
SSS&ESS2SSS
SSSLSSSSGS
SSRAS2SS8Sa'S

-t Sl Sl A

SSS SSS8
588
S¢S SS88
S¢S SS8S8
SS&

SHS 858
S¢ s

SSR SSS8 SS88
SSS8 S8°
S¢S

SSS
SSS
SSS
SSS
SSS8
SSs
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*
00000400
00000410
00000420
00000430
00000440
00000450
00000460
00000470
00000480
00000490
*

000004c0
000004d0
000004e0
*

00000510
00000520
00000530
*

00000560
00000570
00000580
*
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Volume Header

48 2b 00 04 80 00 01 00
ca 90 el 9a ca 90 c5 7c
00 00 00 55 00 00 00 03
00 00 00 00 00 00 00 71
00 00 00 69 00 00 Pa 83
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 10 00
00 00 00 91 00 00 00 01
00 00 00 00 00 00 00 00

00 00 00 00 00 00 80 00
00 00 00 02 00 00 00 08
00 00 00 00 00 00 00 00

00 00 00 00 00 01 00 00
00 00 00 1a 00 00 00 08
00 00 00 00 00 00 00 00

00 00 00 00 00 01 00 00
00 00 00 Ga 00 00 00 10
00 00 00 00 00 00 00 00

31 30 2e 30 00 00 00 00
00 00 00 90 ca 90 c5 7a
00 00 10 00 00 00 00 80
00 01 00 00 00 01 00 00
00 00 00 00 00 00 00 01
00 00 00 00 00 00 00 00

f2 cd de a7 d8 d8 35 dc
00 00 10 00 00 00 00 01
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 80 00 00 00 00 08

00 00 80 O¢ 00 00 00 01
00 00 90 35 vv vu vu vo
00 00 00 00 00 00 00 00

00 01 00 00 00 00 00 10
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00




Let’s try on OSX 10.6.8

Create a HFS image using dd, vndevice and newfs_hfs tools

Mount it, add in some files, unmount
Patch the DWORD at offset Ox51c¢ to be Ox|

Mount sequence for the test :
S S YA By § o R TV A.. ‘ ’- o _‘ .‘ _,.‘,‘ . __,\—“',‘_ ‘I ._ = v

'
P e " ot e
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Woops !

panic(cpu 0 caller Bx2abfba): Kernel trap at 0x00299db4, type 14=page fault, registers:
Cﬁ} OxeB01003b, CR2: 0xB0DEE258, CR3: OxDO100000, CR4: OxDOOOO66S8
EAX: 0x00000258, EBX: 0x0313h798, ECX: 0x0325b000, EDX: OxDOO00258
CR2: Ox00000258, EBP: Bx11f9hf98, ESI: Ox02e1f900, EDI: BxD240f000
EFL: Ox00010202, EIP: OxB0299db4, CS: OxDDUOOBO8, DS: OxBOOOOO1O.
Error code: Ox00000002

Debugger called: <{panic>
Backtrace ((.PU 0), Frame : Return Hddress (4 potential args on stack)
0x11f9bd78 : 0x21bB37 (Ox5dd7fc Ox11f9dac 0x223cel 0x0)
0x11f9bdc8 : Ox2abfba (0x359%e3d0 Bx299db4 Oxe 0x59%e59%a)
Ox11f9ea8 : Ox2ala78 (Ox11f9becH OxO Ox11F9bf98 Bx299db4)
Ox11f9beb8 : Ux299db4 (Oxe Ux1560048 O0x400010 Bx10)
0x11f9bf98 : Ox4d15e1 (0x313h798 Ox16b Ox6 Ox26f27el)
Ox11f9bfc8 : Ox2al79c (0xD Ox1 Ox10 0x328ch44)

BSD process name corresponding to current thread: fseventsd S X Server

Hac 0S version:
18K540

. . Nom :
Kernel version:
Darwin Kernel Version 10.8.0: Tue Jun 7 16:33:36 PDT 2011; root:xnu-1504.15.3~1/RELERSE_1386
System nodel name: VMware/,1 (440BX Desktop Reference Platform)

System uptime in nanoseconds: 1362174648730
Entering system dump routine
Attempting connection to panic server configured at IP 1/2.16.47.1,
Resolved 172.16.47.1°s (or proxy’s) link level address
Transmitting packets to link level address: 00:50:56:c0:00:08

port 1069 ~ v

Quvrir une session

Kernel nap size is 506036224 E . ‘ F o

Sending write request for core-xnu-1504. lb 3-172. Ib 47.3-28/b57bd , . ofs

Kernel map has 1438 entries

Gener ate; Mach-0 header size was 80860 ; ' : "
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VVhat happens

® Kernel panic, different each try, random,
often crashing in zalloc or zfree.

® This points to a kernel memory corruption

R "y
ol Y i Bnhp o il oA -
( L|, v". .]_- i
o et " ] .

. Trled KDP statlc analy5|s I couldn t fnd the

. —
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Kernel heap tools

® zone allocator debugging boot args :

® -zc adds address range check of
next free element and saves the pointer in
2 locations to compare them
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Kernel heap tools (2)

® VWe can even send a core dump to a
remote machine at the time of the
corruption.

° The kdumpd serwce should be runnlng on__ "

‘bk- &
’l 8 ) o AR ) -l
.:.“{. :, J,.- 8= 12 1 r e

p... e ) F
-~“.-".T' 'r ,-. Reg 2 ‘r,'-
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Overflow confirmed

panic{cpu 0 caller 0x2350d8):

erly/zal loc.c:908

Debugger called: <{panic>

"a freed zone element has been modif ied”@/SourceCache/xnu/xnu-1504.15.3/o0sfnk/k

Backtrace (CPU 0), Frame : Return Address (4 potential args on stack)

Ox1508ae38 : 0x21b837 (Ox5Sdd7fc Ox1508aebc 0x223cel 0x0)

Ox1508ae88 : 0x2350d8 (0x5949a4 Ox1 Ox0 Ox0) | -

Ox1508af28 : 0x235%a60 (Ox161dedd Ox1 OxO0 Ox1000) 2

Ox1508af48 : 0x2ceedSc (Ox161dedd OxD 0x28 0x3) ' r
Ox1508af88 : 0x2cfcOb (Ox11e61730 Ox1000 Ox1508b028 0x852b24) Y i
Ox1508b028 : 0x2cfe8d (0x427f4d0 Ox4 Ox0 Ox1000) _J"'
Ox1508b068 : O0x2cff4a (Ox1000 OxO OxO Ox10) F :
Ox1508b088 : Ox419f76 (Ox427f4dD Ox4 Ox0 Ox1000) e -
Ox1508b0Of8 : O0x450d0c {(Ox427f4dD Ox4 Ox0 Ox1508b15c)

Ox1508b118 : 0x452c51 (x2cf6004 0x4 OxO0 Ox1508b15c)

Ox1508b198 : 0x44f518 (O0x2cf6004 0x2d03820 0x1508bl1c4 0x1508b264)

0x1508b288 : 0x41c42d (Ox4274ei0 0x2d03804 0x1508b2b0 0x1508b2Zbe)

0x1508b2d8 : 0x441430 (0x3a82004 0x2 Ox0 Ox1508b6c4) =1 VE

Ox1508b6f8 : Ox437d78 (0x3a82004 0x26d8804 Ox0D 0x0) A
Ox1508b828 : 0x439363 (Ox0 Ox1f9d2f4 OxD OxO) F
Ox1508b908 : 0x2fe9b2 (0x3355948 0x27d1564 OxSFbff378 Ox7fff) f?’
Ox1508b938 : 0x2flce? (0x3355948 0x27d1564 OxSFbff378 Ox7fff) 48
Ox1508bf28 : 0x2f2406 (Ox314a7eld O0x1508bf48 0x1f9d234 0x30d115)

Ox1508bf78 : O0x4f82fb (0x314a7eld Ox1fa3c28 0x1f9d234 0x0)

Ox1508bfc8 : O0x2a251d {(Ox1fa3c24 0x0 Ox10 Ox1fad4764)

BSD process name corresponding to current thread: mount_hfs

B2D brLocez2z2 wowe couLezbougrud (0 CrLLBUL [PLEYY: WOMUE PL2

EX1208PLCE : BX395219 (OX1L93CS4 0X0 0X10 0X1L941e4)
OX1208PLAS : OX4LBSLP (0X314916Q0 @X]L93CS8 0X1La4S3d 0X0)
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gdb is now usefull

® Apple releases symbols for all kernels in a
downloadable Kernel Debug Kit

® just need mach_kernel, mach_kernel.dSYM

b : . Yo
& X d v - .- LSl S LT = . v
a 4P~ ) v Y - ] \ ) © et . »
P ot T e .,.\4‘." ,',_-.1. — P o g - =l ) .‘_‘4..“ L4 &
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symbolicated backtrace




after-death zp
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What the...!?

#2 0x002350d8 in zalloc_canblock (zone=0x161ded®, canblock=1) at /SourceCache/xnu/xnu-1504.15.3/0sfmk/kern/zalloc.c:908
warning: Source file is more recent than executable.
908 REMOVE_FROM_ZONE(zone, addr, vm_offset_t);

(gdb) hexdump zone—>f

ree elements

0x000000000218d000 : ef 82 00 00 00 00 00 ff 01 00 11 00 00 00 16 |....cccevcannaas]
0x000000000218d010: Yo Yo Yo Y1 00 08 00 75 00 6e 00 74 00 69 00 74 |.......u.n.t.i.t|
0x000000000218d020: 00 6¢c 00 65 00 64 00 01 00 00 00 00 00 57 00 00 |.l.e.d.......W..|
0x000000000218d030: 00 02 ca 90 17 84 ca 90 17 84 ca 90 17 84 00 00 |......ccveuunnnn |
0x000000000218d040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.......ccevvuues |
0x000000000218d050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.......ccccvuuues]|
0x000000000218d060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |........ccccuuuus|
0x000000000218d070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 06 |......cccvvuunns |
0x000000000218d080: 00 00 00 02 00 00 00 03 00 00 00 00 00 01 00 08 |......cccvvuuuas |
0x000000000218d090: 00 75 00 6e 00 74 00 69 00 74 00 6c 00 65 00 64 |.u.n.t.i.t.l.e.d|
0x000000000218d0a0: 00 1a 00 00 00 02 00 0a 00 2e 00 66 00 73 00 65 |.....ccuu.. f.s.e|
0x000000000218dob0d: 00 76 00 65 00 6e 00 74 00 73 00 64 00 01 00 80 |.v.e.n.t.s.d....|
0x000000000218d0cO: 00 00 00 01 00 00 00 12 ca 90 17 84 ca 90 17 84 |....ccveennnnnas]
0x000000000218d0d0: ca 90 17 84 ca 90 17 84 00 00 00 00 00 00 00 00 |......ccvvuuunea]|
0x000000000218d0c0: 00 00 00 50 00 00 41 cO 00 00 00 01 00 00 00 00 |...P..A......... |
0x000000000218d0T0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.......ccccnuunn |
§X0000000005T7890L0: 60 60 60 60 66 60 60 60 60 60 60 60 60 60 00 69 |- ccccccrcrrrrrce |
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Kernel heap tools (3)

® We can go further with the -zlog boot arg
now that we know the compromised
zone name: buf.4096. It traces allocations
and frees (which we need to know to

- perform the feng shui,

o v .
- « ) ali ot el oF
- ot J { o 5 _— e oot v i Sheialie 8 3 s
’ N 3 It - 4 X B 3 b PR T O
o 5 A 4 e : Sa e >
pral AAE " ’ [i : > B __Q K -' el - 2O .
’ =, v : , -
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Preparing feng shui

zstack debug macro gives latest allocations
and frees of the given zone

conclusion is that buf.4096 is not the best

zone to play with : it changes often because

of the root filesystem also using 4KB
blocks.

also, iOS next kernel page allocation is not
predictable (see Kernel Heap Armageddon)




Exploitable ?

® Here we basically can write arbitrary data
coming from a vnimage to a free element in

the kernel heap

® Talking about exploitation: if the

Wednesday, May 30, 2012



Exploitable ? (2)

® Need an allocation size < 4KB (layout is
not predictable at the page level on |OS) :

® Switch to HFS+ images of 512 B / block

o o ' " ) S : 5 % ‘ - " ‘3 ' o e el et
ra - . R B &L B - - = » il 24 P 4l - . 4 i< Lk 3 Rl - &y o A . PgS T LI R )
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From vuln. to exploit

® 3 vnimage with a block size of 512 bytes :
® vnimage.clean : standard image

(]
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y o A0 E - . N = - oo
y 5 &1 ‘Ll'—" s = b ~ n '-I‘. . 6 ) “ ‘ * ° . \‘ o ..:_.- o - ‘ ' - Q | . '. y e B ‘ { 4 X Py o 0y ’»"—
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Exploit sequence

mount vnimage.clean #1
mount vhimage.clean #2
unmount vnimage. clean #1
unmount vnlmage clean #2

e EXrs 4 ' e :“1: .a A | ‘ ,’ Y .T. ‘n.v ‘:;? r [ | ‘_'-“.A'”"" 1: s - - . v — e
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

Oxe00

0x200

Oxc00

0x400

0xa00
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Heap Feng Shui

offset in page allocated ? next free list

0x000 0xc00
0x200 0xa00
0x400 0x800
0x600 0x600
0x800 0x400
0xa00 0x200
Oxc00 0x000
Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list

0x000 0xa00
0x200 0x800
0x400 0x600
0x600 0x400
0x800 0x200
0xa00 0x000
Oxc00 vhimage.clean | #2

Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list
0x000 0x800
0x200 0x600
0x400 0x400
0x600 0x200
0x800 0x000
Oxa00 vhimage.clean | #3
Oxc00 vhimage.clean | #2
Oxe00 vhimage.clean | #I

Wednesday, May 30, 2012




Heap Feng Shui

offset in page allocated ? next free list
0x000 0x600
0x200 0x400
0x400 0x200
0x600 0x000
0)%¢]0]0) vnimage.clean 2 #1
Oxa00 vhimage.clean | #3
Oxc00 vhimage.clean | #2
Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list
0x000 0x400
0x200 0x200
0x400 0x000
0x600 vhimage.clean 2 #2
0)%¢]0]0) vnimage.clean 2 #1
Oxa00 vhimage.clean | #3
Oxc00 vhimage.clean | #2
Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list
0x000 0x200
0x200 0x000
0x400 vhimage.clean 2 #3
0x600 vhimage.clean 2 #2
0)%¢s]0]0) vnimage.clean 2 #1
Oxa00 vhimage.clean | #3
Oxc00 vhimage.clean | #2
Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list

0x000 0xa00
0x200 0x200
0x400 vnimage.clean 2 #3 0x000
0x600 vhimage.clean 2 #2

0)%¢s]0]0) vnimage.clean 2 #1

0xa00

Oxc00 vhimage.clean | #2

Oxe00 vhimage.clean | #I
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Heap Feng Shui

offset in page allocated ? next free list

0x000 Oxc00
0x200 Oxa00
0x400 vnimage.clean 2 #3 0x200
0x600 | vnimageclean 2 2 0x000

y L ‘-.‘.-i_. e e i | T £S89 = . h g oYa o PR AN DO
J‘,. :.. i ' A | _| '.._’ﬁ' '.’ ~"_._' [ _" | ‘?'. -- ",‘ s.‘.,.,

vnimage.clean 2 #|

vnimage.clean | #I
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

Oxe00

0x200

Oxc00

0x400

r

vhimage.clean 2 #3

0xa00

r

vhnimage.clean 2 #2
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Heap Feng Shui

offset in page allocated ? next free list

0x000 0x400
0x200 Oxe00
0x400 Oxc00

I—I
0)'¢-10]0) vhnimage.clean 2 #2 0)'¢10]0)

T, ) '. - '.;.I—I " : ' el ;"._ g ’ ‘ - .'._“ A-_: u_: | * g
L vnimage.clean 2 #| SRR ) : A

: o~ e —'v.-.
R PR e e o
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Heap Feng Shui

offset in page allocated ? next free list

0x000 0x600
0x200 0x400
0x400 Oxe00
0x600 Oxc00

| vnimage.clean 2 #I i O () () gt 8

. 5 as Ny
~ a5 ha i
] ] o P CRWCE ..*'-‘.~. _
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x800

0x200

0x600

0x400

0x400
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Heap Feng Shui

offset in page allocated ? next free list
0x000 0x600
0x200 0x400
0x400 Oxe00
0x600 Oxc00

| vnimage.overflow#!l | = Oxa00 |
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x400

0x200

Oxe00

0x400

o as -
- S s g
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0x600

vhimage.overflow #2

vhnimage.overflow #|

Oxc00

0xa00
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

Oxe00

0x200

0x400

Oxc00

]

vhimage.overflow #3

0xa00

]

vhimage.overflow #2
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x200

0x400
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x400

0x200

0x400
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Heap Feng Shui

offset in page allocated ! next free list

0x000 0x600
0x200 0x400
0x400 Oxe00
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x800

0x200

0x600

0x400

0x400
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Heap Feng Shui

offset in page allocated ! next free list

0x000 0x600
0x200 0x400
0x400

AL

‘ vnlmage.clean ! gl }
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x400

0x200
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Heap Feng Shui

offset in page

allocated ?

next free list

0x000

0x200

0x400
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Heap Feng Shui

offset in page allocated ? next free list
0x000 overflowed
0x200
0x400 vnimage.clean 3 #3
0x600 vnimage.clean 3 #2
0)°¢o{0]0) vnimage.clean 3 #|
0xa00 overflowed
Oxc00 overflowed

Oxe00

vhimage.payload #l|
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Heap Feng Shui

offset in page allocated ? next free list
0x000 vhimage.payload #2
0x200
0x400 vnimage.clean 3 #3
0x600 vnimage.clean 3 #2
0)°¢o{0]0) vnimage.clean 3 #|
0xa00 overflowed
Oxc00 overflowed
Oxe00 vnimage.payload #|
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Heap Feng Shui

offset in page allocated ? next free list

0x000

0x200
N
0x400

vhimage.clean 3 #3

- 0x600

vhimage.clean 3 #2

X

1 vhnimage.clean 3 #| {

.
overtlowed

.
overtlowed

vhnimage.payload #|
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Exploited :-)

N —
vhimage.payload #2
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Kernel write anywhere

® Corona exploit replaces 512 bytes of sysent
with half sysent / half HFS data

® A particular syscall is replaced with a write
anywhere gadget

e .
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KWA ROP gadget

RO, R1, [R1]
R1, [RO,#4]
LR




More information ?

® PoC source code will be released to GIT
after HITB

® K Q ; CI C
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questions?
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Enjoy your lunch and make
sure you join us for part 2




Enjoy your lunch and make
sure you join us for part 2
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