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PostScript: Danger Ahead?!
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whoami: in-between SW/HW hacker

Hacking MFPs (for fun & profit)
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Agenda

2. What about PostScript?
3. So, what and how did you find?
4. Attacks in a nutshell

5. Solutions and conclusions
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MFEPs carry large abuse potential
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The “micro”-film camera, marked X
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http://books.google.com/books?id=KIEIX2X-na8C&lpg=PA68&ots=2im-APXCTH&dq="Spies in the Xerox Machine"&pg=PA68

Modern printer hacking goes back almost a
decade

2002 2006

Initial printer hacks Broader & deeper

(FX/pH) printer hacking
(irongeek)
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http://www.youtube.com/watch?v=t44GibiCoCM
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Printing this page will upload a file to the printer’s flizsystem. N

¢+ Select Telnet 10.27.2.20

Before LIP

After LIP

(there are on this discovery)
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http://www.youtube.com/watch?v=KrWFOo2RAnk
http://www.youtube.com/watch?v=njVv7J2azY8
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Agenda

1. Quick refresher

3. So, what and how did you find?
/.. Attacks in a nutshell

5. Solutions and conclusions
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Adobe PostScript and
the future

PostScript s a living language.
Since introducing PostScript in
1985 as an open standard, Adobe
has continually made improve-
ments to the software.This has
yielded powerful new capabilities
such as Adobe PostScript Fax
printers and the coming generation
of multifunction products, which
will include fax. copvina.and

costin HITB2012AMS 10
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http://www.adobe.com/products/postscript/pdfs/psprintprime.pdf
http://www.adobe.com/products/postscript/pdfs/psprintprime.pdf
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Ray-tracing, OpenGL

Complex math
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" PostScript IS NOT just a static data stream like

R
= PostScript IS a

" Dynamically typed & concatenative
= Stack-based

" Turing-complete

" Programming language

=" What does it all mean? Exactly!

HITB2012AMS
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= User writes the doc and hits Print
" PS printer driver transforms it to PS stream for specific device
= PS data stream on PRN

= User Opens a PS file from email/hdd
= PC-based PS interpreter processes it
= PS data stream executes on PC

" In both cases, PS data stream IS A PS program
" Program != static data

HITB2012AMS
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" Programming languages 101:
= Control statements
= if/else
" [oop
= while

= Simplest DoS attack is an “infinite loop”
" /%
= {}loop

HITB2012AMS
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* You wonder why your smart IDS/IPS rules stopped working?

" Here is why:
" ps_dynamic_statement_construction_and_execution.ps

= Solution:
" Bad news: Need dynamic execution sandbox
" Good news: It’s coming in upcoming weeks

HITB2012AMS
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= Submitted to MS

= Apparently this one is not exploitable as in smash stack attacks

" But it opens an interesting perspective on MS Office...

HITB2012AMS
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" One got to love custom extensions

» Send a print-job stream directly by mere opening the file

" Requires more investigation, but perspective is interesting...

HITB2012AMS
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Dynamic document forging/generation + SocEng
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Computer side Printer/MFP side

The printer driver encountered an unexpected error ~ it has been logged.

Please print this document directly using printer convenient user interface.

8 CentreWare
Internet Services

Phaser 6250

drandreicostis HITB2012AMS
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User computer User printout

Page 128 of 1024 Page 128 of 1024
...(some legal clauses trololo)... ...[some legal clauses trololo)...

The customer X agrees, by signing the printout, The customer X agrees, by signing the printout,

to pay 100 EUR to the vendor Y to pay|1000 EUR|to the vendor Y
...(some more legal clauses trololo)... ...(some more legal clauses trololo)...

drandreicostin HITB2012AMS 19
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Applications incorporating the PS interpreter

8888 - U

Applications/vendors producing the PS interpreter

The PS interpreter specifications and standards

HITB2012AMS
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http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.accesssoftek.com/
http://office.microsoft.com/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.adobe.com/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://office.microsoft.com/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.ghostscript.com/
http://www.ghostscript.com/
http://www.ghostscript.com/
http://www.cups.org/
http://www.gimp.org/
http://www.irfanview.com/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.ghostscript.com/
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http://www.data-connect.com/Print_Servers.htm
http://www.ghostscript.com/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.cups.org/
http://partners.adobe.com/public/developer/ps/sdk/index_archive.html
http://www.cups.org/

" PostScript made it into the web as well

=" Around 20+ services found to be vulnerable to various degrees
= Google was one them -> Bounty reward ©

= Some fun facts
= Effective for host exploitation and information gathering
= Some ran GS as root user
= Some ran GS without —dSAFER
= All of them ran vulnerable GS versions
" Heap and stack overflows

= More details to come...

HITB2012AMS
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Agenda

drandreicostin

1. Quick refresher

2. What about PostScript?

2. Attacks in a nutshell

5. Solutions and conclusions
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A PS-based firmware upload was required

Click the “Browse™ button. In the resulting file open window, select the firmw:
update file that is provided as part of this update package. Firmware update fil¢
will have a file extension of “.ps™. Shown in the upper red oval.

X CentreWare
Internet Services

XEROX Phaser 6250

uam_g kevinds250 i
DNS'  kevind6250 File Download
support office j
xerox.com
B 138270247 |

Select apmmmwostsamms PCL or Piain Text ) and |

fieDowiosd [ © Pontimmedaten |

] Print Demo Pages © Saved Print

Print Configuration Pag Job Name: |

Figure 4: Select the firmware update file and press the green button to send it.

drandreicostin HITB2012AMS
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VxWorks API
/VX* Xk k

Debug/QA API

Logging API
/***EventlLog

Pump PWM
/***pumppwm

BillingMeters API
/***meter***

Flash API
/***ﬂash***

RAMdisk API
/***ramdisk

RAM API
[EFE pam*H*

HITB2012AMS
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Admin restriction fail to prevent memory dumping

drandreicostin HITB2012AMS 27
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2)HTTP reply
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1) Authorization: Basic YWRtaW4yO...

2) HTTP/1.1 200 OK

HITB2012AMS
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http://osdir.com/ml/network.freeswan.user/2003-08/msg00451.html
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Protection measures

Privilege level separation

Restrict sockets on unprivileged modules

HITB2012AMS

Fail / warn / ok
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xerax Phaser 85600MN
xerax Phaser 85600
¥erax Phaser 8560
xerox Phaser 85600T
“erox Phaser 8500MFR,/D
xerox Phaser 8560MFR,/T
“erox Phaser 8500MFR/M
xerox Phaser 8560MFP/ X
¥erax Phaser 8500N
xerox Phaser 85000MN
xerax Phaser 85500DF
xerox Phaser 6360MN
xerax Phaser 63600MN
xerox Phaser 63600T
xerax Phaser 63600
xeroy ColorQube 8570M

serox ColorQube B5700MN
xerox ColorQube 85700T
<erox ColorQube B2700MN
xerox Phaser 77600M
xerox Phaser 77600%
xerox Phaser 77606k
xerax Phaser 7760GxM
xerox Phaser 45108 BAW
“erox Phaser 4510M BAW
xerox Phaser 451007 BAW
serox Phaser 45100x B
xerox Phaser 55508 BAW
“erox Phaser 950N BAW
xerox Phaser 55500M BAW
“erox Phaser 55007 B\
xerox Phaser 8510
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1. Quick refresher

2. What about PostScript?

3. So, what and how did you find?

5. Solutions and conclusions
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Stage 1 - SocEng

Stage 2 - Printing

Print
attachment

Print
from
web

HITB2012AMS

Stage 3 — Exploiting/spying

Malware exploits
internal netw. or
extracts data

malicious

byte

stream
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1. Quick refresher
7. What about PostScript?
3. So, what and how did you find?

2. Attacks in a nutshell
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= Secure PostScript Execution/Interpreter Sandbox

= Set of online/offline tools for analysis & reporting

= Wepawet-like, but for PostScript related data

" Perhaps have it part/along of IDS/IPS/AV/PrintServer data-flows

HITB2012AMS
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What’s next? PS + MISF + FS + Sockets = PWN!
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Solutions

Actor Suggested actions

Admins

Users

Vendors

frandreicostin HITB2012AMS 41
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video & code/28c3_video9_ps_SOLUTION_language_operator_authorization_disable.avi

The Xerox-related PostScript work & research done under support of

D RESEARCH

LABS

HITB2012AMS ”
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http://srlabs.de/

Thanks/resources

Xerox Security Team

www.tinaja.com

www.anastigmatix.net

www.acumentraining.com

Personal thanks

Igor Marinescu, MihaiSa
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https://picasaweb.google.com/igor.marinescu
https://picasaweb.google.com/igor.marinescu
http://www.xerox.com/security
http://www.tinaja.com/post01.asp
http://www.anastigmatix.net/postscript/resource.html
http://www.acumentraining.com/resources.html

MFPs are badly secured computing
platforms with large abuse potential

Upcoming MFP attack could include
viruses in Office and PS documents that
extract organization data

Securing the MFP infrastructure requires
better segmentation, strong credentials,
and continious vulnerability patching

Check upcoming research papers
Check www.youtube.com/user/zveriu

Andrei Costin

HITB2012AMS
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