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Chapter 0x01

INTRODUCTION






Here

Claudio “nex” Guarnieri @botherder
Security Researcher at iSIGHT Partners
Core Member at The Shadowserver Foundation
Full Member at The Honeynet Project
Pizza, pasta, Ferrari
Cuckoo Creator and Lead Developer



Not here

Alessandro “jekil” Tanasi @jekil
Dude from Hostmap,
Cuckoo Core Developer and Fussy Bitch Engineer

Dario “bagode” Fernandes
Google Summer of Code 2011 student
Cuckoo Windows components developer



Chapter 0x02

AUTOMATED MALWARE ANALYSIS



Problems

Malwares in the wild are way too many
Manual analysis takes a lot of time
Static analysis requires strong skillsets

Need to deal with packed, polymorphic, self-
modifying code

Performing dynamic analysis manually is a
tedious work






Pros

Can automate the whole analysis process
Process high volumes of malwares
Usable by virtually anyone

Get actual executed code

Can tweak to do cool shlt

Automating is coo
Automating is coo

Automating is coo



Lets you focus on more important duties

and still get paid



Cons

Commercial solutions are very expensive

Some portions of the malware code could be
not triggered

Environment could be
Difficult to successfully automate

Without proper consumption of the results, it
gets useless



Preparation

Need to define your requirements and

Need to design the analysis environment
carefully

Need to design and implement a proper use of
the data and integration with other systems
and storages



Ask yourself #1

Why do | need a Sandbox?
What do | expect to achieve?

What information is most relevant to me or to
my organization?

IS gonna consume the results and what
for?

How can | make it easily consumable



Do
Do
Do
Do

Ask yourself #2

want to ana
want to ana
want to ana
want to ana

yze PDF exploits?

yze Office exploits?

yze PHP and Perl ?
yze browsers’ exploits?

What else do | want to analyze?

Do | want it to communicate with the outside?



Chapter 0x03

CUCKOO SANDBOX



What is it

Automated malware analysis system
Uses virtualization
Easy to use

Easy to customize

Every single piece of it it’s Open Source!



History

Google Summer of Code 2010

DRG Security Innovation Grant 2011 finalist
Google Summer of Code 2011

Malwr.com

Google Summer of Code 2012

Rapid7 Magnificent7 winner of 15t round
http://community.rapid7.com

powered by

~**RAPID7



It can

Analyze PE32, PDF, DOC, URLs, PHP, Perl,
Python scripts... you name it

Be fully customized to do whatever you want

Be in larger threat intelligence
frameworks



It generates

Win32 functions calls trace
Dropped files

Screenshots

Network traffic dump
Comprehensive reports






Components

;i




Scheduler

Main component

Dispatches the pending tasks to the pool of
machines available

Runs all the juicy modules we’re gonna see in
a bit
100% Python



Analyzer

Component that instruments the guest
machine

Chosen depending on the platform of the
selected machine

Only Windows now, but can support more

Runs the malware and do stuff with it
100% Python



Cmonitor

using chook to install hooks on predefined
win32 functions inside process memory

Gets injected into the target process
(QueueUserAPC or CreateRemoteThread)

Logs the functions calls to files



Chook

Custom inline hooking library
Allows definition of custom hook trampolines
Replaced Microsoft Detours



Reason #1

FARPROC addr;

addr = GetProcAddress(LoadLibraryA("kernel32.d11"),
"CreateFileW");

1f(*(BYTE *)addr == 0xE9) // Hook detected



=101 x| ||N]

: Size Entry Name File version Path
0000 0001C000| 180081991 | kzabig

4 || Address | Section | Type Name

C:scuckoosdl Inkzabiq.adll 7C82FACS| . text Export CreateNamedP ipel)
0008 Ba1CABBA | S9E5DEBEE | AcGenral 5.1.2600,.5512 (i C:N\WINDOWSSAppPatch~AcGenral.0LL IR "C82ACS4 .text Export CreateNlsSecurityDescr
0000 | BRBABN0R| 77F470FE| ADVAPI32| 5.1.2600,5512 (i C: “\WINDOWS system32°\ADVAPI32.dl 7C81D827| . texnt Export CreatePipe
Q000 | 00B4A000| 76361619| comd l932| 6,808, 2908,.5512 s N\WINDOWS system32hcomd la32.dlL L 7C80236B| . text Export CreateProcessh
0000 | B0A96000| 77AS1632| CRYPT32 | 5.131.2600.5512 \wINDOMS\system32\CRVPT32 dll 7C81D536| . texrt Export CreateProcessInternalR

0006 | 00010008 ABD72029| customHo
0000 | 00023000 BOD9SODA| distorm3

PU - thread 000004E4, module kernel32 D04E4, module kernel32

:\[jj NODOLWSssusten=225\rustanHAn
)

210 29 c port CreateProcessInternalll
port CreateProcessl

12336 68 60030010 PUSH 10000360 " PUSH 10000360 | Registers (FPU)
ggggg gg = EAX 7FFDFO00

o D ) ECX 00000002
32330 FF?5 2C DWORD : [EBP+2C] r.\ - d EDY 90860663
32340 FF75 28 DWORD : [EBP+28) ot S pebt i
12342 FF75 24 DWORD : (EBP+24] PUSH ESP B@BBFFCC
12346 FF75 20 DWORD : [EBP+20] PUSH EBP GOOBFFF4
s e e BUceS EIR S3:teepei PUSH

WORD . BP+18 o
234F FF75 14 PUSH DWORD : [EBP+14] EDI 0ooa00as
32352 FF75 18 gggﬂ DWORD : [EBP+10] EIP 7C91120F ntdll.
12355 FF75 @ H DWORD : [EBP+C] .
2358 FF75 08 PUSH DUIORD '+ [EBP+8] K00 S oo aeb ik
235E  6A 00 PUSH @ B a3 g2 ooaa 250E
12350 E8 3A740100 CALL kernel32.CreateProcessinternalll 2 1 DS 0023 32bit
2365 (2 2800 PETN 98 S @ FS 0038 32bit
502 S5 2 E g GS 8899 NULL
il gg 1L 0 @ LastErr ERROR_
ggggg gg ngg EFL 00906246 (NO,NE
N

1236E 68 DBDSE010 PUSH 10080500 §¥? gﬁg:ﬂ %Zggglgié
il gg LEL ST2 empty 9.4742869

" O e ST3 empty 1.6975966
32372 FF75 2C PUSH DWORD S: [EBP+2C) T4 oDty & 37ocoee
12375 FF75 28 PUSH DWORD : [EBP+28] a1 empty 2 2683612
7S PSS bR i PTR ey ST2 ey Sk
3 WORD . P+20

DWORD P : [EBP+18]

: FST G998 Cond © @
2384 FF75 14 PUSH DWORD : [EBP+14]
32387 FF75 10 PUSH DUORD : [EEP+10] FCW B27F Prec NERR
2387 FF75 @C PUSH DWORD PTR SS:[EBP+C)
32380 FF75 08 PUSH DWORD PTR SS:[EBP+E]
2390 6A 60 PUSH @
12392 E8 SFB18166 CALL kernel32.CreateProcessinternalf
32397 &0 POP EEP
2398 C2 2800 RETN 28
2398 90 NOP
3239C 90 NOP
2390 90 NOP
239 90 NOP
239F 90 NOP
23R8 6A 2C PUSH 2C
23A2 68 GAR48A7C PUSH kerne 32, 70802460
23A7 ES 2A010000 CALL kernel32.7C3024D6
323AC 745 C4 14000001 MOU DWORD PTR SS5:CEBP-3CI, 14

12383 (745 C8 91099901 MOU DWORD PTR S55:[EBP-381.1
123BA  33CO XOR EAX, EAX v ’<_
. +




N
Path Address | Section | Type MName

{ C:NWINDOWSNsystem32 kerne | 32 7C82FF9F| . text Export CreateF iber

: C:NWINDOWSNsystem32\MSACM32 7C82FFBF| .text Export CreateF iberEx
$\WINDOWS sy stem32\MSASNL. il FCS801R28| .text Export CreateFileR
:N\WINDOWSNsystem32 \MSCTF.d 7C8A94EE| . text Export CreateFileMappingR
\MINDUNS\system32\msucrt 7C889428| . teut Export CreateFileMappingll
eateFilel

: s - 2 1+ ZOUW,. 00 1 H eateHardL inkA

w8 A8 LLLVDUU e W

e Entry MName

1816066 7CE80BE3E kerne |32
115600 77BB1292 MSACM32
212000 77AF3399 MSASN1
A4C006 746B13AS MSCTF
AS80068| 77BEF2A1 | msvert
114000 81867390 notepad
ABSH06 7C922C28 ntdll

(
(
¢
(s
(3
(4
(q

ead 000004E4, module kernel32

S 40ES0010 pr ERX, 1008ES40 Registers (FPU)
22 by 25 ’ § EAX 7FFDFO00
e | - ey 000EARN2
345 18 ggg EQX DWORD PTR SS:[EBP+181] =1 % ALs \e A E 54 M ARBERGG3
£84 46FFO100 I kernel32.70330748 A viyiess ]
F84 C7060000 . kerne!32.7CB10ED0 : W EQY 20000004
FS5 DB1FOEOR U7 kernel32.7CE127EE C EAX R iiiiiiis
245 F8 eleeeeeugggHoggin PTR SS:[EBP-81],1 cFFA166 o EIP 7C91126F ntdll.7C2112@
B75 03 MOU ESI,DWORD PTR SS:[EBP+8) e e
A apiafla A @ S5 9023 32bit B(FFFFF
D45 E8 LER EAX, DUORD PTR S5: (EBP-18] S b el cllddeas
FIS 4@10867C CALL DWORD PTR DS:[<&ntdll.RtlInitUnico ntdll.RtLInitUnicodeString R
i TN EoheERX 0 @ LastErr ERROR_SUCCESS
613945 €8 CHE WORD PTR SS: (EBE-151,0X EFL 88800246 (NO,NE,E,BE,N
JBE erne
FB74D ES MOUZX ECX,WORD PTR S5: [EBP-18] Sy bty 2. e e
aE3 Sai R ST2 empty 9.47428692023337
6:837C4E _FE SC CMF WORD PTR_DS: [ESI+ECK#2-21,5C 215 oty 1 eoreocesngcnon
2 . STS empty 2.26936172858755
370 Fo HOU DUORD PR SS: [%EEFIH] JEDI STé empty -2,2935805851333
WORD P Ss - -
D45 ES LER ERX, DUORD PTR S5: (EEP-168] S L
P FST @008 Cond @ @ @ @ Er
2 ES010000 CALL kernel32.7C810ABS
g7 CMP EAX, EDI FCWw 827F Prec NEAR,53 Ma
FE5 AAFE@0O0 Nz kerne |32, 7CE1FFOS
D45 CO LEA EAX,DWORD PTR $5:[EBP-42]
8 PUSH EA%
7 PUSH_EDI
D45 ES LEA EAX,DWORD PTR SS:[EBP-18]
8 PUSH EA%
s PUSH ESI
F15 4C11867C CALL DWORD PTR DS:[<&ntdll.RtlDosPathNai ntdll.Rt IDosPathNameToNtPathName_U
4Co TEST AL, AL
FS4 38480200 JE kerne|32.7CE350AE
B45 EC MOY EAX,DWORD PTR SS:[EBP=14]
345 F4 MOU DWORD PTR SS: [EBP-C1,EAX
B45 Ca MOV ERX,DWORD PTR SS:[EBP-48]
6:3BC7 CHP AR, DI
FS5 FD4BO200 Nz kerne |32, 7C835482
97D C8 MOV DWORD PTR SS:[EBP-38

1], EDI
B45 C8 MOV ERX, DWORD PTR SS: [EBP-38]




Reason #2

BFBa166a [S Al aaza0aaaF NOU{EQX.DNORD PTR DS: [FBB3884]

BFB6B166S (I RETH

BFBa166s 5 837C24 88 A1 CHP DUWORD PTR SS:[ESP+21,1

BFBB166E | . 7S 16 JHZ SHORT detoured.B8F881810D

AFaa16aaD | . SB4424 a4 MOU ERX,DWORD PTR SS:[ESP+4]

BFo61611 | . SO PUSH ERX hLibModu le
AFBB1612 | . A2 Ga26666F MOU DWORD PTR DS: [FB626661, EAX [

AFaa1a17 | . FF1S gazaaaaF CALL DWORD PTR DS: [<&KERNEL32.DisableTh:&DisableThreadl ibraryCal |
BFB81610D | > 33CH #0R ERX, EAX

BFBB161F | . 46 INC ERX

AFea1626 L, C2 aCcoa RETH 8C

BFBB1623 cC INT2

AFaa16z24 . FF25 gazaaaaF 1P DWORD PTR DS: [<&KERNEL32.DisableThr kernel32.DisableThreadlLi
BFBB162A (1%} DB 66

BFBB162E (217} DB 66

BFBB162C (2]%] DB 66

BFBB162D (]%] DB 66

BFBB162E (]%] DB 66

BFBB162F (2]%] DB 66

BFBB1636 (2]%] DB 66

BFB61631 (217} DB 66

BFBB1632 (2]%] DB 66

AFBa1833 517 DE @948



Execution flow




genesis:src nex$ ./cuckoo.py

Cuckoo Sandbox 0.4-dev
www . cuckoobox.org

Copyright (c) 2010-2012

2012-05-19 23:14:28,605 [1ib.cuckoo.core.scheduler] INFO: Loaded 1 machine/s



Submission

From command-line, Python APl or SQLite DB
Specify file path
Specify analysis package and its options

Specify machine to be used or operating
system

Specify timeout,



Modules & Customization

Analysis Packages
Machine Managers
Processing
Reporting

Signatures



Analysis Packages

Python classes ©

Defines how the analyzer should start and
interact with the malware

Specified at submission or selected upon file
type

Can create as many as you want and do
whatever you want



from 1ib.common.abstracts import Package
from lib.api.process import Process

class Exe(Package):
def run(self, path):
p = ProcessQ)

if "arguments" in self.options:

p.execute(path=path, args=self.options["arguments"], suspended=True)
else:

p.execute(path=path, suspended=True)

p.inject()
p.resume()

return p.pid

def check(self):
return True

def finish(self):
return True



from 1ib.common.abstracts import Package
from lib.api.process import Process

class DOC(Package):
def run(self, path):

arg = "\"%s\"" % path

p = Process()

p.execute(path="C:\\Program Files\\Microsoft Office\\Officel2\\WINWORD.EXE", args=arg,
suspended=True)

p.inject()

p.resume()

return p.pid

def check(self):
return True

def finish(self):
return True






Other examples

Honeyclient?

Banking trojan analyzer
USB Honeypot

Up to you...



genesis:src nex$ tree -d modules/
modules/

— machinemanagers

— processing

— reporting

L— signatures

4 directories



Machine Managers

Yes, Python classes ©
Define interaction with virtualization software



import subprocess

from 1ib.cuckoo.common.abstracts import MachineManager
from 1ib.cuckoo.common.exceptions import CuckooMachineError

class VirtualBox(MachineManager):
def start(self, label):
if self.config.getboolean("virtualbox", "headless"):
subprocess.call(["VBoxHeadless", "-startvm", label])
else:
subprocess.call(["VBoxManage", "startvm", label])

def stop(self, label):
subprocess.call(["VBoxManage", "controlvm", label, "poweroff"])
subprocess.call(["VBoxManage", "snapshot", label, "restorecurrent"])



Processing

Python classes, again ©

Modules used to generate a container of
normalized information on the analysis

Can create as many as you want



from 1ib.cuckoo.common.utils import File
from 1ib.cuckoo.common.abstracts import Processing

class FileAnalysis(Processing):
def run(self):
self.key = "file"
file_info = File(self.file_path).get_all()
return file_info



1mport oOs

import urllib
import urllib2
import simplejson

from 1ib.cuckoo.common.utils import File
from 1ib.cuckoo.common.abstracts import processing

VIRUSTOTAL_URL = "https://www.virustotal.com/vtapi/v2/file/report"
VIRUSTOTAL_KEY = ""

class VirusTotal(Processing):
def process(self):
self.key = "virustotal"”
virustotal = []

if not os.path.exists(self.file_path):
return virustotal

md5 = File(self.file_path).get_md5()

parameters = {"resource" : md5, "apikey" : VIRUSTOTAL_KEY}
data = urllib.urlencode(parameters)

req = urllib2.Request(VIRUSTOTAL_URL, data)

response = urllib2.urlopen(req)

virustotal = simplejson.loads(response.read())

return virustotal



Signatures

Python classes!

Look for patterns or specific events

Assign them a description and severity level
Give context to the reports

Help non-malware experts understand

Can be used to receive email alerts



from 1ib.cuckoo.common.abstracts import Signature

class CreatesExe(Signature):
name = "creates_exe"
description = "Creates a Windows executable on the filesystem"
severity = 2

def run(self, results):
for file_name in results["behavior"]["summary"]["files"]:
if file_name.endswith(".exe"):
self.data.append({"file_name" : file_name})
return True

return False



from 1lib.cuckoo.common.abstracts import Signature

class PDFUseFlash(Signature):
name = "pdf_use_flash"
description = "PDF document loads embedded Flash " \
"(possibly exploiting a Flash Player vulnerability)"
severity = 3

def run(self, results = None):
if not "PDF" in results["file"]["type"]:
return False

for process in results["behavior"]["processes"]:
if process["process_name"] != "AcroRd32.exe":
continue

for call in process["calls"]:
if call["api"] == "LoadLibraryW":
for argument in call["arguments"]:
if argument["name"] == "lpFileName":
if "authplay.dll" in argument["value"] or \
"AuthPlayLib" in argument["value"]:
return True

return False



Reporting

OMG Python classes ®

Use the normalized results and do something
with them

Can create as many as you want



import os
import json

from 1ib.cuckoo.common.abstracts import Report
from 1ib.cuckoo.common.exceptions import CuckooReportError

class JsonDump(Report):
def run(self, results):

try:
report = open(os.path.join(self.reports_path, "report.json"), "w")
report.write(json.dumps(results, sort_keys=False, indent=4))
report.close()

except (TypeError, IOError) as e:
raise CuckooReportError("Failed to generate JSON report: %s" % e.message)



or mongo!



Community Effort

Create a community repository for sharing
modules & signatures

Expand our line-up of developers and
contributors

WELG a major community
resource for malware research



Future Work

A full-fledged web interface
Improve Windows analysis components

Support for other operating systems, Mac OS
X?

Support native machines



Websites

nttp://cuckoosandbox.org

nttp://github.com/cuckoobox/cuckoo

nttp://blog.cuckoobox.org

nttp://malwr.com

nttp://www.honeynet.org







claudio@shadowserver.org

THANK YOU!
NOW LET’S GET SOME LUNCH!



