MyKotakPasir

Automated Binary Analysis

Malware Research Centre, MyCERT
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Introduction

Also known as Automated Malware Analysis
or Malware Sandbox

Help malware analyst to save their time.

Use sandbox for baseline analysis, and analyst
can do static analysis for further info

Programmed using PHP, Python, MS Visual
Basic, C++
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History

Simple Web user interfaces

For internal use only

Take more time to analyze the sample
Based on external tools

Unmanaged source code, unstable, not
optimized

A lot of weakness

— Weak password, pcap file reveal internal data,
shell upload.
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& http://192.168.117.21/Report.php?file=bbafa721534391f3a4c87165e992cfc8/bbaf9721534391f3a4c87165e992cfc8.x...

Submit

Search For

» Advanced

g
:

000000

http: /19216811721 /Report.php i

C =007 ~F

S0 =000 £O CAA207 FA 34 7R

S =k “3d s -2 I

| MyKotakPasir Report:

General information

File Name:
MD5:
SHA-1:
File Size:
Packed:
PZap File:

c:il.exe

bbaf9721534391f3a4c87165e992cfcl
5618d0059f94d75b156b%7dactedodeSdeSocScay
363389 Bytes

Zip Sfx Archive

Download

- Antivirus Detection

AVG:

F-Prot:
Avast:
BitDefender:
Clamay:

Found Maothing
Found Maothing
Found Maothing
Dropped:Generic.Malware.5dldlL.F979711F
Found Maothing

|+ File Identifier

|+ String Found

|+ MNew Process Run

|+ File And Folder Activity

[+ NetWork Activity
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& @i Fri jun 18, 10:59 AM

mykotakpasir

root@my Kotakpati rod eckKtop: Y USr/myKotakpatir

Kotakl (Snapsha gie  Edit View Terminal Help

start Xotakl

fVirtualBox Comnand Line Management Interface Version 2.2.4
(C) 2095-2089 Sun Microsystems, Inc.

ALl rights reservad

Waiting for the remote session to open,
Renote session has been successfully cpened.
AVG command line Anti-Virys scanner
Copyright (c) 2610 AVG Technologles (Z

Virus datahase vers)

ion: 271.1.1/2943
Virus datebase releese

date: Thu, 17 Jun 2010 14:35:00 +68.60

o
5

| (Rlad¢

[

Files scanned & 2N
Infections found : 1{1)
FUPs found % 9
Files healed 8
Warnings reported : 8
Errors reported g

LibClamay warning:

Ll'.;(laﬂf-‘f }{_r“;!vq‘ ......... B

/Kotakl/Sanmple/Facebook password Nrl457.exe Trojan horse Downloader,Generic?.B

— T

§/ sart)

(& @ rool@mykotakpasir-d... + Kotakl (Snapshot 1) [R...
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Current Implementations

One of 2010 Project

More stable, less time to analyze

The URL open to public access

Report produced more detailed result
New improved Web Ul for easy access

Require user registration for account
management
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Current Implementations

Secured web access

User can edit their result

User statistics

World map Malware plotting

User Profile

User have their own web preferences

mproved search result
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£ MyKotakPasir

4= X ht#rS//mykotakpasirhoneynet.org.my

@ mnwkotakpasir

Login into your account

Username:

Password:
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£ MyKotakPasir - just anothe \lLf’

C M (X hyrs//mykotakpasirhoneynetorg.my/user/index.php?a=reports

Tuesday, 23 August 2011, 1:32 AM

.' 1 \uKotakpasir®

Welcome pentadbir!

Home Reports Submit Search Statistics World Map My Profile  Admin Panel Preferences - Log Out

Here the list of the latest submission submitted by you.

=
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Date From Hashes Comments Menu
2011-08-18 00:02:37 v {Suspicious)-DNAScan, WS .Reputation.1, W.. DeBank Z®E
2011-08-04 23:06:45 ¢ Mot available CodeTransport 4%
2011-08-04 23:06:45 Mot available Mot available. 28
2011-08-02 21:52:39 ¢ PUA . Tool.RemoveWGA, Trojan. Win32.Genome... WGEA Remaover, 4%
2011-08-02 21:52:39 | PUA.Tool.RemoveWGA, Trojan Win32.Genome... RemoveWGA 8
2011-08-02 21:30:57 ? Mot available Mot available, R
2011-08-02 20:50:10 Mot available Mot available. 28
2011-08-02 20:33:35 ? Mot available Mot available, R
2011-08-01 23:56:29 Mot available Bkav 7R 4
2011-08-01 23:56:29 ? Mot available Bkav 2% @
2011-08-01 22:11:30 Trojan/W32.Agent. 94208 .ER, Generic.dxlig.. Adobe Fireworks CS4 Keyaq... ZRE@
2011-08-01 22:11:30 Trojan/W32.Agent.94208.ER, Generic.dx!ig.. adobe keygen 48
2011-07-29 03:40:44 SuspiciousFile, PUA Packed PECompact-1, .. test Z®E
2011-07-26 03:37:12 ? Mot available Asdasdasdasd R
2011-07-26 03:31:27 Mot available htib bin 7R 4
2011-07-26 01:59:46 ? Mot available Mot available, R
2011-07-15 03:49:04 Mot available Hack Hound Crypter 7R 4

2011.07.1C N2:40.04_ Ll Mot ouailahla Haml: hanind (22 2
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& C M (X btsrs//mykotakpasirhoneynet.org.my/r.php?m=539bc6962479b7bed &y 57 oo [ & # ® 0 A

Tuesday, 23 August 2011, 1:39 AM
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Welcome pentadbir!

Home Reports Submit Search Statistics World Map My Profile  Admin Panel Preferences - Log Out

LoLo Sample Strings 25 Disassembly flei Screenshot = Reanalyze

Submission Details

File Details

Date received: August 18 Z01l1l 04:02:33

File Size: 804864 bytes

MDS: £39bcE962479b7bed83ee55e0bf7e%ab

SHal: afhce998d£fZ2 fha7al080720072db5879£7aa03177

SHAZEG: a7lcc9becceclleS5431a466ab8a41328503e83ealataatal43ce74boeld3ell

Ssdeep: 12288 :DYRuMhE9rQKUTr LeepQuZenMir JdAZ0TZSQ0i8NentbEpZ /ChbeSD ) 9k Y fwolIEf8 : Vst RUPA4 RaZOT QS YuwxADuY fwolFi
Compiler: Found nothing.

System Affected
Microsoft Windows XP (32/64 bit), Microsoft Windows Yista (32/64 bit), Microsoft Windows 7 (32/54 bit)
Known Alias

(Suspicious)-DNAScan, WS Reputation 1, Win32.GenHeur RP Xcw, TRISpy 804864 .1,
We have detected 4 out of 43 antivirus engine based on YirusTotal.com services.

File Structures ! Advanced File Info

Warning

[ P T o S Do F iy o o e i, [per, M oSy o, P Jor
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Suspicious flags set for section 4. Both IMAGE SCN_MEM WRITE and IMAGE_SCN_MEM EXECUTE are set.
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How it works?

Malware
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Public Access URL

https://mykotakpasir.honeynet.org.my
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Limitation

* Some malware have unique stealth technique.

* Currently we do not provide any Web API for
mass upload.

* We cannot guaranteed that our services can
provide fast enough to see the result.
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Other Malware Sandbox

GFI CWSandbox (Sunbelt CWSandbox)
ThreatExpert

Joe Sandbox (formerly Joebox)

Anubis

Norman Sandbox
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Next lteration

Going framework, going modular
Modularize everything for flexibility
Potential integration with other services
Scale for parallel analysis

More opportunity to experiment
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Next lteration

* Python + Django as backend

* “Daemonized” django to serve as the master
controller
— WSGI running in daemon mode

* Why not PHP and cronjobs?
— Do the right thing

— Not exactly efficient
— Troublesome to maintain states

‘\°> | CyberSecurity| O
MALAYSIA researcth centre



The Big Picture

kotakpasird (daemon)

Submission Session Sandbox
Handler Manager Provider

Report

Generator . :

. Virtual Machine

File.py Registry.py

-

kotakpasirc (agent)

Network.py Process.py
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Our Work So Far

* Basic core daemon prototype

* Partially replaced previously poll-driven
session manager

* “Backport” the daemon to fit in old system
— Proof of concept for modularity of new design
— Reuse previous web interface

— Convenient unit test
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Our Work So Far

Malware

v /.\ Sandbox

Application |

~
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Expected Improvements

* Parallel analysis
— Handle more sample in shorter time period
— Spread the analysis load across multiple servers

* Integration

— API to perform automated submission and
analysis

* Hack friendly

— Write less code to experiment
— “Battery included”
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Expected Improvements

* Multi sandbox engine support

* Analysis in multiple environment

— Observe if malware might behave differently on different
platform

— Eg. Windows XP, Windows 7 64-bit
» Specialized analysis engine

— Targets .Net and Java malwares
* “Timewarp” analysis

— Observe if malware might behave differently on different
date/time

— “Fast forward” the VM clock 1 week/month/year in advance
* Any radical ideas you might think of :)
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Conclusion

Save a lot of time to analyze the malware and
its behaviour

Report generated in readable format.

Easy to manage your own malware analysis
result.

Cost saving
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lebahnet@cybersecurity.my
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Thank You
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