





















































A few proof of concepts frameworks have
circulated in the last several months.

Imagine an army of mobile phones
configured to listen to background noise,
translate to text and target keywords,
perform voiceprints, all why tracking an

individuals every move with a live video
feed.

Enter Mobile Echelon.
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DEX2JAR - Convert compiled DEX object
code to a JAR that can be decompiled with
JAD.

APKTOOL - Disassembler and binary xml
translator built in. Produces Jasmin like
syntax that can be reviewed by your favorite
editor. Also supports apk rebuilding.

DED ( ) —
Decompiler for Android DEX that while
requires a little more setup but provides

much more reliable results than other
decompilers.



Source Insight - Industry favorite code
analyzer. You can create custom SMALI/
JASMIN parsers to visually render your
code as your desire.

010 Editor - Fantastic hex editor. Also
supports templates.

IDA - The only tool for examining
machine code. Cough up the cash, you
need it ;)



























Intent i = new Intent("android.intent.action.VIEW");

Bundle b = new Bundle() ;

i.putExtra ("com.skype.android.verizon.extra.CALL TARGET", b):;

b.putInt ("com.skype.android.verizon.bundle.TARGET TYPE", 1);
b.putString("com.skype.android.verizon.bundle.TARGET", "NUMBER HERE");
i.setComponent (new ComponentName ("com.skype.android.verizon",
"com.skype.android.verizon.activity.CallActivity")):;

startActivity (i)
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New Tab
€ > C|Q

I’FWMM,MWWMQNMH. Import bookmarks now...

Most visited

© Welcome to Google... &7 Google Chrome The. ..

Recently closed
©ahoutVersion 3, Options - Und ..

@ chrome
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wish your vendor
would validate the
security of apps
before providing
them to you?
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There is—an—app
was a man for

that.




Steve Jobs
1955-2011
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