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Android	
  Malware	
  



Android	
  Malware	
  

•  Android	
  Malware	
  StaJsJc?	
  



Android	
  Malware	
  

•  News?	
  



Android	
  Malware	
  

• Malicious	
  piece	
  of	
  codes.	
  
•  InfecJon	
  methods:	
  

o InfecJng	
  legiJmate	
  apps	
  
- Mod	
  app	
  with	
  malicious	
  codes	
  (Geinimi,	
  
DreamDroid,ADDR)	
  

- Upload	
  to	
  “Market”	
  or	
  3rd	
  party	
  hosJng	
  	
  	
  

o ExploiJng	
  Android’s	
  (core/apps)	
  bugs	
  
o Fake	
  apps	
  
- DreamDroid’s	
  removal	
  tool	
  

- Spyeye’s	
  fake	
  security	
  tool	
  



Android	
  Malware	
  

•  InfecJon	
  methods	
  (cont):	
  
o Remote	
  install?.	
  
- VicJm’s	
  gmail	
  credenJal	
  is	
  required	
  
- Browse	
  “Market”	
  and	
  pass	
  gmail	
  info	
  

- “Market”	
  will	
  install	
  app	
  into	
  vicJm’s	
  phone	
  REMOTELY	
  

http://www.net-security.org/article.php?id=1556 
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Reversing	
  Android	
  Malware	
  

ANDROID REVERSING  



Reversing	
  Android	
  Malware	
  

•  Source	
  Of	
  Files	
  
o APK	
  file	
  
- Can	
  extract	
  .DEX	
  file	
  
- Reversing	
  and	
  interacJve	
  debugging	
  is	
  possible	
  

– ADB	
  

o DEX	
  file	
  
- Only	
  reversing	
  is	
  possible	
  
- Files	
  for	
  “res”	
  +	
  “asset”	
  +	
  etc	
  are	
  missing.	
  



Reversing	
  Android	
  Malware	
  

•  Building	
  Process	
  



Reversing	
  Android	
  Malware	
  

•  Reversing	
  Process	
  
*.dex class *.class or 

Dalvik disassembling 
*.java disassembling decompiling 

Opened ’/apk/classes.dex', DEX version '035' 
Class #0            - 
  Class descriptor  : 'Lcom/admob/android/ads/AdListener;' 
  Access flags      : 0x0601 (PUBLIC INTERFACE ABSTRACT) 
  Superclass        : 'Ljava/lang/Object;' 
<snip> 
  Direct methods    - 
  Virtual methods   - 
    #0              : (in Lcom/admob/android/ads/AdListener;) 
      name          : 'onFailedToReceiveAd' 
      type          : '(Lcom/admob/android/ads/AdView;)V' 
      access        : 0x0401 (PUBLIC ABSTRACT) 
      code          : (none) 
    #1              : (in Lcom/admob/android/ads/AdListener;) 
      name          : 'onFailedToReceiveRefreshedAd' 
      type          : '(Lcom/admob/android/ads/AdView;)V' 
      access        : 0x0401 (PUBLIC ABSTRACT) 

.class public Lcom/mj/iCalendar/SmsReceiver;                                                         

.super Landroid/content/BroadcastReceiver;                                                            

.source "SmsReceiver.java"                                                                                                                                                                                                                                                                                     
# static fields                                                                                       
.field private static final strRes:Ljava/lang/String; = "android.provider.Telephony.SMS_RECEIVED” 
# direct methods                                                           
 .method public constructor <init>()V                                            
 .locals 0                                                                                                                                               
 .prologue                                                                   
 .line 11 
 invoke-direct {p0}, Landroid/content/BroadcastReceiver;-><init>()V                                                                                      
return-void                                                             .end method   

package com.mj.iCalendar;import android.content.BroadcastReceiver; 
import android.content.Context;import android.content.Intent;import android.os.Bundle; 
import android.telephony.gsm.SmsMessage; 

public class SmsReceiver extends BroadcastReceiver{   

private static final String strRes = "android.provider.Telephony.SMS_RECEIVED";  

public void onReceive(Context paramContext, Intent paramIntent)  {     
long l1 = System.currentTimeMillis();    
 long l2 = iBook.iStartTime;     
long l3 = l1 - l2;     
Object[] arrayOfObject; 



Reversing	
  Android	
  Malware	
  

•  Tools	
  
o Disassembler-­‐	
  to	
  dump	
  Dalvik	
  VM	
  bytecode	
  to	
  
assembly-­‐like	
  syntax	
  
- Dedexer	
  
- Baksmali	
  
- Undx	
  
- Dexdump	
  –	
  dumping	
  *.dex	
  file	
  (from	
  Android	
  SDK)	
  

o Assembler-­‐	
  to	
  convert	
  to	
  original	
  Dalvik	
  VM	
  
bytecode	
  
- Smali	
  



Reversing	
  Android	
  Malware	
  

•  Tools	
  (cont)	
  
o Text	
  Editor	
  –	
  viewing	
  the	
  code	
  
- Use	
  a	
  decent	
  one	
  with	
  baksmali/dedexer	
  output	
  
highlighter	
  

- Notepad	
  is	
  fine.	
  :-­‐)	
  	
  
o dex2jar	
  
- If	
  you	
  prefer	
  Java	
  than	
  assembly-­‐like	
  output	
  

- Easy	
  way	
  to	
  avoid	
  complexity	
  of	
  Dalvik	
  VM	
  bytecode	
  
- May	
  have	
  errors	
  interpreJng	
  Dalvik	
  VM	
  bytecode	
  



Reversing	
  Android	
  Malware	
  

•  Check	
  on	
  AndroidManifest.XML	
  
o Binary	
  data.	
  (apktool	
  to	
  decode)	
  
o Permission	
  request	
  
o Entry	
  point:	
  

o RECEIVER	
  
o INTENT	
  
o ACTION	
  
o SERVICE	
  



Reversing	
  Android	
  Malware	
  

•  Check	
  on	
  AndroidManifest.XML	
  



Reversing	
  Android	
  Malware	
  

•  RE	
  is	
  solving	
  a	
  puzzle	
  
o Start	
  with	
  “names/strings”	
  
- “NET”,“CRYPTO”,“SERVER”,	
  “SMS”,	
  “PHONE”	
  

o Check	
  on	
  suspicious	
  Android	
  API	
  
- LocaJon	
  API,	
  SMS	
  API,	
  Phone	
  API,	
  Mail	
  API,	
  Network	
  
API	
   	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

•  Below	
  are	
  list	
  of	
  websites	
  for	
  studying	
  and	
  
understanding	
  Dalvik’s	
  opcode.	
  	
  
o Official	
  Android	
  SDK	
  DocumentaJon	
  accessible	
  via	
  git	
  
- hgp://android.git.kernel.org/?p=plaiorm/dalvik.git;a=tree	
  

o hgp://pallergabor.uw.hu/androidblog/
dalvik_opcodes.html	
  
- Based	
  on	
  Gabor’s	
  RE	
  on	
  .dex	
  bytecode	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

•  Below	
  are	
  list	
  of	
  websites	
  for	
  studying	
  and	
  
understanding	
  Dalvik’s	
  opcode	
  (cont).	
  	
  
o hgp://www.netmite.com/android/mydroid/dalvik/
docs/dalvik-­‐bytecode.html	
  

o hgp://developer.android.com/reference/
packages.html	
  -­‐	
  Android	
  SDK	
  API	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

•  .class	
  public	
  final	
  com/xxxx/xxxx/	
  
o  A	
  class	
  file	
  

•  .super	
  java/lang/Object	
  
o  A	
  super	
  object	
  

•  .source	
  DataHelper.java	
  
o  A	
  source	
  file	
  

•  .field	
  public	
  sta<c	
  final	
  a	
  Ljava/lang/String	
  
o  A	
  ‘field’	
  with	
  “string”	
  aEribute	
  

•  .method	
  sta<c	
  <clinit>()V	
  
o  A	
  sta<c	
  method	
  with	
  a	
  VOID	
  return	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

•  const/*(4,16)	
  vA,	
  #+B	
  
o  Move	
  the	
  given	
  literal	
  value	
  (sign-­‐extended	
  to	
  32	
  bits)	
  into	
  the	
  specified	
  register	
  

•  invoke-­‐*	
  (direct,sta<c,super,interface,virtual)	
  
o  Call	
  the	
  indicated	
  method.	
  The	
  result	
  (if	
  any)	
  may	
  be	
  stored	
  with	
  an	
  appropriate	
  move-­‐result*	
  variant	
  

as	
  the	
  immediately	
  subsequent	
  instruc<on.	
  

•  s-­‐(get|put)-­‐*(wide,float,object,byte,char)	
  
o  Perform	
  the	
  iden<fied	
  object	
  sta<c	
  field	
  opera<on	
  with	
  the	
  iden<fied	
  sta<c	
  field,	
  loading	
  or	
  storing	
  

into	
  the	
  value	
  register.Note:	
  These	
  opcodes	
  are	
  reasonable	
  candidates	
  for	
  sta<c	
  linking,	
  altering	
  the	
  
field	
  argument	
  to	
  be	
  a	
  more	
  direct	
  offset.	
  

• move-­‐result-­‐*(wide,object)	
  
o  Move	
  the	
  single-­‐word/double/object	
  (non-­‐object)	
  result	
  of	
  the	
  most	
  recent	
  invoke-­‐kind	
  into	
  the	
  

indicated	
  register.	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

• move	
  v0,v11	
  	
  
o  Move	
  v11	
  to	
  v0	
  

•  Goto	
  l78a	
  
o  GOTO	
  line	
  78a	
  

•  a-­‐(get|put)-­‐*(wide,float,object,byte,char)	
  
o  Perform	
  the	
  iden<fied	
  array	
  opera<on	
  at	
  the	
  iden<fied	
  index	
  of	
  the	
  given	
  array,	
  loading	
  or	
  storing	
  

into	
  the	
  value	
  register.	
  

•  i-­‐(get|put)-­‐*(wide,float,object,byte,char)	
  
o  Perform	
  the	
  iden<fied	
  object	
  instance	
  field	
  opera<on	
  with	
  the	
  iden<fied	
  field,	
  loading	
  or	
  storing	
  into	
  

the	
  value	
  register.	
  

o  Note:	
  These	
  opcodes	
  are	
  reasonable	
  candidates	
  for	
  sta<c	
  linking,	
  altering	
  the	
  field	
  argument	
  to	
  be	
  a	
  
more	
  direct	
  offset.	
  



Reversing	
  Android:	
  Dalvik	
  Bytecode	
  

•  new-­‐array	
  vA,	
  vB,	
  type@CCCC	
  
o  Construct	
  a	
  new	
  array	
  of	
  the	
  indicated	
  type	
  and	
  size.	
  The	
  type	
  must	
  be	
  an	
  array	
  type.	
  

•  if-­‐(eq,ne,gt,lt,ge,le)	
  vA,	
  vB,	
  +CCCC	
  
o  Branch	
  to	
  the	
  given	
  des<na<on	
  if	
  the	
  given	
  two	
  registers'	
  values	
  compare	
  as	
  specified.	
  
o  Note:	
  The	
  branch	
  offset	
  may	
  not	
  be	
  0.	
  (A	
  spin	
  loop	
  may	
  be	
  legally	
  constructed	
  either	
  by	
  branching	
  

around	
  a	
  backward	
  goto	
  or	
  by	
  including	
  a	
  nop	
  as	
  a	
  target	
  before	
  the	
  branch.)	
  

•  If-­‐(eq,ne,gt,lt,ge,le)	
  vA,	
  +CCCC	
  
o  Branch	
  to	
  the	
  given	
  des<na<on	
  if	
  the	
  given	
  register's	
  value	
  compares	
  with	
  0	
  as	
  specified.	
  
o  Note:	
  The	
  branch	
  offset	
  may	
  not	
  be	
  0.	
  (A	
  spin	
  loop	
  may	
  be	
  legally	
  constructed	
  either	
  by	
  branching	
  

around	
  a	
  backward	
  goto	
  or	
  by	
  including	
  a	
  nop	
  as	
  a	
  target	
  before	
  the	
  branch.)	
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CASE	
  STUDY	
  

ANDROID MALWARE  
HAPPY FAMILY 



Generic	
  SMS	
  Stealer	
  

SMS 



RE	
  #1:	
  SMS.Trojan	
  

•  InspecJng	
  the	
  codes	
  
o The	
  codes	
  will	
  be	
  at	
  “org/me/androidapplicaJon1”	
  

o Start	
  by	
  looking	
  for	
  suspicious	
  “names”	
  
- SMS	
  |	
  NET	
  |	
  PHONE	
  |	
  IO	
  	
  |	
  CRYT	
  	
  

o grep	
  is	
  our	
  friend	
  :	
  )	
  mahmud@mycert>grep -i "net" *.ddx 
mahmud@mycert>grep -i "sms" *.ddx 
MoviePlayer.ddx:.var 0 is m Landroid/telephony/SmsManager; from l818 to 
l866 
MoviePlayer.ddx:        invoke-static   {},android/telephony/SmsManager/
getDefault      ; getDefault()Landroid/telephony/SmsManager; 
MoviePlayer.ddx:        invoke-virtual/range    {v0..v5},android/telephony/
SmsManager/sendTextMessage;  sendTextMessage(Ljava/lang/String;Ljava/
lang/String;Ljava/lang/String;Landroid/app/PendingIntent;Landroid/app/
PendingIntent;)V  



RE	
  #1:	
  SMS.Trojan	
  

•  AndroidManifes.xml	
  is	
  not	
  avaliable.	
  
•  Require	
  self-­‐explore	
  on	
  what	
  will	
  trigger	
  the	
  
main	
  funcJon.	
  
o init(),OnCreate(),cinit()	
  

•  InspecJng	
  the	
  codes	
  
o MoviePlayer.ddx	
  is	
  the	
  suspcious	
  file.	
  Further	
  
analysis	
  is	
  require.	
  	
  

•  In	
  this	
  case	
  OnCreate	
  is	
  a	
  good	
  candidate	
  



RE	
  #1:	
  SMS.Trojan	
  

• Main	
  code	
  



RE	
  #1:	
  SMS.Trojan	
  

•  onCreate()	
  code	
  



RE	
  #1:	
  SMS.Trojan	
  

•  onCreate()	
  code	
  flow	
  (cont):	
  
o A	
  call	
  to	
  send	
  a	
  SMS	
  is	
  call	
  via	
  sendTextMessage	
  
with	
  5	
  parameters	
  
- v0,v1,v2,v3,v4,v5	
  
- v0=a	
  result	
  of	
  getDefault	
  
- V1=is	
  “7132”	
  string	
  
- V2=0	
  
- V3=is	
  “	
  849321”	
  string	
  
- V4,v5=0	
  



RE	
  #1:	
  SMS.Trojan	
  

•  onCreate()	
  code	
  (SMSMessage)	
  
o It	
  send	
  to	
  mulJple	
  messages	
  to	
  a	
  shortcode	
  
number	
  



RE	
  #1:	
  SMS.Trojan	
  

•  onCreate()	
  code	
  (cont):	
  
o Auer	
  finished	
  sending	
  SMSes	
  to	
  shortcode,	
  the	
  
code	
  invoke	
  was()	
  from	
  DataHelper	
  

o The	
  code	
  finish	
  execuJon	
  by	
  call	
  finish().	
  



DreamDroid	
  Malware	
  



RE	
  #2:	
  DreamDroid	
  

•  Famous	
  addiJon	
  to	
  android	
  malware	
  family	
  
• Modus	
  Operandi	
  

o InfecJng	
  legiJmate	
  souware	
  

o Hosted	
  at	
  “Market”	
  
o 53	
  souware	
  infected	
  	
  

•  Bundled	
  with	
  exploits	
  to	
  “root”	
  the	
  Android	
  
o Exploid	
  (CVE-­‐2009-­‐1185)	
  	
  
o Rageagaintsthecage	
  (CVE-­‐2010-­‐EASY)	
  

•  Bot	
  capability	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (entry	
  point)	
  
o Launch	
  Itself	
  via	
  INTENT	
  (Launcher)	
  
- AndroidManifest.XML	
  

o Checking	
  “profile”	
  file	
  (Init	
  on	
  Sevng-­‐>Init	
  on	
  
Sevng$1)	
  
- If	
  exist,	
  stopSelf()	
  
- Else	
  

– Check	
  if	
  the	
  “.downloadsmanager”	
  is	
  installed	
  

– If	
  installed,	
  stopSelf()	
  
– Else	
  

- start	
  copying	
  sqlite.db	
  to	
  DownloadProvidersManager.apk	
  
(cpFile())	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (rooJng	
  the	
  phone)	
  
o Check	
  the	
  “profile”	
  file	
  
- If	
  exist,	
  destroy()	
  -­‐>stopSelf()	
  
- Else	
  

– Prepare	
  for	
  UdevRoot	
  
- Run	
  Exploid	
  

– If	
  Failed	
  
- Prepare	
  for	
  AdbRoot	
  
- Run	
  “rageagaintsthecage”	
  

– destroy()	
  -­‐>	
  cpFile()	
  |	
  stopSelf()	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

udevRoot	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

adbRoot	
  aka	
  rageagaintsthecage	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (calling	
  home)	
  
o XOR-­‐ed	
  URL	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (calling	
  home)	
  
o OnCreate()-­‐>Sevng$2.run()	
  



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (calling	
  home)	
  
o XOR-­‐ed	
  URL	
  

http://184.105.245.17:8080/GMServer/GMServlet 



RE	
  #2:	
  DreamDroid	
  (stage1	
  payload)	
  

•  Life	
  Circle	
  (calling	
  home)	
  
o Stealing	
  Data	
  

<?xml	
  version="1.0"	
  encoding="UTF-­‐8"?>	
  
<Request><Protocol>1.0</Protocol><Command>0</Command><ClientInfo><Partner>%s</Partner>	
  
<ProductId>%s</ProductId><IMEI>%s</IMEI><IMSI>%s</IMSI><Modle>%s</Modle></ClientInfo>	
  
</Request"	
  



RE	
  #2:	
  DreamDroid	
  (stage2	
  payload)	
  

•  DownloadProvidersManager.apk	
  
o Silently	
  installed/copied	
  into	
  /system/app	
  



RE	
  #2:	
  DreamDroid	
  (stage2	
  payload)	
  

• What	
  it	
  does?	
  
o RE	
  	
  DownloadProvidersManager.apk	
  

o Start	
  via	
  AndroidManifest.xml	
  too	
  :	
  )	
  



RE	
  #2:	
  DreamDroid	
  (cont)	
  

•  Features:	
  
o Encrypted	
  communicaJon	
  (XOR),Encrypted	
  data	
  

o Two	
  stage	
  payloads	
  
- 1st	
  Payload	
  -­‐	
  Infected	
  app	
  

– Rooted	
  device	
  
– Install	
  2nd	
  payload	
  (DownloadProviderManager)	
  

- 2nd	
  Payload	
  –	
  DownloadProviderManager	
  (BOT)	
  
– Sqllite.db	
  (original	
  filename)	
  

– Receive	
  instrucJons	
  from	
  C&C	
  
– Send	
  info	
  to	
  C&C	
  
– Silently	
  install	
  itself	
  (copy	
  to	
  /system/app	
  directory)	
  



ZeusDroid	
  Malware	
  

Zeus’ED 



RE	
  #3:	
  ZeusDroid	
  

•  Part	
  of	
  bigger	
  financial	
  malware	
  package	
  
o Zeus	
  

•  This	
  package	
  focus	
  on	
  man-­‐in-­‐the-­‐mobile	
  
(ZITMO)	
  
o Symbian	
  

o Windows	
  Mobile	
  
o Android	
  (latest	
  family	
  member)	
  

•  InfecJon	
  by	
  fake	
  app	
  	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZITMO	
  Launcher’s	
  Icon	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZITMO	
  Picture	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZITMO	
  Social	
  Engineering	
  Message	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZeusDroid	
  iniJate	
  by	
  clicking	
  on	
  the	
  app.	
  
•  AcJvate	
  “SMSReceiver()”	
  for	
  SMS.RECEIVED	
  
event	
  

•  StarJng	
  MainService	
  to	
  handle	
  service	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZeusDroid	
  Components	
  
o Mainly	
  just	
  SMS	
  stealer	
  
- Very	
  primiJve	
  compare	
  to	
  it	
  cousin	
  from	
  Blackberry	
  
and	
  Symbian	
  

- Steal	
  any	
  SMS	
  received	
  
– Should	
  just	
  steal	
  mobile	
  banking	
  SMS	
  only.	
  :)	
  



RE	
  #3:	
  ZeusDroid	
  –	
  How	
  it	
  works	
  

•  ZeusDroid	
  Components	
  
o Send	
  stolen	
  SMS	
  to:	
  
- hgp://southriuy.com/security.jsp	
  

o Yes,	
  no	
  instrucJons	
  from	
  C&C.	
  :	
  (	
  



SpyeyeDroid	
  Malware	
  



RE	
  #4:	
  Spyeye	
  

•  Part	
  of	
  bigger	
  financial	
  malware	
  package	
  
o spyeye	
  

•  This	
  package	
  focus	
  on	
  man-­‐in-­‐the-­‐mobile	
  
(SPITMO)	
  

•  InfecJon	
  by	
  fake	
  app	
  
– Via	
  infected	
  spyeye	
  desktop	
  -­‐	
  	
  	
  



RE	
  #4:	
  Spyeye	
  

•  Spyeye’s	
  web	
  inject	
  (step	
  1):	
  



RE	
  #4:	
  Spyeye	
  

•  Spyeye’s	
  web	
  inject	
  (step	
  2):	
  



RE	
  #4:	
  Spyeye	
  

•  Spyeye’s	
  web	
  inject	
  (step	
  2):	
  



RE	
  #4:	
  Spyeye	
  

•  Spyeye’s	
  web	
  inject	
  (step	
  2)	
  in	
  browser:	
  



RE	
  #4:	
  Spyeye	
  

•  Entry	
  Point	
  



RE	
  #4:	
  Spyeye	
  

•  Steal	
  SMS	
  (read	
  config	
  from	
  sevngs.xml)	
  



RE	
  #4:	
  Spyeye	
  

•  Steal	
  SMS	
  (sevngs.xml)	
  



RE	
  #4:	
  Spyeye	
  

•  Steal	
  SMS	
  (check	
  method	
  and	
  perform	
  the	
  
acJon)	
  



CHALLENGES	
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  ISSUES	
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Challenges	
  and	
  Issues	
  

•  Android	
  +	
  malware	
  is	
  sJll	
  premature?	
  
•  Normal	
  reverse	
  engineering	
  challenges	
  

o Code	
  obfuscaJon	
  
- ObfuscaJon	
  on	
  data	
  

o EncrypJon	
  
- Make	
  it	
  harder	
  
- Eventually	
  will	
  be	
  broken	
  (as	
  for	
  current	
  sample)	
  

o Code	
  opJmizing	
  
- Good	
  for	
  devices,	
  painful	
  for	
  RE	
  



Challenges	
  and	
  Issues	
  

•  AnJ	
  analysis	
  
o AnJ-­‐emulator/VM	
  
- Fingerprint	
  emulator	
  

– EMEI	
  

– Phone	
  number	
  

– ETC..ETC	
  –	
  similar	
  problem	
  with	
  VM	
  	
  

o AnJ-­‐anJ-­‐emulator	
  
- Patch	
  emulator	
  (open	
  source,	
  auer	
  all)	
  

- Run	
  via	
  QEMU/VM	
  (patch	
  the	
  VM	
  agributes)	
  



Challenges	
  and	
  Issues	
  

•  Decompiling	
  
o ConverJng	
  naJve	
  Dalvik	
  to	
  Java	
  
o Dex2jar	
  is	
  a	
  good	
  example	
  
o Code	
  logic	
  confusing?	
  (example)	
  
o Incomplete	
  code	
  decompiling	
  	
  



Challenges	
  and	
  Issues	
  
Decompiling to Java 
See the “switch” logic 



Challenges	
  and	
  Issues	
  
Dalvik’s bytecode (see the switch (pswitch) logic)). Which one is easier?. :D 



Challenges	
  and	
  Issues	
  
Decompiling error 



Challenges	
  and	
  Issues	
  

•  Spovng	
  the	
  malicious	
  apps	
  
o Not	
  RE	
  problem	
  but	
  how	
  do	
  you	
  spot	
  the	
  malicious	
  
app?.	
  

•  Remote	
  Install	
  via	
  “Market”	
  would	
  be	
  
interesJng	
  to	
  observe	
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Conclusion	
  

•  Android	
  malware	
  is	
  interesJng	
  topic	
  
o More	
  complex	
  android	
  malware	
  are	
  expected	
  

o More	
  exploits	
  on	
  Android	
  plaiorm	
  are	
  expected	
  
o More	
  powerful	
  hardware	
  will	
  change	
  the	
  landscape!	
  

•  It	
  is	
  possible	
  to	
  reverse	
  engineering	
  Android	
  
malware	
  
o Understanding	
  Dalvik	
  is	
  a	
  must!	
  
o Solving	
  a	
  puzzle.	
  PERIOD	
  



Conclusion	
  

•  Reversing	
  repackaged	
  Apps	
  is	
  not	
  fun!.	
  	
  
– Huge	
  code	
  base	
  
– Diffing	
  with	
  original	
  apps	
  will	
  help.	
  :-­‐)	
  	
  

•  Reversing	
  tools	
  are	
  out	
  there:	
  
– A	
  lot	
  of	
  effort	
  from	
  community.	
  Couple	
  of	
  tools	
  from	
  
Honeynet	
  Project:	
  
• Droidbox	
  
• APKInspector	
  
• Androguard	
  

– Have	
  you	
  try	
  Honeynet	
  Forensic	
  Challenge	
  9,	
  yet?	
  



FC9	
  

•  Have	
  you	
  try	
  Honeynet	
  Forensic	
  Challenge	
  9,	
  
yet?	
  



Q&A	
  



THANKS	
  

Email: mahmud@cybersecurity.my 
Web: http://www.cybersecurity.my 
Web: http://www.mycert.org.my 
Web: www.cybersafe.my 
Report Incident: mycert@mycert.org.my 


