
TRACK	
  1 TRACK	
  2	
   HITB	
  LABS 	
  HITB	
  SIGINT	
  

7:30	
  AM REGISTRATIONREGISTRATIONREGISTRATIONREGISTRATION

9:00	
  AM KEYNOTE	
  1	
  -­‐	
  The	
  Perpetual	
  Insecurity	
  Machine	
  -­‐	
  Chris	
  Wysopal	
  (CTO/Co-­‐Founder,	
  Veracode)KEYNOTE	
  1	
  -­‐	
  The	
  Perpetual	
  Insecurity	
  Machine	
  -­‐	
  Chris	
  Wysopal	
  (CTO/Co-­‐Founder,	
  Veracode)KEYNOTE	
  1	
  -­‐	
  The	
  Perpetual	
  Insecurity	
  Machine	
  -­‐	
  Chris	
  Wysopal	
  (CTO/Co-­‐Founder,	
  Veracode)KEYNOTE	
  1	
  -­‐	
  The	
  Perpetual	
  Insecurity	
  Machine	
  -­‐	
  Chris	
  Wysopal	
  (CTO/Co-­‐Founder,	
  Veracode)

10:00	
  AM	
   KEYNOTE	
  2	
  -­‐	
  Taking	
  Back	
  The	
  DNS	
  -­‐	
  Paul	
  Vixie	
  (President,	
  ISC)KEYNOTE	
  2	
  -­‐	
  Taking	
  Back	
  The	
  DNS	
  -­‐	
  Paul	
  Vixie	
  (President,	
  ISC)KEYNOTE	
  2	
  -­‐	
  Taking	
  Back	
  The	
  DNS	
  -­‐	
  Paul	
  Vixie	
  (President,	
  ISC)KEYNOTE	
  2	
  -­‐	
  Taking	
  Back	
  The	
  DNS	
  -­‐	
  Paul	
  Vixie	
  (President,	
  ISC)

11:00AM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

IntroducMon	
  to	
  Arduino	
  -­‐	
  Kakeman	
  

(Hackerspace	
  KL)

11:00AM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

Metaware:	
  An	
  Extensible	
  Virus	
  DetecMon	
  &	
  

Removal	
  Toolkit	
  -­‐	
  Lee	
  Ling	
  Chuan	
  (CSM)

11:30AM Milking	
  a	
  Horse	
  or	
  ExecuMng	
  Remote	
  Code	
  in	
  Modern	
  

Java	
  Web	
  Frameworks	
  

Meder	
  Kydyraliev	
  (Google	
  Security	
  Team)	
  

Fuzzing	
  the	
  RTL
Mary	
  Yeoh	
  (Intel	
  Corp)

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK
OPEN

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN

1:30PM Breaking	
  VirtualizaMon	
  by	
  Any	
  Means	
  
Jonathan	
  Brossard	
  (CEO,	
  Toucan	
  Systems)	
  

Lessons	
  Learned	
  from	
  Mariposa:	
  Avoiding	
  Disaster,	
  ProtecMng	
  
from	
  Cybercrime	
  
Luis	
  Corrons	
  (Director	
  of	
  Research,	
  PandaLabs)	
  &	
  Sean-­‐Paul	
  
Correll	
  (Threat	
  Researcher,	
  PandaLabs)

TOOOL.NL	
  LOCK	
  PICKING	
  /	
  
SAFE	
  CRACKING	
  LAB	
  

2:30PM DetecMng	
  Hardware	
  Keyloggers	
  
Fabian	
  Mihailowitsch	
  (IT	
  Security	
  Consultant,	
  cirosec	
  
GmbH)	
  

Analyzing	
  Massive	
  Web	
  A]acks	
  
Laurent	
  Oudot	
  (Founder,	
  TEHTRI-­‐Security)

TOOOL.NL	
  LOCK	
  PICKING	
  /	
  
SAFE	
  CRACKING	
  LAB	
  

3:30PM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

Monitoring	
  with	
  Zabbix	
  -­‐	
  Walter	
  Heck	
  (Tribily)	
  3:30PM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK
LibTAPAU:	
  The	
  Dangers	
  of	
  LibTIFF	
  &	
  Adobe	
  

PDF	
  -­‐	
  Mahmud	
  AB	
  Rahman	
  (CSM)	
  

4:00PM A]acking	
  SAP	
  Users	
  Using	
  sapsploit	
  Extended	
  Alexander	
  
Polyakov	
  (CTO,	
  Digital	
  Security	
  Company)

Hacking	
  a	
  Browser's	
  DOM	
  -­‐	
  ExploiMng	
  Ajax	
  and	
  RIA	
  
Shreeraj	
  Shah	
  (Founder,	
  BlueInfy)	
  

5:00PM Cache	
  on	
  Delivery	
  
Marco	
  Slaviero	
  (Associate,	
  Sensepost)

Smartphones,	
  ApplicaMons	
  &	
  Security
Paul	
  Sebas]an	
  Ziegler	
  (Independent	
  Network	
  Security	
  
Researcher)	
  

6:00PM	
   ENDENDENDEND
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  AGENDA	
  -­‐	
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  1	
  -­‐	
  13TH	
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  2010
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TRACK	
  1 TRACK	
  2	
   	
  HITB	
  LABS HITB	
  SIGINT	
  

8:00	
  AM REGISTRATIONREGISTRATIONREGISTRATIONREGISTRATION

9:00	
  AM

SPECIAL	
  KEYNOTE	
  PANEL	
  DISCUSSION	
  -­‐	
  THE	
  FUTURE	
  OF	
  MOBILE	
  MALWARE	
  &	
  CLOUD	
  COMPUTING	
  

Panelist:	
  Mikko	
  Hypponen	
  (Chief	
  Research	
  Officer,	
  F-­‐Secure)	
  /	
  Paul	
  Ducklin	
  (Head	
  of	
  Technology,	
  Sophos)	
  /	
  Denis	
  Maslennikov	
  (Head,	
  Mobile	
  Research	
  Group,	
  Kaspersky	
  Labs)	
  /	
  Dr.	
  Jose	
  Nazario	
  (Arbor	
  Networks)	
  Moderator:	
  Dinesh	
  
Nair	
  

SPECIAL	
  KEYNOTE	
  PANEL	
  DISCUSSION	
  -­‐	
  THE	
  FUTURE	
  OF	
  MOBILE	
  MALWARE	
  &	
  CLOUD	
  COMPUTING	
  

Panelist:	
  Mikko	
  Hypponen	
  (Chief	
  Research	
  Officer,	
  F-­‐Secure)	
  /	
  Paul	
  Ducklin	
  (Head	
  of	
  Technology,	
  Sophos)	
  /	
  Denis	
  Maslennikov	
  (Head,	
  Mobile	
  Research	
  Group,	
  Kaspersky	
  Labs)	
  /	
  Dr.	
  Jose	
  Nazario	
  (Arbor	
  Networks)	
  Moderator:	
  Dinesh	
  
Nair	
  

SPECIAL	
  KEYNOTE	
  PANEL	
  DISCUSSION	
  -­‐	
  THE	
  FUTURE	
  OF	
  MOBILE	
  MALWARE	
  &	
  CLOUD	
  COMPUTING	
  

Panelist:	
  Mikko	
  Hypponen	
  (Chief	
  Research	
  Officer,	
  F-­‐Secure)	
  /	
  Paul	
  Ducklin	
  (Head	
  of	
  Technology,	
  Sophos)	
  /	
  Denis	
  Maslennikov	
  (Head,	
  Mobile	
  Research	
  Group,	
  Kaspersky	
  Labs)	
  /	
  Dr.	
  Jose	
  Nazario	
  (Arbor	
  Networks)	
  Moderator:	
  Dinesh	
  
Nair	
  

SPECIAL	
  KEYNOTE	
  PANEL	
  DISCUSSION	
  -­‐	
  THE	
  FUTURE	
  OF	
  MOBILE	
  MALWARE	
  &	
  CLOUD	
  COMPUTING	
  

Panelist:	
  Mikko	
  Hypponen	
  (Chief	
  Research	
  Officer,	
  F-­‐Secure)	
  /	
  Paul	
  Ducklin	
  (Head	
  of	
  Technology,	
  Sophos)	
  /	
  Denis	
  Maslennikov	
  (Head,	
  Mobile	
  Research	
  Group,	
  Kaspersky	
  Labs)	
  /	
  Dr.	
  Jose	
  Nazario	
  (Arbor	
  Networks)	
  Moderator:	
  Dinesh	
  
Nair	
  

11:00AM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

Zero	
  Knowledge	
  AuthenMcaMon	
  -­‐	
  Brandon	
  

Lum	
  (Temasek	
  Poly)

11:00AM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

AutomaMc	
  Malware	
  ClassificaMon	
  &	
  hBot	
  -­‐	
  

Ang	
  Ming	
  Yi	
  (Singapore	
  Poly)	
  

11:30AM Can	
  You	
  Trust	
  Your	
  Workers?	
  Examining	
  the	
  Security	
  of	
  
HTML5	
  Web	
  Workers	
  	
  
Paul	
  Thierault	
  (Security	
  Consultant,	
  stratsec)	
  

Payload	
  Already	
  Inside:	
  Data	
  Re-­‐use	
  for	
  ROP	
  Exploits	
  
Long	
  Le	
  (VNSECURITY)	
  &	
  Thanh	
  ‘Red	
  Dragon’	
  Nguyen	
  (Intel	
  
Corp	
  /	
  VNSECURITY	
  /	
  THC)

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK
OPEN

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN

12:30PM

LUNCH	
  BREAKLUNCH	
  BREAKLUNCH	
  BREAK

OPEN

1:30PM Resilient	
  Botnet	
  Command	
  and	
  Control	
  with	
  Tor	
  
Dennis	
  Brown	
  (Research	
  Engineer,	
  Tenable	
  Network	
  
Security)	
  

Virtually	
  Pwned	
  -­‐	
  PentesMng	
  VMWare	
  
Claudio	
  Criscione	
  (Principal	
  Consultant,	
  Secure	
  Network	
  S.r.l.)	
  

KICK	
  START	
  ARDUINO	
  LAB
(HACKERSPACE	
  KL	
  +	
  RANDOM	
  DATA	
  NL)

2:30PM Cracking	
  DRM	
  (Digital	
  Rights	
  Management	
  /	
  Digital	
  
Content	
  ProtecMon)
Jean-­‐Bap]ste	
  Bédrune	
  (Soge]	
  /	
  ESEC)	
  

Micro	
  Control
Don	
  Bailey	
  (Security	
  Consultant,	
  iSEC	
  Partners)	
  

KICK	
  START	
  ARDUINO	
  LAB
(HACKERSPACE	
  KL	
  +	
  RANDOM	
  DATA	
  NL)

3:30PM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

CCTLD	
  DNSSEC	
  Zone	
  Signing	
  -­‐	
  Amir	
  Haris	
  

(UiTM)

3:30PM

COFFEE	
  BREAKCOFFEE	
  BREAKCOFFEE	
  BREAK

Low	
  InteracMon	
  Honeypot:	
  Dionaea	
  -­‐	
  Tan	
  

Kean	
  Siong	
  (UTM)	
  

4:00PM iPhone	
  Security	
  Model	
  and	
  VulnerabiliMes	
  
Cedric	
  Halbronn	
  &	
  Jean	
  Sigwald	
  (Soge]	
  /	
  ESEC)	
  

Remote	
  Binary	
  PlanMng	
  -­‐	
  An	
  Overlooked	
  Vulnerability	
  Affair	
  
Mitja	
  Kolsek	
  (CTO,	
  ACROS	
  Security)

5:00PM A]acking	
  GSM	
  Base	
  StaMons	
  and	
  Mobile	
  Phone	
  
Basebands	
  
The	
  Grugq	
  (Senior	
  Security	
  Researcher,	
  COSEINC)

Exploit	
  Delivery	
  
Saumil	
  Shah	
  (Founder,	
  Net-­‐Square)	
  

6:00PM	
   ANNOUNCEMENT	
  OF	
  CAPURE	
  THE	
  FLAG	
  WINNERS	
  +	
  ANNOUNCEMENT	
  OF	
  WINNING	
  BIDDER	
  FOR	
  CHARITY	
  AUCTION	
  (in	
  aid	
  of	
  hackersforcharity.org)ANNOUNCEMENT	
  OF	
  CAPURE	
  THE	
  FLAG	
  WINNERS	
  +	
  ANNOUNCEMENT	
  OF	
  WINNING	
  BIDDER	
  FOR	
  CHARITY	
  AUCTION	
  (in	
  aid	
  of	
  hackersforcharity.org)ANNOUNCEMENT	
  OF	
  CAPURE	
  THE	
  FLAG	
  WINNERS	
  +	
  ANNOUNCEMENT	
  OF	
  WINNING	
  BIDDER	
  FOR	
  CHARITY	
  AUCTION	
  (in	
  aid	
  of	
  hackersforcharity.org)ANNOUNCEMENT	
  OF	
  CAPURE	
  THE	
  FLAG	
  WINNERS	
  +	
  ANNOUNCEMENT	
  OF	
  WINNING	
  BIDDER	
  FOR	
  CHARITY	
  AUCTION	
  (in	
  aid	
  of	
  hackersforcharity.org)

6:30PM ENDENDENDEND

HITB2010KUL	
  AGENDA	
  -­‐	
  CONFERENCE	
  DAY	
  2	
  -­‐	
  14TH	
  OCTOBER	
  2010
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