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F-Secure USA

F-Secure

Finland

Existing Subsidiaries

National Business Partners

US Channel Partners

F-Secure Corp

F-Secure

Malaysia
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We used to have to 

worry about the 

criminals that were 

close to us
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http://www.opte.org/maps/
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Computer crime is the 

fastest growing 

segment of the IT 

industry
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$$$$ via viruses

Spam

DDoS Extortion

Stealing credit card numbers

Stealing email addresses

Stealing passwords to Paypal + eBay

Stealing passwords to online banks

Stealing passwords to stock brokers

Stealing passwords to Poker sites

Stealing passwords to WOW+Lineage

Targeted attacks – industrial espionage
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The money is good.

And nobody is getting 

caught.
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Does anybody buy from spam?
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Phishing
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Source: Anti-Phishing Working Group
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Education

never

works
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Rock Phish

Vlot.hk
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"NEW2007" kit
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Targeted 

attacks
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Traditional untargeted attacks
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Targeted attacks – stealing confidential data
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Known cases

March 2005: USA

September 2005: EU

December 2005: USA

Jan 2006: UK

March 2006: UK

April 2006: Germany

May 2006: Sweden

June 2006: Finland

November 2006: Sweden

November 2006: Finland

February 2007: Sweden

March 2007: Estonia
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Spies2006 -

Criminals2003 -

Hobbyists1986 - 2003

EnemyEra

New technologies to the rescue:

• F-Secure Blacklight

• F-Secure Deepguard
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Today, the most likely 

place for you to be the 

target of a crime is the 

internet
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Where are they?

Spam kings 
and 

phishers…

Spam kings 
and 

phishers…

Banking 
trojans

Banking 
trojans

Exploits, 
targeted 
attacks…

Exploits, 
targeted 
attacks…

Exploits, banking 
trojans, botnets, 
pump & dump, 
stock spam, 
extortion…

Exploits, banking 
trojans, botnets, 
pump & dump, 
stock spam, 
extortion…



312 September, 2007

Who are they?
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We used to be fighting these...

Chen-Ing Hau
Author of 

the CIH virus

Joseph McElroy
Hacked the Fermi lab 

network

Benny
Ex-29A
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Today we are fighting these!

Jeremy Jaynes
Millionaire,

and a spammer

Jay Echouafni
CEO,

and a DDoS attacker

Andrew Schwarmkoff
Member of Russian mob, 

and a phisher
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Where do they 

do their 

business?
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How do they 

move the 

money?
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Good 

will

prevail

Good 

will

prevail



422 September, 2007

Mikko Hypponen

Chief Research Officer

F-Secure Corporation

www.f-secure.com

www.hypponen.com


